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Ycnosus
JononHutenbHas nHdopmaumsa
O komnaHuu Tenable Network Security
MpunoxeHune A. NMpumep danna nposepku coorBetcTBUA Aana OC Unix

MpunoxeHue A. Npumep canna npoeepkun coorsetcTBusa ana OC Windows
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BBEAEHME

B 3TOM AOKYMEHTE OnnCbIBaeTCsl CUHTAaKCUC, MPUMEHSIEMbIN AN CO34aHMS NOSb30BaTENbCKUX
.audit dannoB, KOTOpbIE MOXHO MCMOJSIb30BaTb ANS NpoBepkn KoHdurypaumm OC Unix,
Windows, 6a3bl gaHHbIx, cucteM SCADA un Cisco Ha cobntoaeHne rnoiMTUKM COOTBETCTBUSA, a
TaKXe BbIMOSIHEHUS NoncKa nHdopMaunm, KoTopast MOXET ABNATbCA KOHpUAEHUMANbHON’, B
COAEPXXNUMOM pasfnUHbIX CUCTEM.

HacTosiwee pykoBoACTBO NpeAHa3Ha4YeHo A/ TOro, YTobbl MOMOYb HayUUTbCS
BPYYHYI CO34aBaTb M MOHSATb CUHTAKCUC (halioB NMpoBepKn cooTBeTcTBUSA. Bonee
= BbICOKOYPOBHEBOE pacCMOTPEHME paboTbl MPOBEPKN COOTBETCTBUA Tenable cM. B
NMoCBSLEHHOM NpoBepkaM cooTBeTCTBMSA Nessus JOKYMEHTE, pa3MeLLEHHOM B
¢opmaTe PDF Ha nopTanie nogaepxkKu

Nessus nogaep>xuBaeT npoBepky cuctembl SCADA, oaHaKo 3Ta dyHKLMOHaNbHas
BO3MOXHOCTb BbIXOAMT 3@ paMKM HACTOSAWEro AoOKyMeHTa. JononHnTenbHbIE
CBeAeHUs CM. Ha MHdopMaumMoHHoM cTpaHnue Nessus.org no SCADA,
pa3MELLEHHON 3/1ech.

>

HEOBXOAMMBLIE YCNOBMUA

N3yyeHne HacToawero AOKyMeHTa npeanonaraeT onpeaeneHHbi ypoBeHb 3HAHMM O CKaHepe
yasBuMocTen Nessus, a Takxe rnybokoe noHMMaHue NpoBepsieMblX CUCTEM. NS NoSydYeHus
OOMNOJSTHUTENbHbIX CBEAEHWUI O TOM, KaK MOXHO HacTpouTb Nessus Ans BbINOJIHEHUSA ayauTa
ncrnpasaeHun nokanbHbix cnctem Unix n Windows cMm. gokymeHT «Nessus Credentials Checks
for Unix and Windows» (IMpoBepku Nessus C MCNOSIb30BaHMEM YUYETHbIX AaHHbIX Ans Unix n
Windows) http://www.nessus.org/documentation/.

CTAHOAPTbI U YCNOBHbIE OGO3HAYEHUA

DTOT IOKYMEHT ABNSIETCA NEPEBOAOM OPUTMHANbHOW BEPCUM HA AHT/IMMCKOM si3blke. YacTb
TEeKCTa OCTaeTCs Ha aHIIMNCKOM s3blke, YTOob6bl NoKa3aTb, Kak 3TOT TEKCT NpeacTaB/ieH B
NpPoOrpaMMHOM MpPoAYKTE.

B pamkax Bcei fOKyMeHTaumm nmeHa ¢ainnos, 4EMOHOB U MCNOSHAEMbIX MOAYEN BblAeNeHbl
WpndTOM courier bold.

MapaMeTpbl 1 KOYEBbIE C/IOBA KOMaHAHOW CTPOKU TakKXe BblAeseHbl WPUDTOM courier
bold. MapaMeTpbl KOMaHAHOW CTPOKM MOFyT BK/OUYATb UM HE BKIOYaTb NpuUrnaweHune
KOMaHAHOW CTPOKM M BbIBOAMMbI B PE3YNbTaTE BbIMO/HEHNSA KOMaHAbl TEKCT. YacTo
BbIMOJIHEMAs KOMaHAa NpUBOAMTCS dXUPHbIM WPUEPTOM, 4YTO6bl BbIAETUTE HabUpaeMbIi
Nnosfib30BaTeNeM TEKCT. HMxe NpuBeaeH NpUMep BbINOSHEHNSA KOMaHAbl Unix pwd.

# pwd
/home/test/
#

OTMM CMMBOJIOM M PaMKOM C CepbiM (POHOM BblAesIEHbl BaXXHble MPpUMeYaHus n
coobpaxkeHus.

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.
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3TUM CUMBOJIOM U paMKOVI C CUHUM CbOHOM n 6esblM TEKCTOM BblAENEHbI COBEThbI,
NpUMEPbLI N ONTUMAJIbHblE METOAbI.

CMNMPABKA NO ®AUJNIAM NPOBEPKU COOTBETCTBUA
KOHOUINYPALIMU OC WINDOWS .AUDIT

OcHoBoun ans dannoB npoBepkn cootBeTcTBUA ansa OC Windows .audit aBnseTcs
cneunanbHO 0TGOPMaTUPOBAHHbIM TEKCTOBbIN (ai. BkntodeHHble B Takow gain 3anucu
MOTYT BbI3blBaTb BbINMOJIHEHME MPOBEPOK PA3/IMYHbBIX «MOSIb30BATENbCKUX 3/IEMEHTOB>,
HanpuMep HaCTPOeK peecTpa, a Takxke 6onee ob6LWMX NPOBEPOK, HAaNpMMep NapameTpos
NoKanbHbIX NOANTUK 6e3onacHocTu. NprMMepbl B HAaCTOSILLEM PYKOBOACTBE NpuBeAeHbl Ans
NOSICHEHMS.

i": Ucnonb3oBaHMe KaBblueK

O,EI,VIHaprIe M ABOMHbIE KaBblYKM npn 3aKIO4YEHNN B HUX nonemn ayanTa ABNAKTCA
B3aMMO3aMeHAEMbIMU, 3a UCKJTOYEHNEM CneayrLlWnX ABYX Clly4daeB:

1. B npoBepkax COOTBETCTBMSA onepaunoHHON cuctembl Windows, ecnun
cneumanbHble nons, HanpuMmep CRLF v T. 4., AO/MKHbI MHTEPNPETUPOBATLCA
6yKBasibHO, NCNOMb3YIHTE OAMHAPHbIE KaBbluku. JTlobble OKasaBLMecs BHYTPU 3TUX
KaBblYeK MOJS, KOTOPbIE AO/MKHbI MHTEPNPETUPOBATLCA KakK CTPOKKU, cneayeTt
BblAENSATD.

Hanpumep:
expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. [1BOMHble KaBbluku TpebytoTcsa Npu ncnonb3oBaHuu nonen include_paths u
exclude_paths aygmnta WindowsFiles.

Mpu ncnonb3oBaHum B none nwboro Tuna (description, value_data, regex n 1. 4.)
CTPOK, coaepXallmx oANHapHbIE NNM ABOMHbIE KaBbluKM, CYLECTBYET ABa crnocoba
nx obpaboTku:

a. B kayecTBe Hapy>XHbIX KaBbl4EK MOXHO MCMOJ/Ib30BaTb KaBbIYKWN
NMPOTUBOMOJIOXHOIO TUna.

Hanpumep:
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. MoXHO BblAeNSATb BHYTPEHHME KaBblYKW C MOMOLLbIO 06paTHOM HAK/IOHHOM
yepThbl (TOIbKO ABOWHbIE KaBbIUKN).

Hanpumep:

expect: "\"Text to be searched\""
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TN NPOBEPKMU

Bce nposepku cootBeTcTBUS ansd OC Windows A0/KHbI 6bITb MHKANCY/IMPOBaHbI NyTEM
3aK/II0YEHNs MeXAY dN1eMeHTaMn check_type cO 3HaveHneM Windows, a Takxe yKasaHueM
BEPCUN 2:

<check type:"Windows" version:"2">

Mpumep npoBepkun cooTBeTcTBUSA Ansg OC Windows MOXXHO MOCMOTpPETb B pasaene
«[MpunoxeHune B». NpoBepka HauMHAETCA C NapaMeTpa check_type, MMEIOLLErO 3HAYEHNE
Windows 1 Bepcuio 2, 1 3aKaHUYMBAETCA TeroM </check_type>.

3To Heob6x0AMMO AN1a TOro, YTo6bl MOXHO 6bI10 oTAKYaTh dannbl ans OC Windows .audit oT
dannos, npegHasHayeHHbIX gns OC Unix (mnm kakon-nnbo gpyron nnatdopmsl).

A AHHbIE 3HAYEHUA
CuHTakcuc danna .audit COAEPXKUT K/OUEBbIE C/IOBA, KOTOPbIE MOMYT 6bITb NPUCBOEHDI

pasfiMyHbIM TUMNaM 3HAUYEHUIM C LEeNbio MHAMBMAYanM3aumnm NpoBepok. B HacTosaweM pasaene
OMUCBIBAOTCH 3TU KJloUeBble cnoBa W dopMaT AaHHbIX, KOTOpble MOryT ObiTb BBEAEHbI.

Tunbi OaHHbIX
CneaytoLwme TUnbl JaHHbIX MOryT 6bITb BBEAEHbI A5 MPOBEAEHUS MPOBEPOK:

IHHHHIIHHIHHHIIIIIIIIIII:HII!=IHEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

DWORD OT 0 no 2 147 483 647

RANGE [X..Y] roe X — a1o 3HayeHme tuna DWORD wnn MIN , aY — 370
3HayeHue Tuna DWORD wnnan MAX

Mpumepsobl:

value data: 45
value data: [11..9841]
value data: [45..MAX]

KpoMe Toro, Yncnosble 3HaYEHUS MOryT OoTMeYaTbCa cMMBONaMm nac (+) n MUHycC (-) ans
0603HaYeHNs X «3HaKa» U MPU3HaHUS LWeCcTHaAUATEPUYHBIMU 3HAYEHUAMU.
LLlecTHaaguaTepuyHoe 3Ha4YeHne u 3Haku MoryT 6biTb 06beanHeHbl. Cneaylowme npumMepsl
ABNAOTCA AONYCTMMbIMK (6e3 CooTBETCTBYOWEN METKN B CKOBKax) B ayauTte
REGISTRY_SETTING ana POLICY_DWORD:

value data: -1 (signed)

value data: +10 (signed)

value data: 10 (unsigned)

value data: 2401649476 (unsigned)
value data: [MIN..+10] (signed range)
value data: [20..MAX] (unsigned range)
value data: 0x800010AB (unsigned hex)
value data: -0x10 (signed hex)
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CnoxHble 8blpaKeHusl
CnoXXHble Bblpa)XeHUs MOryT UCMonb30BaTbCs A8 Nons value data NyTeEM MCNOJIb30BaHUA
CMMBOJ10B:

|]: ycnosHoe UJTA

&&: ycnosHoe U

|: aBonuHoe UJTN (nobutoBast onepauns)

&: aBomyHoe U (nobutoBas onepauns)

( n): ong pasrpaHUYEHUs CNOXHbIX BblpaXXeHU

MpuMepbl:
value data: 45 || 10
value data: (45 || 10) && ([9..12]1 || 37)

lNone check_type

3TOT TUN NPOBEPKM OT/IMYAETCS OT ONMUCAHHOIO BbllLE MoSs check type, KOTOpoe
NCrnonb3yeTcs B Havasne Kaxaoro davna ayauta ansg obo3HayeHms obuwero Tuna ayamta
(Windows, WindowsFiles, Unix, Database, Cisco). 3T1o none saBnsercs Heobs3aTeNibHbIM U
MOXET NPUMEHATLCSA K 3HAaYeHUsIM value_data OC Windows ans onpeneneHuns tuna
BbIMNO/IHAEMOW NPOBEPKU. BO3MOXHbLI cneaytowmne 3HayeHns:

CHECK_EQUAL: cpaBHUTb yAasieHHOe 3Ha4YeHne Co 3Ha4YeHMEM 13 MONNTUKKU (B ciydae
OTCYTCTBUA check_type MCMOJIb3YETCA MO YMOSUYAHNIO)

CHECK_EQUAL_ANY: npoBepseT, NpUCYTCTBYET /N KaXAbl 3N1€MEHT value_data XOTH
6bl pa3s B CNUCKE CUCTEMBI

CHECK_NOT_EQUAL: npoBepsieT, oTAMYaeTca nn yganeHHoe 3HavyeHne oT 3HaueHus ms3
NOJIUTUKMN

CHECK_GREATER_THAN: npoBepsieT, 4ENCTBUTENBbHO NN yAaneHHoe 3HavyeHne bonblue,
YeM 3HayYeHne U3 NOUTUKMU

CHECK_GREATER_THAN_OR_EQUAL: npoBepsieT, AeNCTBUTENbHO NX yAaneHHoe
3HayeHue 6onblue Uan paBHO 3HAYEHUIO U3 MOSNTUKU

CHECK_LESS_THAN: npoBepsieT, 4eNCTBUTENbHO 1N yAaliIeHHOEe 3Ha4YeHNEe MeHblue, YeM
3Ha4YeHuMe M3 NOUTUKMU

CHECK_LESS_THAN_OR_EQUAL: npoBepseT, 4eNCTBUTENbHO N YAaNleHHOe 3HadyeHune
MEeHbLUE WX paBHO 3HAYEHMUIO U3 MOSINTUKU

CHECK_REGEX: npoBepsieT, COOTBETCTBYET /N yAaNleHHOe 3HaYeHne perysisspHomMy
BblpaXKeHU0, coaepxallemMycsl B 3HaYEHUN U3 MONNTUKU (LEeNCTBYET TOSIbKO C MoasiMuU
POLICY_TEXT u POLICY_MULTI_TEXT)

CHECK_SUBSET: npoBepseT, 9BNaeTca N1 yaaneHHbln cnucok ACL cocTaBHOM YacTbio
cnmncka ACL nonutukm (3Ta npoBepka paboTtaeT TonbkKo co cnuckamm ACL)

CHECK_SUPERSET: npoBepsieT, Bko4YaeT nm yganeHHbln cnmcok ACL cnmcok ACL
nonutmnkun (pabotaeT TONbKO C Nuwatowmmm npas cnnckamm ACL)

Huke npuBeaeH NpuMep ayauTa, No3Bonsawollero y6eantbcs, YTo MUMEHWN YUYETHOM 3anucu
«Guest» (roctb) HET cpean y4yeTHbIX 3anmcen Tuna Guest.
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<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename guest account"
value type: POLICY TEXT

value data: "Guest"

account type: GUEST ACCOUNT

check type: CHECK NOT EQUAL

</custom item>

B cnyuae noboro aopyroro 3Ha4veHuns, kpoMe Guest (roctb), TeCcT ycnewHo nponget. Ecnm
6ynet HaliaeHo 3HavyeHne Guest, To ayauT 6yaeT He NponaeH.

lone info

Heobs3aTenbHoe nosie info MOXET MCMOJIb30BaTbCA AN MAPKUPOBKKM KaXKAoro nons ayamTa
OAHOM NNN HECKOJIbKMMWN BHELWHUMUN CCbiikaMu. Hanpumep, 3To none 6yaet ncnonb3oBaTbCs
ANns BKAoYeHUs ccbinok n3 teroB CCE NIST, a Takxe ocobbix TpeboBaHui CIS k ayauty. 3Tn
BHELLHWE CCbIIKM pacrneyaTbiBatoTCa Npy OKOHYaTeslbHOM ayanTe, BbiNoaHsAeMOoM Nessus, u
oTobpaxatoTca B otveTe Nessus mnam yepes nHtepdeinc SecurityCenter.

Huxxe npuBeaeH NnpuMep NOJUTUKK ayauTa naposei, kotopas 6bisia A0Mo/HEHA BKIIOYEHUEM
CCbIJTKM Ha BbIMbILLJIEHHY KOPMOPATUBHYIO MOSIUTUKY !

<custom item>
type: PASSWORD POLICY

description: "Password History: 24 passwords remembered"
value type: POLICY DWORD
value data: [22..MAX] || 20

password policy: ENFORCE PASSWORD HISTORY
info: "Corporate Policy 102-A"
</custom item>

Ecnun B 0aMH ayauT HEO6XOAMMO BK/THOUUTL HECKO/IbKO CCbIJIOK Ha MOJIMTUKMK, TO B CTPOKE,
0603HaYeHHOI K/0UYEBbIM C/TOBOM info, MOXHO MCMOMb30BaTb pasaenntesnb \n ans
0603HaYeHMa HECKONbKMX CTPOK. HanpuMep, paccMoTpuUTe CeayoLnin ayanT:

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename Administrator account"

value type: POLICY TEXT

value data: "Administrator"

account type: ADMINISTRATOR ACCOUNT

check type: CHECK NOT EQUAL

info: 'Ron Gula Mambo Number 5\nCCE-60\nTenable Best Practices Policy

1005-a"
</custom item>

Mpun 3anycke C NOMOLbIO CPeACTB KOMaHAHOM CTPOKM nasl 3Ta QYHKUNS ayamTa BblaaeT
cneayowmn pesynbTaT:

# /opt/nessus/bin/nasl -t 192.168.20.16 ./compliance_check.nbin
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Windows Compliance Checks, version 2.0.0

Which file contains your security policy : ./test v2.audit
SMB login : Administrator

SMB password

SMB domain (optional)

"Accounts: Rename Administrator account": [FAILED]

Ron Gula Mambo Number 5
CCE-60
Tenable Best Practices Policy 1005-a

Remote value: "Administrator"
Policy value: "administrator"

®DOPMAT CnMUCKA ACL

B 3TOM pa3sgene onncbiBaeTCd CUHTAKCUC, NCNOJb3YEMbI ANS onpeAesieHns, UMeeT n dann
WAKW nanka xesnaemble HacTporkn B ACL.

lpoeepku kKOHMposisi docmyna K ¢hatinam

Ucnonb3oBaHue

<file acl: ["name"]>
<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

Cnucok koHTponsa goctyna (ACL) ana dannos onpenensaercs Kio4veBbiM C/I0BOM file acl.
Nmsa cnmcka ACL fokKHO 6bITb YHUKaNbHbLIM, YTO6bI €ro MOXXHO 6b1J10 MCMONb30BaTh C
3/1eMEHTOM pa3peweHun gnsa garnnos. Cnucok ACL gnsa dainnoB MOXeET cogepXaTb 04HY UK
HECKOJ/IbKO MO0J1b30BaTeIbCKMUX 3arnncen.

CBsi3aHHbIe TUMNbI AonycTuMbie TUNbI

acl_inheritance not inherited (He Hacneayercs)

inherited (HacnenyeTcs)
not used (He ncnonb3yeTtcs)

acl_apply this folder only (Tonbko 3Ta nanka)

this object only (Tonbko 310T 06bEKT)
this folder and files (3Ta nanka u dainbl)
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this folder and subfolders (aTa nanka 1 nognankmn)

this folder, subfolders and files (aTa nanka, noananku u
dannbl)

files only (Tonbko dannbl)
subfolders only (Tonbko nognankmn)
subfolders and files only (Tonbko nognankun n dannbl)
acl_allow STn napaMeTpbl ABASIOTCS HeobsA3aTeNbHbIMMU.
acl deny
Ob6wme npaBa cneaytowime:

full control (NOAHBIN KOHTPOJIb)
modify (M3MeHsTb)

read & execute (YnTaTb U UCNONHATD)
read (4ntaTb)

write (3anucbiBaTb)

list folder contents (nonyuaTtb cnncok coaep>xXMmMoro
nankm)

PacwmnpeHHble NpaBa creayolme:

full control (NOAHbBIN KOHTPOSIb)

traverse folder / execute file (npoxognTb nanky /
NCNONHATL hann)

list folder / read data (nony4aTb CMMCOK COAEPXMUMOIO
nanku / YyntaTb AaHHbIE)

read attributes (uMtaTtb aTpnbyThI)
read extended attributes (uMTaTb gONoONHUTENbHbIE
aTpubyTbl)

create files / write data (co3gaBaTb gaiinbl / 3anNnUcCbiBaTb
OaHHbIE)

create folders / append data (co3gaBaTb nanku /
n06aBnsATb AaHHbIE)

write attributes (3anunceiBaTb aTpnbyThl)

write extended attributes (3anuncbiBaTb 4OMONHUTENbBHbIE
aTpubyTbl)

delete subfolder and files (yaanaTte nognanky v dannbl)
delete (ypanatb)

read permissions (YnTaTb pa3peLlleHmns)

change permissions (U3MeHATb pa3peLleHns)

take ownership (ctaHOBUTbCA BNagenbueM)

Hue npuBeaeH NpuMep TeKCTa KOHTPONSA AocTyna K dalinam ns danna .audit:

<file acl: "ASUl">
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<user: "Administrators">

acl inheritance: "not inherited"

acl apply: "This folder, subfolders and files"
acl allow: "Full Control"

</user>

<user: "System">

acl inheritance: "not inherited"

acl apply: "This folder, subfolders and files"
acl allow: "Full Control"

</user>

<user: "Users">

acl inheritance: "not inherited"

acl apply: "this folder only"

acl allow: "list folder / read data" | "read attributes" | "read
extended attributes" | "create files / write data" | "create
folders / append data" | "write attributes" | "write extended
attributes" | "read permissions"

</user>

</acl>

lMpoeepku koHmposss docmyna K peecmpy

MUcnonb3oBaHue

<registry acl: ["name"]>
<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

Cnucok ACL ans peectpa onpefenaercsa K4YeBbIM C/IOBOM registry_acl. MiMa cnucka ACL
OOSIKHO 6bITb YHMKANbHbLIM, YTO6bI €ro MOXHO 6bIJ10 UCNOMb30BaTb C 3/IEMEHTOM pa3peLleHni
ansa peectpa. Cnmncok ACL ang peectpa MOXET cogepXaTb OAHY WUIN HECKONBbKO
NONb30BaTENbCKUX 3anuncen.

CBsi3aHHbIE TUMNbI [JonycTuMbie TUNbI

el e not inherited (He HacneayeTcs)

inherited (Hacnenyetcs)
not used (He ncnonb3yeTtcs)
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acl_apply this key only (Tonbko 3ToT pasaen)
this key and subkeys (3T0oT pa3aen n noapasaensl)
subkeys only (Tonbko nogpasaensl)
acl_allow 3TW NapaMeTpbl ABAAOTCA HE06A3aTENbHBIMU U UCMOJIb3YOTCS
acl_deny ANSA onpeaeneHns npas, KOTOpble Mofb30BaTeNb UMEET

NMPUMEHUTEJIbHO K O6'beKTy.

O6wme npasa crneayowme:

full control (NOAHBIN KOHTPOJIb)
read (4nTaTb)

PaclwmpeHHblie NpaBa creaytowme:

full control (NONHbBIN KOHTPOAb)

query value (3anpalwuvBaTb 3Ha4YeHKue)

set value (3apgaBaTb 3HauyeHMe)

create subkey (co3gaBaTb noagpasanen)
enumerate subkeys (co3pgaBaTb nepe4yncneHms
noapasaesnon)

notify (yBeaomnatb)

create link (cozgaBaTb CCbUIKY)

delete (ypanatb)

write dac (3anuceiBaTb B CMUCOK KOHTPOJS AOCTYMna Ha
YPOBHE Monib30BaTenemn)

write owner (3anucbiBaTb BAagenbua)
read control (4unTaTb CNNCOK KOHTPONSA)

Hwxe npuBeneH npuMep TEKCTa CNMCKa KOHTPOA AOCTyna K peectpy u3 daina .audit:

<registry acl: "SOFTWARE ACL">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"
</user>

<user: "CREATOR OWNER">

acl inheritance: "not inherited"
acl apply: "Subkeys only"

acl allow: "Full Control"
</user>

<user: "SYSTEM">
acl inheritance: "not inherited"
acl apply: "This key and subkeys"
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acl allow: "Full Control"
</user>

<user: "Users">

acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Read"

</user>

</acl>

lpoeepku koHMposiss docmyna K cryx6am

MUcnonb3oBaHue

<service acl: ["name"]>
<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

Cnucok ACL anga cnyx6 onpenensercs K/O4eBbIM CNIOBOM service _acl. MiMa cnucka ACL
AO/KHO 6bITb YHMKaNbHbIM, YTO6bl €ro MOXXHO 6bIJI0 MCNO0Nb30BaTb C 3/IEMEHTOM pa3peLleHnii
ana cnyx6. Cnucok ACL ansa cnyx6 MoxeT coaepxaTb O4HY UAN HECKOSbKO
NONb30BaTENbCKUX 3anuncen.

CBsi3aHHbIe TUMNbI JonycTuMbie TUNbI

acl_inheritance

not inherited (He HacnepyeTcs)
inherited (Hacnenyetcs)
not used (He ncnonb3yeTcs)

acl_apply this object only (Tonbko 3TOT 06bEKT)
acl_allow 3TM NapaMeTpbl ABAAOTCA HE065A3aTeNbHbIMU U UCMOMb3YIOTCA
acl_deny ANS onpeaeneHuns npas, KOTOpble Mosib30BaTeNlb UMEEeT

NPUMEHUTENBHO K 06bEKTY.

O6bwme npaBa cneaytowme:

full control (NOAHbBIN KOHTPOIb)
read (4uTtaTb)

start, stop and pause (3anyckaTb, OCTaHaBnMBaTb 1
npuocTaHaBINBaTb)
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write (3anucbiBaThb)
delete (ynanatb)

PaclwimnpeHHble NpaBa creayowme:

full control (NOAHBIN KOHTPOJIb)

delete (yoanatb)

query template (oTnpaBnsaTb 3anNpochl K WabAoHy)
change template (M3MeHATb WabnoH)

query status (oTnpaBnsATb 3aNpockl CTaTyca)

enumerate dependents (co3gaBaTb nepedncieHmne
3aBUCUMbIX)

start (3anyckaTb)

stop (octaHaBnuBaThb)

pause and continue (nNpuocTaHaBnMBaTb M NPOAO/IXKATb)
interrogate (onpawwuBaThb)

user-defined control (onpeaeneHHoe nonb3oBaTenem
yrnpaBJieHune)

read permissions (YnTaTb pa3peLLeHuns)
change permissions (M3MeHATb pa3peLlleHmns)
take ownership (ctaHOBUTbCA BNnagenbLeM)

MpuMep NPOBEPKN KOHTPOJIS AOCTYNa K Cyx6aM NpuBeaeH HUXe:

<service acl: "ALERT ACL">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "query template" | "change template" | "query status" |
"enumerate dependents" | "start" | "stop" | "pause and continue" |
"interrogate" | "user-defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"
</user>
</acl>

lIpoeepku kKOoHMposi pa3peweHus 3anycka Launch

Ucnonb3oBaHue

<launch acl: ["name"]>

<user: ["user name"]>

acl inheritance: ["value"]

acl apply: ["value"]

(optional) acl allow: ["rights value"]
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(optional) acl deny: ["rights value"]
</user>

</acl>

Cnucok launch ACL onpenenseTca KI4eBbIM CI0BOM launch acl. NMa cnincka ACL A0/KHO
6bITb YHUKaSIbHbIM, YTO6bI €r0 MOXHO 6bI/10 UCMOIb30BaTL C 3/IEMEHTOM MpaB 3arnycka
DCOM. Cnucok launch ACL MOXeT coaepxaTb OAHY MM HECKOIbKO MO/Ib30BaTeIbCKUX
3anuvcen.

CBsi3aHHbIE TUNbI AonycTuMbie TUNbI

acl_inheritance not inherited (He Hacneayertcs)

inherited (Hacneayetcs)

acl_apply this object only (Tonbko 3TOT 06bEKT)
acl_allow 3TM NapaMeTpbl ABAAOTCA HE0BSA3aTeNbHbIMU U UCMOMb3YIOTCA
acl_deny ANS onpeaeneHuns npas, KOTOpble Mosib30BaTeNlb UMeeT

NMPUMEHUTENIbHO K O6'beKTy.

O6bwme npaBa cneaytowme:

local launch (nokanbHbIN 3anyck)

remote launch (yaaneHHbIn 3anyck)

local activation (nokanbHaa akTuBaums)
remote activation (yaaneHHas aktusaums)

i": 37101 cnucok ACL paboTtaet Tonbko ana OC Windows XP/2003/Vista (U yactnyHo
. ans OC Windows 2000).

MpuMep NpoBepKkU KOHTPOASA AoCTyna Ang onepauun launch (3anyck) npuBeaeH Huxe:

<launch acl: "2">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Remote Activation"
</user>

<user: "INTERACTIVE">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "Local Activation" | "Local Launch"
</user>

<user: "SYSTEM">
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acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "Local Activation" | "Local Launch"
</user>
</acl>

lTposepku kKOHMposisi pa3peweHusi 3anycka Launch2

Ucnonb3oBaHue

<launch2 acl: ["name"]>
<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

Cnucok launch2 ACL (cnmncok KOHTpOns A0CTyna Af4 3anycka 2) onpeaensercsa Kal4YeBbiM
CNoBOM launch2_acl. NMda cnmcka ACL f0M1KHO 6bITb YHMKaNbHbIM, YTOObI €r0 MOXHO 6bl/10
NCNOMb30BaTb C 3/1IeMeHTOM npas 3anycka DCOM. Cnucok launch2 ACL (CnucoK KOHTpOnsS
AOCTyna AN 3anycKa 2) MOXeT cofepXaTb OA4HY UIN HECKO/IbKO MOb30BaTENbCKUX
3anucen.

CBsi3aHHbIE TUNbI JonycTuMbie TUnbI

acl_inheritance

not inherited (He HacnepyeTcs)
inherited (Hacnenyetcs)

acl_apply this object only (Tonbko 3TOT 06bEKT)
acl_allow 3TM NapaMeTpbl ABASAIOTCA HE06SA3aTeNbHbIMU U UCMONb3YIOTCA
acl_deny ANS onpeaeneHuns npas, KOTOpble Mosib30BaTeNlb UMEEeT

NPUMEHUTENBHO K 06BHEKTY.

O6bwme npaBa cneaytowme:

launch (3anyck)

& Cnucok launch2 ACL (cnmncok KOHTpOAS AOCTyna Ans 3anycka 2) Ucnonb3ymrte
Tonbko ¢ cuctemamn Windows 2000 n NT.

MpuMep NpoBepKM KOHTPOASA A0CTyna Ang onepauuin launch (3anyck) npuBeaeH Huxe:
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<launch2 acl: "2">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

<user: "INTERACTIVE">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

<user: "SYSTEM">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

</acl>

lMpoeepku kKOoHMpoJIsi pa3peweHust docmyna

MUcnonb3oBaHue

<access_acl: ["name"]>
<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

Cnncok ACL ana gocrtyna onpenenserca KA4YeBbIM CNOBOM access acl. MIMa cnncka ACL
OOSKHO 6bITb YHMKANbHbLIM, YTO6bI €ro MOXHO 6bIJ10 UCNOMb30BaTb C 3/1IEMEHTOM Npas
poctyna DCOM. Cnincok ACL gns AoCTyna MOXeT coaep>aTb OAHY UM HECKONbKO
NONb30BaTENbCKUX 3anucen.

CBsi3aHHbIE TUNbI JonycTuMbie TUnbI

G, S D) not inherited (He HacneayeTcs)

inherited (Hacnepyetcs)

acl_apply this object only (Tonbko 3TOT 06BEKT)
acl_allow DTV NnapaMeTpbl ABAATCA Heobs3aTeNbHbIMU U UCMOMb3YHOTCA
acl_deny ANS onpeaeneHuns npas, KOTOpble Mosb30BaTe/lb UMEEeT

NPUMEHUTENBHO K 06bEKTY.
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O6wme npasa crneayowme:

local access (nokanbHbI AOCTYN)
remote access (yAaneHHbIN AOCTYnN)

MNMpuMep NPOBEPKN KOHTPOJIS AOCTYMNa NpUBeAEH HUXE:

<access acl: "3">

<user: "SELF">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>

<user: "SYSTEM">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>

<user: "Users">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>

</acl>

MOJNIb30BATENbCKME 3NIEMEHTbI

Monb3oBaTeNbCKUI SN1EMEHT — 3TO MOJSIHas NpoBepKa, ornpeesieHHast Ha OCHOBE K/4YEeBbIX
CNoB, onpejernieHns KOTopbIX NpuUBeAeHbl HMxe. Huxke npueeaeH CNMCOK AOCTYMHbIX TUMOB
Monb30BaTeNIbCKMX 311eMEHTOB. KaxJas npoBepKa HauMHaeTcs € Tera <custom_item> ”
3aKaH4MBaeTCs TeroM </custom_item>. B AaHHbIe Tern 3aka04aTcs CNUCKN U3 OAHOIO MK
HECKOJIbKMX KJTIOYEBLIX C/I0B, KOTOPbIE MHTEPMNPETUPYIOTCS aHann3aTopoM NMpoBEPKU
COOTBETCTBUS AJ151 BbIMNOJIHEHUSA NPOBEPKMU.

3aKkpbiBaloLne Tern </custom_item> MU </item> A/19 MNOJ1b30BaTENbCKUX

aAYANUTOPCKUX MPOBEPOK ABNAKTCA B3aNMO3aMeHAEMbIMU.

PASSWORD_POLICY

Ucnonb3oBaHue

<custom item>
type: PASSWORD POLICY
description: ["description"]
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value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

password policy: [PASSWORD POLICY TYPE]
</custom_ item>

DTOT a3NEeMEHT NOSINTUK NPOoBepsieT 3Ha4YeHuns, onpeaeneHHble B pa3gene «Windows Settings
-> Security Settings -> Account Policies -> Password Policy» (HacTtporikn Windows ->
HacTtpoikun 6e3onacHoCcTh -> MNMOAUTUKK YYETHbIX 3anucen -> MNonuTtmuka naponen).

JaHHas npoBepKa NpoBOAUTCA MyTeM Bbi30Ba PYHKLMN NetUserModalsGet C 1 ypoBHEM.

[ns onucaHusl Toro, KaKoi 3NeMeHT MOJIMTUKM B OTHOLLEHUW Naposieit Ao/KeH 6biTb NPOBEPEH,
3TN 3N1EMEHTbI UCMOSb3YIOT MNosie password_policy. [loNyCTUMbI CleayloWwne TUnbl:

ENFORCE_PASSWORD_HISTORY (BecTu xypHan naponein)
value type: POLICY DWORD
value data: DWORD or RANGE [number of remembered passwords]

MAXIMUM_PASSWORD_AGE (MakcuMasbHbI CpOK AENCTBUSA Napons)
value type: TIME DAY
value data: DWORD or RANGE [time in days]

MINIMUM_PASSWORD_AGE (MWHUManbHbIN CPOK AENCTBUSA Mapons)
value type: TIME DAY
value data: DWORD or RANGE [time in days]

MINIMUM_PASSWORD_LENGTH (MMHMManbHas onvHa naposns)
value type: POLICY DWORD
value data: DWORD or RANGE [minimum number of characters in the password]

COMPLEXITY_REQUIREMENTS (naponb Ao/XeH COOTBETCTBOBATb TpeboOBaHUAM B

OTHOLWEHNN CﬂO)KHOCTVI)
value type: POLICY SET
value data: "Enabled" or "Disabled"

REVERSIBLE_ENCRYPTION (gnsa Bcex nonb3oBaTenen 3Toro AoMeHa XpaHuTb naponb,

ncnonbsys obpatnumoe wundposaHue)
value type: POLICY SET
value data: "Enabled" or "Disabled"

FORCE_LOGOFF (ceTteBast 6e30macHOCTb: NPUHYANTENbHbIN BbIBOA M3 CceaHca no
ncTeyeHnn AoNyCTUMbIX Yacos paboThl)

value type: POLICY SET

value data: "Enabled" or "Disabled"

& B HacTosiLLee BpeMa HET BO3MOXHOCTM MNPOBEPKU MONUTUKM «[Ns BCceX
Nnonb3oBaTesien 3TOro AoOMeHa XpaHuTb Naposib, UCNOAb3ya obpaTumMoe
WwndppoBaHme».

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

Monutnka FORCE_LOGOFF pa3mMelaeTcs B pasgene «Security Settings -> Local Policies ->
Security Options» (HacTtpoiiku 6e3onacHocTtu -> JloKanbHble MONNTUKK -> [lapaMeTpsl
6e3zonacHocTn).

[anee npuBeneH npMMmep ayaAnTOPCKOM NPOBEPKUN MOSUTUKN Naponeit:

<custom item>

type: PASSWORD POLICY

description: "Minimum password length"
value type: POLICY DWORD

value data: 7

password policy: MINIMUM PASSWORD LENGTH
</custom item>

LOCKOUT_POLICY

Ucnonb3oBaHue

<custom item>

type: LOCKOUT POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
lockout policy: [LOCKOUT POLICY TYPE]
</custom item>

OTOT 3/1eMEHT NOSIUTUK MPOBEPSET 3HAYEHUs, OnpeaesnieHHble B pasgene «Security Settings ->
Account Policies -> Account Lockout Policy» (HacTtpoiku 6e3onacHoCcTu -> MOAUTUKN YUETHbIX
3anucen -> lMonutnka 6,10KUPOBKU YUETHbIX 3anucen).

JaHHaa npoBepka NpoBOAUTCA NyTeM Bbi30Ba (hYHKLUUM NetUserModalsGet C 3 YPOBHEM.

[na onnucaHus Toro, Kakowm 3/1IEMEHT NOJIMTUKN B OTHOLUEHUN naponeﬁ AOJKeH b6bITb
MPOBEPEH, 3TOT 2JIEMEHT UCMOJIb3YET NnoJsie lockout_policy. JonycTumbl cneaytowme TUnbl:

LOCKOUT_DURATION (npoAomknTenbHOCTb 6/10KMPOBKM YYETHOM 3anmcun)
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]

LOCKOUT_THRESHOLD (nopor 610KMPOBKWN y4YeTHOW 3anncu)
value type: POLICY DWORD
value data: DWORD or RANGE [time in days]

LOCKOUT_RESET (BbInonHUTb cHpoc cyeTunka 6/10KMPOBKU yUETHOM 3annucu yepes)
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]
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MNpuBeaem npumep:

<custom item>

type: LOCKOUT POLICY

description: "Reset lockout account counter after"
value type: TIME MINUTE

value data: 120

lockout policy: LOCKOUT RESET
</custom item>

KERBEROS_POLICY

MUcnonb3oBaHue

<custom_ item>

type: KERBEROS POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
kerberos_policy : [KERBEROS POLICY TYPE]
</custom item>

DTOT 2/1IEMEHT NOAUTUK NPOBEPSIET 3HAUYEHUS, onpeneneHHble B pasgene «Security Settings ->
Account Policies -> Kerberos Policy» (HacTtpoiikn 6e3onacHocTu -> MOANTUKN YUYETHbIX
3anucen -> MNonuntmnka Kerberos).

[laHHas npoBepka NpPoOBOAMTCSA NyTeM Bbl30Ba (PYHKLUMN NetUserModalsGet C 1 ypOBHEM.

Ansa onncaHusa Toro, KaKOW 3N1EMEHT NOJIMTUKN B OTHOLLEHUU naponeﬁl AOMKEH BbITb
npoBeEpPEH, 3TOT 3/IEMEHT UCNOJIb3YET nose kerberos_policy. ,D,OI'IYCTVIMbI cnegywwmne Tmnbl:

USER_LOGON_RESTRICTIONS (npuHyAuTenbHble OrpaHUYEHNs BXOAa NoJib30BaTenen)
value type: POLICY SET
value data: "Enabled" or "Disabled"

SERVICE_TICKET_LIFETIME (MakcMManbHbIA CPOK XWN3HM 6uneta cnyx6bl)
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]

USER_TICKET_LIFETIME (MakcuMManbHbI# CPpOK XWU3HW 6uneTa nonb3oBaTtens)
value type: TIME HOUR
value data: DWORD or RANGE [time in hours]

USER_TICKET_RENEWAL_LIFETIME (MakCMManbHbI CPOK XWU3HW A/ BO306HOBAEHUS

buneta nonb3oBaTtens)
value type: TIME DAY
value data: DWORD or RANGE [time in day]

CLOCK_SYNCHRONIZATION_TOLERANCE (MakcuManbHas norpewHoCTb CUHXPOHU3aunm
YacoB KOMMbOTepa)
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value type: TIME MINUTE
value data: DWORD or RANGE [time in minute]

& Monutnky Kerberos MoXHO NpoBepATb, TOJbKO CpaBHMBAs C AaHHbIMUK LeHTpa KDC
(ueHTpa pacnpocTpaHeHus knto4den), kotopbln B cnydyae OC Windows 06bI4HO
ABMIIETCS KOHTPOJIIEPOM AOMEHA.

Mpumep:

<custom item>

type: KERBEROS POLICY

description: "Maximum lifetime for user renewal ticket"
value type: TIME DAY

value data: 12

kerberos policy: USER TICKET RENEWAL LIFETIME
</custom item>

AUDIT_POLICY

Ucnonb3oBaHue

<custom item>

type: AUDIT POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

audit policy: [PASSWORD POLICY TYPE]
</custom item>

STOT 2/IEMEHT NONUTUK NPOBEPSAET 3HAUEHUS, onpeaeneHHble B pasgene «Security Settings ->
Local Policies -> Audit Policy» (HacTtpolikn 6e3onacHOCTU -> JIoKanbHble NOAUTUKMK -> [lonnTnka
ayauTa).

JaHHas nposepka NpoBOAMTCA NYyTEM Bbl30Ba MYHKUMN LsaQueryInformationPolicy C
YPOBHEM PolicyAuditEventsInformation.

Ans onucaHua Toro, KaKOW 3N1eMeHT NOJIMTUKN B OTHOLLEHUN naponeﬁl AOoSKeH 6biTb
nposepeH, 3TOT 3/1IEMEHT UCNOJIb3YET noJsie audit_policy. JonycTtumbl cnegytowime Tunol:

AUDIT_ACCOUNT_LOGON (aygut cobbiTnin BXoAa B CUCTEMY)
AUDIT_ACCOUNT_MANAGER (ayauT ynpaBieHnsa y4eTHbIMU 3anucsimMmn)
AUDIT_DIRECTORY_SERVICE_ACCESS (ayauT gocrtyna K cnyxbe kaTtanoros)
AUDIT_LOGON (ayauT Bxoaa B CUCTEMY)

AUDIT_OBIJECT_ACCESS (ayauT goctyna kK obbektam)
AUDIT_POLICY_CHANGE (ayauT naMeHeHui NoanTuk)
AUDIT_PRIVILEGE_USE (ayauT ncnosnb3oBaHnsa npueBmunern)
AUDIT_DETAILED_TRACKING (ayauT oTCnexXmnBaHUs rnpoLeccoB)
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AUDIT_SYSTEM (ayauT CUCTEMHbIX CObBbITUIN)

value type: AUDIT SET
value data: "No auditing", "Success", "Failure", "Success, Failure"

& O6patnte BHMMaHWe, 4YTO B BbipaxeHun «Success, Failure» Heob6xoaum npoben.

Mpumep:

<custom item>

type: AUDIT POLICY

description: "Audit policy change"
value type: AUDIT SET

value data: "Failure"

audit policy: AUDIT POLICY CHANGE
</custom item>

AUDIT_POLICY_SUBCATEGORY

Ucnonb3oBaHue

<custom item>

type: AUDIT POLICY SUBCATEGORY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

audit policy subcategory: [SUBCATEGORY POLICY TYPE]
</custom item>

DTOT 2/1IEMEHT MOSINTUKM NpPOBEPSET 3HAaUYEeHUs, nepevncieHHole B pasgene auditpol /get
/category:*.

JaHHas nposepka BbINOMHAETCA NyTEM BbINOSHEHMA KOMaHAbl cmd.exe auditpol /get
/category:* yepes WMI.

Onsa onpegeneHuns, Kakyr nNoAgKaTeEropmio Hy>XHO NPOBEPUTb, 3TOT 3/1EMEHT UCMNONb3yeT none
audit_policy_ subcategory. [lonyctumblie Tnnbl SUBCATEGORY_POLICY_TYPE:

Security State Change (n3meHeHne cocTosaHMs 6e30macHOCTK)
Security System Extension (pacwupeHue cucteMbl 6€30nacHOCTH)
System Integrity (LenoCTHOCTb CUCTEMBI)

IPsec Driver (apavisep IPsec)

Other System Events (apyrue cncremHbie cobbiTus)

Logon (BXxoA B cUCTEMY)

Logoff (Bbixoa u3 cnucrtemsol)

Account Lockout (6510kMpoBKa y4YeTHbIX 3anucen)
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IPsec Main Mode (ocHOBHOW pexum IPsec)

IPsec Quick Mode (6bicTpbin pexum IPsec)

IPsec Extended Mode (pacwmpeHHbIn pexunm IPsec)

Special Logon (cneunanbHblli BX0OA)

Other Logon/Logoff Events (apyrvne cobbiTna Bxoaa/sbixoaa)

Network Policy Server (cepBep ceTeBbiX MOANUTUK)

File System (¢dainosasa cucrema)

Registry (peectp)

Kernel Object (o6bekT sapa)

SAM

Certification Services (cny»x6bl cepTndmnkaumnmn)

Application Generated (co3gaHHbl€ MPUTOXKEHUSIMW)

Handle Manipulation (paboTa ¢ aeckpuntopamm)

File Share (obwwuin goctyn K darnam)

Filtering Platform Packet Drop (oTbpacbiBaHne naketoB nnatdopMon punbTpaumnmn)
Filtering Platform Connection (nogkntoueHue nnatdopmbl GunbTpaummn)
Other Object Access Events (apyrme cobbitns gocrtyna K o6bekTam)

Sensitive Privilege Use (Mcnonb3oBaHue npas, 3aTparneatowiee KoHbuaeHUNanbHble
OaHHblE)

Non Sensitive Privilege Use (ucnonb3oBaHMe npasB, He 3aTparnBawllee
KoHdunaeHUmManbHbie AaHHbIE)

Other Privilege Use Events (apyrme cobbiTns ncnonb3oBaHUs npas)

Process Creation (co3gaHue npoueccos)

Process Termination (3aBepLueHne npoueccoB)

DPAPI Activity (aktnBHoctb DPAPI)

RPC Events (cobbitna RPC)

Audit Policy Change (13MeHeHWe NOANTUKKN ayamTa)

Authentication Policy Change (M3MeHeHMe NONUTUKU NPOBEPKKN MOATUHHOCTU)
Authorization Policy Change (M3MeHeHMe NOAUTUKKN aBTOpM3aLnm)

MPSSVC Rule-Level Policy Change (M3MeHeHMe NOAUTUKN Ha ypoBHe npasui MPSSVC)
Filtering Platform Policy Change (M3MeHeHMe NonanTukn naatdopMbl puabTpaumn)
Other Policy Change Events (apyrmne cobbiTusi U3MeHeHMs MOANTUKK)

User Account Management (ynpaBsieHne y4YeTHbIMWU 3anncsaMn nosb3oBaTteneit)
Computer Account Management (ynpaBreHne y4eTHbIMM 3aNnUcIMn KOMNbloTEpaA)
Security Group Management (ynpasneHue rpynnamm 6e3onacHocTu)

Distribution Group Management (ynpasneHue rpynnaMmm pacnpocTtpaHeHus)
Application Group Management (ynpaBneHue rpynnamMmu rnpuaoxeHui)

Other Account Management Events (apyrue cobbiTvs ynpassieHns y4eTHbIMWU 3anncsMn)
Directory Service Access (goctyn K cnyx6e kaTasnoros)

Directory Service Changes (n3meHeHus cny>x6bl kKaTanoros)

Directory Service Replication (pennukauns cny>x6bl KaTanoros)

Directory Service Replication (nogpobHas pennukaumsa cny»x6bl KaTtanoros)
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Credential Validation (npoBepka y4YeTHbIX AaHHbIX)
Kerberos Service Ticket Operations (onepauun c bunetammn cnyxb6bl Kerberos)
Other Account Events (gpyrme cobbitmsi € y4eTHbIMM 3annUcsaMn)

value type: AUDIT SET
value data: "No auditing", "Success", "Failure", "Success, Failure"

& O6paTtnTe BHMMaHUe, 4YTO B BblpaxeHun «Success, Failure» Heobxoaum npoben.

OTa npoBepKa NpMMeEHUMa TONIbKO K onepaumoHHbiM cuctemaM Windows Vista/2008 Server u
6onee nosgHuMm. Ecnn 6paHgmayap BK/OUYEH, TO KpoMe AobaBreHMs B ero napameTpbl B
KauyecTtBe ncknouyenmss WMI, B napametpax 6paHamMayspa Heo6Xxo4MMO TaKxXe BKIUYNTDb C
noMoulblo gpedit.msc napameTtp «bpaHamayap Windows: Pa3pewnTb ncknw4veHne ans
BXOAALWMNX COOBLEHNN yaaneHHOro agMMHUCTPUPOBAHMSA». DTa NPOBEPKA MOXET He
paboTtaTb Ha apyrux cuctemax Vista/2008, kpoMe aHIIMNCKOWM, @ TaKXe Ha CucTeMax, Ha
KOTOPbIX HE YCTaHOBNIEHO cpeacTBo auditpol.

Mpumep:

<custom item>

type: AUDIT POLICY SUBCATEGORY

description: "AUDIT Security State Change"

value type: AUDIT SET

value data: '"success, failure"

audit policy subcategory: "Security State Change"
</custom item>

CHECK_ACCOUNT

Ucnonb3oBaHue

<custom item>
type: CHECK ACCOUNT

description: ["description"]
value type: [VALUE TYPE]
value data: [value]

account type: [ACCOUNT TYPE]
(optional) check type: [CHECK TYPE]
</custom_ item>

OTOT aNEeMEeHT NOMINTMK NPOBepSsIET Crieaylowme 3HaueHunsl, onpeaeneHHble B pasaene
«Security Settings -> Local Policies -> Security Options» (Hactpoiku 6e3onacHocTtu ->
JlokanbHble NonnuTukK -> MapameTpbl 6€30nacHOCTH).

YyeTHble 3anncu: COCTOSIHME YUYETHOM 3anncn «A4MUHUCTpaTOP»
YueTHble 3anncK: COCTOsIHUE y4YeTHON 3anucn «FocTb»

YueTHble 3anncK: nepeMMeHoBaHMe yYeTHOW 3anncu agMMHUcCTpaTopa
YyeTHble 3anucK: nepenMeHoBaHne yYeTHON 3anncuK rocTs
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[aHHas npoBepKa BbIMNOMHSAETCS NyTeM Bbl30Ba MYHKUNN LsaQueryInformationPolicy C
YPOBHEM PolicyAccountDomainInformation, YTOObl NOAYYNTb MAEHTUDUKATOP
6e3onacHocTtm (SID) anomeHa/cucTtembl, LsaLookupSid A5 NONYYEHUS] UMEH
aAMUHNCTPATOPOB U rocTel, a NetUserGetInfo A/ NOAYyYEeHUS MHPOpMaUum 06 yyeTHoOM
3anucu.

[ns onpeaeneHuns Toro, Kakyw y4YeTHYH 3anncCb HY>XHO NPOBEPUTb, 3TOT 3/IEMEHT
“cnonb3yeT nosie account_type. JJONyCTUMbI CneaytoLme TUnbl:

ADMINISTRATOR_ACCOUNT (yu4eTHble 3anncun: COCTOSSHME yYEeTHOM 3anncu
«AAMUHUCTPATOpP»)

value type: POLICY SET

value data: "Enabled" or "Disabled"

GUEST_ACCOUNT (y4eTHble 3anncu: CoCToSIHME yYETHOM 3anucuK «ocTb»)
value type: POLICY SET
value data: "Enabled" or "Disabled"

ADMINISTRATOR_ACCOUNT (y4YeTHble 3anncu: nepemMmeHoBaHmne YYETHON 3anmcu

aAMUHUCTpaTopa)
value type: POLICY TEXT
value data: "TEXT HERE" [administrator name]

check type: [CHECK TYPE] (any one of the possible check type values)

GUEST_ACCOUNT (y4eTHble 3anMcu: nepeMMeHoBaHMe y4eTHOM 3anncu rocTs)
value type: POLICY TEXT

value data: "TEXT HERE" [guest name]

check type: [CHECK TYPE] (any one of the possible check type values)

& B 3aBMCMMOCTU OT yUYeTHbIX AaHHbIX «[JOMEH» MOTyT MPOBEPSATLCS YYETHbIE 3aMNNCK
JIOKANbHOW CUCTEMBI MU AOMEHaA.

Mpumepsobl:

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Guest account status"
value type: POLICY SET

value data: "Disabled"

account type: GUEST ACCOUNT
</custom item>

<custom item>
type: CHECK ACCOUNT

description: "Accounts: Rename administrator account"
value type: POLICY TEXT
value data: "Dom adm"

account type: ADMINISTRATOR ACCOUNT
</custom item>
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<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename administrator account"
value type: POLICY TEXT

value data: "Administrator"

account type: ADMINISTRATOR ACCOUNT

check type: CHECK NOT EQUAL

</custom item>

CHECK_LOCAL_GROUP

MUcnonb3oBaHue

<custom item>

type: CHECK LOCAL GROUP

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

group type: [GROUP_TYPE]

(optional) check type : [CHECK TYPE]
</custom item>

DTOT 3/IEMEHT MONIUTUKN NPOBEPSIET MMEHA M CTaTyC rpynn, Nepeymc/ieHHbIX B lusmgr.msc.

[Ons onpeneneHuns Toro, Kakyt yYeTHYI 3anmcb HY>XHO NPOBEPUTb, 3TOT SNIEMEHT
ncrnonb3yeT none group_type. [ONyCTUMbI CneayoLwwmne TUnbl:

ADMINISTRATORS_GROUP
USERS_GROUP
GUESTS_GROUP
POWER_USERS_GROUP
ACCOUNT_OPERATORS_GROUP
SERVER_OPERATORS_GROUP
PRINT_OPERATORS_GROUP
BACKUP_OPERATORS_GROUP
REPLICATORS_GROUP

,D,OI'IYCTVIMbIMVI anga nongd value_type TNNaMmm ABNAKOTCA:

POLICY_SET (cTaTyc rpynnbl NpoBepeH)
value type: POLICY SET
value data: "Enabled" or "Disabled"

POLICY_TEXT (uMs rpynnbl NPOBEPEHO)
value type: POLICY TEXT

value data: "Guestsl" (B 3TOM Ciy4yae value_data MOXeT 6bITb /11060N TEKCTOBOW
CTpPOKON)
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Mpumepsbl:

<custom item>

type: CHECK LOCAL GROUP

description: "Local Guest group must be enabled"
value type: POLICY SET

value data: "enabled"

group type: GUESTS GROUP

check type: CHECK EQUAL
</custom item>

<custom item>

type: CHECK LOCAL GROUP

description: "Guests group account name should be Guests"
value type: POLICY TEXT

value data: "Guests"

group type: GUESTS GROUP

check type: CHECK EQUAL

</custom item>

<custom item>

type: CHECK LOCAL_ GROUP

description: "Guests group account name should not be Guests"
value type: POLICY TEXT

value data: "Guests"

group_ type: GUESTS GROUP

check type: CHECK NOT EQUAL
</custom item>

ANONYMOUS_SID_SETTING

Ucnonb3oBaHue

<custom item>

type: ANONYMOUS SID SETTING
description: ["description"]
value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
</custom item>

OTOT 3NEMEHT NOMNTUK NPOBepSeT ceayLlme 3Ha4YeHns, onpeaeneHHble B pasjene
«Security Settings -> Local Policies -> Security Options -> Network access: Allow
anonymous SID/Name translation» (HacTtpoliku 6e3onacHocTu -> JlokasibHbl€ MOJNTUKKN ->
MapameTpbl 6e30nacHOCTM -> [1OCTyn K CETU: pa3peLllunTb TpaHCAaumMto aHoHMMHoOro SID B
nms). [laHHas npoBepKa NpoBOAUTCHA NyTEM Bbi30Ba PYHKLMM LsaQuerySecurityObject 415
JeckpunTopa nonmtmnkn LSA.
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Jonyctumbl cneaytowme Tunbl:

value type: POLICY SET
value data: "Enabled" or "Disabled"

Mpn ucnonb3oBaHUKM 3TOro ayamTa 06paTVITe BHUMaHWE, YTO 3Ta NOJIUTUKA:

SIBNIIETCS NPOBEPKON pa3pewenunin gnsa cnyxbel LSA;

npoBepsieT, ycTaHoBneH nu ansa nonb3osatenss ANONYMOUS_USER dnar
POLICY_LOOKUP_NAMES;

He pekoMeHayeTca B OC Windows 2003, NOTOMY 4TO aHOHWMHbIN NOSb30BaTesb He
MOXET NOAYUUTb AOCTYN K KaHany LSA.

Mpumep:

<custom item>

type: ANONYMOUS SID SETTING

description: "Network access: Allow anonymous SID/Name translation"
value type: POLICY SET

value data: "Disabled"

</custom item>

SERVICE_POLICY

Onsa Hapgnexawiero BbINOJIHEHWS 3TOM NMPOBEpPKM TpebyeTcs yaaneHHbl 40CTyn K
peecTpy Ans yaaneHHon cuctemol Windows.

Ucnonb3oBaHue

<custom item>

type: SERVICE POLICY
description: ["description"]
value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
service name: ["service name"]
</custom item>

DTOT 3/IEMEHT NONUTUKM NpoBEPAET UCMNOJIb3YyEMbIE MPU 3alnyCKe 3Ha4YeHUA, onpeaeneHHbIE B
pasgene «System Services» (cucTteMHblie cnyx6bl). [laHHas NpoBepKa NpoBOAUTCS NyTEM
Bbl30Ba PYHKUNN RegQueryValueEx A/ Cle4YHOWNX pa3aesoB:

pasaen: "SYSTEM\CurrentControlSet\Services\" + nmsa_cnyx6bi
anemeHT: "Start"

Jdonyctumbl cnegytowime Tunbl:

value type: SERVICE SET
value data: "Automatic", "Manual" or "Disabled"
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svc_option: CAN BE NULL or CAN NOT BE NULL
MNone service name COOTBETCTBYET MMEHM C/yX6bl REAL. 3TO MMSA MOXHO MOSTYyUUTb NMyTEM:

1) 3anycka naHenu ynpasneHust «Cnyx6bi» (B KOMMOHEHTE «AAMUHUCTPUPOBAHNE»);

2) Bblbopa xenaemomn cnyxbebl;

3) OTKpbITMS ANanorosBoro okHa «CBoicTBa» (HaxaTuMe NPaBOM KHOMKW MbIWK -> MYHKT
«CBONCTBa»);

4) un3BneyeHus 4actn «Mmsa cnyxobbi».

HacTpoliky paspelueHus cryx6bl MOXHO MPOBEPUTL C MOMOLLbIO 3/1IEMEHTA
SERVICE_PERMISSIONS.

Mpumep:

<custom item>

type: SERVICE POLICY

description: "Background Intelligent Transfer Service"
value type: SERVICE SET

value data: "Disabled"

service name: "BITS"
</custom item>

FILE_CHECK

Onsa Hapgnexawiero BbINOJHEHWS 3TOW NMpoBEpPKK TpebyeTcsa yaaneHHbIn AOCTYN K
peecTpy ans yaaneHHon cuctemol Windows.

Ucnonb3oBaHue

<custom item>

type: FILE CHECK

description: ["description"]
value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
file option: [OPTION TYPE]
</custom item>

STOT 3/1IEMEHT NOJIMTUKKN MPOBEPSIET, CyLecTByeT Pain (value_data) WK HET
(file_option). [laHHas NpoBepKa BbIMO/IHAETCA NYTEM BbI30Ba (PYHKLMU CreateFile.

Jdonyctumbl cnegytowime Tunol:

value type: POLICY TEXT
value data: "file name"
file option: MUST EXIST or MUST NOT EXIST
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Mpumepsbl:

<custom item>
type: FILE CHECK

description: "Check that win.ini exists in the system root"
value type: POLICY TEXT
value data: "%$SystemRoot%\win.ini"

file option: MUST EXIST
</custom item>

<custom item>

type: FILE CHECK

description: "Check that bad.exe does not exist in the system root"
value type: POLICY TEXT

value data: "%SystemRoot%\bad.exe"

file option: MUST NOT EXIST
</custom_ item>

FILE_VERSION

[Ans Hapgnexawiero BbINOJIHEHUS 3TOW NMPOBEPKN TpebyeTcs yaaseHHbIN AOCTYN K
peecTpy AN yaaneHHon cucrembl Windows.

MUcnonb3oBaHue

<custom item>

type: FILE VERSION
description: ["description"]
value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
file: PATH TO FILE

file option: [OPTION TYPE]
check type: CHECK TYPE
</custom item>

Mo yMOMYaHUIO 3TOT 3/1IEMEHT NOSIMTUKMN NPOBEPSET, ABASETCA /IN BEpCcUA daria, yKasaHHOro
B none file, 605iee NO34HEN UM TAKOWM Xe, KaKk Bepcus yaaneHHoro danna. 3ta nposepka
TakKXKe MOXeT MCNO/b30BaTbCA A9 onpeaeneHmns Toro, BAseTcs N1 Bepcus yaaneHHoro
ana 6onee paHHen, C NOMOLLbIO OMNUMK check_type.

Jdonyctumbl cnegytowime Tunol:

value type: POLICY TEXT
value data: "file version"
file option: MUST EXIST or MUST NOT EXIST

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

Mpumepsbl:

<custom item>

type: FILE VERSION

description: "Audit for C:\WINDOWS\SYSTEM32\calc.exe"
value type: POLICY TEXT

value data: "1.1.1.1"

file: "C:\WINDOWS\SYSTEM32\calc.exe"
</custom item>

<custom item>

type: FILE VERSION

description: "Audit for C:\WINDOWS\SYSTEM32\calc.exe"
value type: POLICY TEXT

value data: "1.1.1.1"

file: "C:\WINDOWS\SYSTEM32\calc.exe"

check type: CHECK LESS THAN
</custom item>

REG_CHECK

[Ans Hapgnexawero BbINOJIHEHUS 3TOW MPOBEPKN TpebyeTcs yaaneHHbIN AOCTYN K
peecTpy Ans yaaneHHon cucrtembl Windows.

Ucnonb3oBaHue

<custom item>

type: REG_CHECK

description: ["description"]
value type: [VALUE TYPE]

value data: [value]

reg option: [OPTION TYPE]
(optional) check type: [value]
(optional) key item: [item value]
</custom item>

DTOT 2/1EMEHT MOSINTUKM NPOBEPSET, CYLLEeCTBYET Nn pasnen (Mnn aneMeHT) peectpa. [JaHHas
npoBeEpKa BbIMNOJIHAETCA NYTEM BH3OBa(byHKuMﬁ RegOpenKeyEx U RegQueryValueEx.

Jonyctumbl cnegytowme Tunbl:

value type: POLICY TEXT

value data: "key path"

reg option: MUST EXIST or MUST NOT EXIST
key item: "item name"

Ecnun none key_item He onpeaeneHo, TO 3TOT 3/1EMEHT NPOBEPSIET CyLLeCTBOBaHME MyTH K
paszeny. VIHaye npoBepsaeTcs CylwecTBOBaHUE 3/IEMEHTA.
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Mpumep:

<custom item>

type: REG CHECK

description: "Check the key HKLM\SOFTWARE\Adobe\Acrobat

Reader\7.0\AdobeViewer"

value type: POLICY TEXT

value data: "HKLM\SOFTWARE\Adobe\Acrobat Reader\7.0\AdobeViewer"
reg option: MUST NOT EXIST

key item: "EULA"
</custom item>

REGISTRY_SETTING

Ans Hapgnexawiero BbINOJIHEHUS 3TOM NPOBEPKN TpebyeTcsa yaaneHHbIn AOCTyn K
. peecTpy An4 yaaneHHon cucrembl Windows.

Ucnonb3oBaHue

<custom item>

type: REGISTRY SETTING
description: ["description"]
value type: [VALUE TYPE]

value data: [value]

reg key: ["key name"]

reg item: ["key item"]

(optional) check type: [value]
(optional) reg option: [KEY OPTIONS]
(optional) reg enum: ENUM SUBKEYS
</custom_ item>

DTOT 3/1EMEHT MOJIMTUKM UCMONb3YeTCs AN MPOBEPKN 3HAYEHUA pa3aena peectpa. DToT
3/1eMEeHT NOSIMTUKN UCMONb3YeTCs MHOrMMUM NpoBepKaMn NONUTUKK B pasaene «Security
Settings -> Local Policies -> Security Options» (HacTtporiku 6e3onacHocTu -> JlokanbHble
nonutTukun -> MapameTpbl 6e30nacHocTM). [laHHas npoBepKa BbIMOJIHSAETCS NYTEM Bbi30Ba
dYyHKUMN RegQueryValueEx.

MNone reg_key COAEPXUT UMA pa3aena peectpa (Hanpumep:
«HKLM\SOFTWARE\Microsoft\Driver Signing»). Nepeas 4yactb pasgena (HKLM)
NCNONb3YyeTCs AN NOAKIIOYEHUS K MPpaBUIbHOMY KYCTY peecTpa. [Nocneayowmin nyTb
ABNAETCA CTaTUYECKUM NYTEM K MECTY PacCrnosiIOXKEHUA HYXXHOIro ajieMeHTa reg_item.

i.‘: KycTt peectpa HKU (HKEY_USERS) npeacrasnsieT cobon ocobbii cny4yan. YkasaTb
O naeHtndukaTtop SID anga pasgenos kycta HKU HeBO3MOXHO. B 3TOM cnydae
(YHKUMS nbin BbINOSHAET BHYTPEHHUN nepebop Bcex naeHTngukatopos SID, n
npoBepKa NMpoOXoAnUT TONbKO B TOM C/ly4yae, ec/in 3Ha4YeHns BCcex MaeHTnduruKaTopoB
SID aBngaoTCcA NpasBuibHbIMU.

Hanpumep:
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<custom item>

type: REGISTRY SETTING

description: "HKU\Control Panel\Desktop\ScreenSaveActive"
value type: POLICY DWORD

value data: 1

reg key: "HKU\Control Panel\Desktop"

reg item: "ScreenSaveActive"

</item>

BbIMOJIHUT UMUK NO.

HKU\S-1-5-18\Control Panel\Desktop\ScreenSaveActive
HKU\S-1-5-19\Control Panel\Desktop\ScreenSaveActive
HKU\S-1-5-20\Control Panel\Desktop\ScreenSaveActive

M npoBepka byaer ycnewHomn, ecnn aneMeHT ScreenSaveActive nmeert 3HaueHue 1
Ans Bcex naeHtndukartopos SID.

HeobsasaTtenbHOMy Moo reg_option MOXET 6bITb NpucBoeHo 3HavyeHne CAN_BE_NULL,
4yTO6bl MPOBEpPKA YCMELHO 3aBepLlianacb B TOM Ciiyvyae, ecfiv pasjena He CyLWecTBYeT, a
TaKkXe MOXeT 6blITb MPUCBOEHO NpoTMBOMNOIoXHoe 3HaYeHne CAN_NOT_BE_NULL.

[lononHuTeNbHbIA NapaMeTp reg_enum C apryMmeHToM ENUM_SUBKEYS MOXHO vcrnonb3oBaTb
A5 MepeymnciieHns yKasaHHbIX 3Ha4YeHnin Ans Bcex noapasaenoB pasjena peecrpa.
HanpuMep, B pa3aene HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
nepeyncneHo MHOro nakeTos NporpaMmHoro obecneveHus. Ecnu TpebyeTcs cpaBHUTb
3Ha4veHue nong CurrentVersion ans Bcex nogpasaenos pasgena Uninstall, Bocnonb3ylitecb
napaMeTpoM reg_enum.

Mpumep:

<custom item>
type: REGISTRY SETTING

description: "DBMS network port, protocol, and services (PPS) usage"
info: "Checking whether TCPDynamicPorts key value is configured (should
be blank) ."

value type: POLICY TEXT

value data: ""

reg_key: "HKLM\SOFTWARE\Microsoft\Microsoft SQL

Server\MSSQL.1\MSSQLServer\SuperSocketNetLib\Tcp"

reg item: "TCPDynamicPorts"

reg enum: ENUM SUBKEYS

reg option: CAN BE NULL
</custom_ item>

3TOoT ayauT KycTa peectpa HKU He Bknto4vaeT naeHtudumnkatop 6esonacHoctn SID B nyTb
peecTpa reg_key. [laHHbI NpUMep BbINOJHUT MOUCK NO BCeM naeHTndunkaropam SID kycTta
HKU yKkasaHHOro sHayeHuns reg_item.
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Mpumep:

<custom item>

type: REGISTRY SETTING

description: "FakeAlert.BG trojan check"

value type: POLICY TEXT

reg key: "HKU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
reg item: "brastk"

value data: "C:\WINDOWS\System32\brastk.exe"

reg option: CAN BE NULL

check type: CHECK NOT EQUAL

info: "A registry entry for FakeAlert.BG trojan/downloader was found."
info: "The contents of this audit can be edited as desired."”
</custom item>

BO3MOXHbI cnepytouime OCHOBHbIE TUMbI MONA value type:

POLICY_SET

value data: "Enabled" or "Disabled"

POLICY_DWORD

value data: DWORD or RANGE [same dword as in registry or range]

POLICY_TEXT

value data: "TEXT" [same text as in registry]

POLICY_MULTI_TEXT
value data: "TEXT1" && "TEXT2" && ... && "TEXTN" [same texts as in

registry]

POLICY_BINARY

value data: "0102ac0Ob...34fb" [same binary as in registry]

FILE_ACL, REG_ACL, SERVICE_ACL, LAUNCH_ACL, ACCESS_ACL

value data: "acl name" [name of the acl to use]

Cnep,yrou.wle AOMNONHUTEIbHbIE TUNbI A4 NOoNA value_type CyLLEeCTBYOT U UCNOJIb3YHOTCA B
npeaBapuTenbHO onpeaeneHHbIX aIEMEHTaX:

DRIVER_SET
value data: "Silent Succeed", "Warn but allow installation", "Do not allow
installation"

LDAP_SET

value data: "None" or "Require Signing"

LOCKEDID_SET
value data: "user display name, domain and user names", "user display name
only", "do not display user information"

SMARTCARD_SET
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value data: "No action", "Lock workstation", "Force logoff", "Disconnect
if a remote terminal services session"

LOCALACCOUNT_SET
value data: "Classic - local users authenticate as themselves", "Guest
only - local users authenticate as guest"

NTLMSSP_SET

value data: "No minimum", "Require message integrity", "Require message

confidentiality", "Require ntlmv2 session security", "Require 128-bit
encryption"”

CRYPTO_SET

value data: "User input is not required when new keys are stored and
used", "User is prompted when the key is first used" or "User must enter a

password each time they use a key"

OBJECT_SET

value data: "Administrators group", "Object creator"

DASD_SET
value data: "Administrators", "administrators and power users",
"Administrators and interactive users"

LANMAN_SET
value data: "Send LM & NTLM responses", "send lm & ntlm - use ntlmv2
session security if negotiated", "send ntlm response only", "send ntlmv2

response only", "send ntlmv2 response only\refuse Im" or "send ntlmv2
response only\refuse 1Im & ntlm"

LDAPCLIENT_SET

value data: "None", "Negotiate Signing" or "Require Signing"

EVENT_METHOD

value data: "by days", "manually" or "as needed"

POLICY_DAY
value data: DWORD or RANGE (time in days)

POLICY_KBYTE
value data: DWORD or RANGE

Onsa nonsa custom_item MCI'IOJ'IbBYVITe OCHOBHblE TUMbI value_type. JononHuTtenbHble TUMLI
6bln co3paHbl ans npeaBapuTesnibHO onpeaeneHHbIX 3/1IEMEHTOB.

Ecnn tun value_type — ACL, TO 3/1EMEHT peecTpa Ao/1XKeH 6bITb onMcaHMeM 6e3o0nacHoOCTU B
ABOMYHOM dopmaTe.
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Mpumepsbl:

<custom item>

type: REGISTRY SETTING

description: "Network security: Do not store LAN Manager hash value on

next password change"

value type: POLICY SET

value data: "Enabled"

reg key: "HKLM\SYSTEM\CurrentControlSet\Control\Lsa"

reg item: "NoLMHash"
</custom item>

<custom item>

type: REGISTRY SETTING

description: "Network access: Shares that can be accessed anonymously"
value type: POLICY MULTI TEXT

value data: "SHARE" && "EXAMPLES"

reg key: "HKLM\SYSTEM\CurrentControlSet\Services\LanManServer\Parameters"
reg item: "NullSessionShares"

</custom item>

<custom item>

type: REGISTRY SETTING

description: "DCOM: Network Provisioning Service - Launch permissions"
value type: LAUNCH ACL

value data: "2"

reg key: "HKLM\SOFTWARE\Classes\AppID\{39ce474e-59cl-4b84-9be2-

2600c335b5co}"

reg item: "LaunchPermission"
</custom item>

<custom item>

type: REGISTRY SETTING

description: "DCOM: Automatic Updates - Access permissions"
value type: ACCESS ACL

value data: "3"

reg key: "HKLM\SOFTWARE\Classes\AppID\{653C5148-4DCE-4905-9CFD-

1B23662D3D9E} "
reg item: "AccessPermission"
</custom item>

GROUP_MEMBERS_POLICY

Ucnonb3oBaHue

<custom item>
type: GROUP MEMBERS POLICY
description: ["description"]
value type: [value type]
value data: [value]
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(optional) check type: [value]
group name: ["group name"]
</custom_ item>

DTOT 3/1EMEHT NOSINTUKKN NPOBEPSIET CyLW,eCcTBOBaHME onpeaesieHHOro cnucka nosib3oBaTenemn
B OAHOW WM HECKONbKUX rpynnax.

[onycTuMm cneayrowmin Tun:

value type: POLICY TEXT or POLICY MULTI TEXT
value data: "userl" && "user2" && ... && "usern"

Mpn ncnonb3oBaHUM 3TOrO ayamTa obpaTuTe BHUMaHWE, YTO UMS MOJIb30BaTeNs MOXeT 6biTb
yKasaHo C uMeHeM foMeHa, Hanpumep «MON_JOMEH\xoH CMuT», a none group_name
onpegenseTr eAUHCTBEHHYIO rpynny ANna NpoOBEPKM.

B ogHoM daiine Nessus .audit MOryT 6bITb OnNpeaeneHbl 3N1eMEHTbI A1 HECKONbKUX
K/IMEHTOB, NO3TOMY MPOBEPSATb CMMCKM NONb30BaTENEN B pPas/iMUHbIX rpynnax o4YeHb ferko.
MpuBeaem NnpuMep NMoONTUKK .audit, NpoBepsOWEN, coaepXUT nu rpynna Administrators
TOoNbKO nonb3oBaTenen «Administrator» n «TENABLE\Domain admins»
(Tenable\agMunHucTpaTopbl AOMeHa):

<custom item>

type: GROUP MEMBERS POLICY

description: "Checks Administrators members"

value type: POLICY MULTI TEXT

value data: "Administrator" && "TENABLE\Domain admins"
group name: "Administrators"

</custom_ item>

MpuBenem obpasel CHMMKa 3KpaHa B pe3ysibTaTe BbINOJHEHUS NMPUBEAEHHOMO Bbille
coaepxumoro ganna .audit Ang cepsepa noj ynpasneHneMm OC Windows 2003:

21156 [Return to top]

192.168.20.16 "Checks Administrators members” : [FAILED]
general/tcp
Remote value: [0: tenabled-9usato‘\administrator]
Paolicy value: "Administrator” | "TENABLE\Domain admins”

USER_GROUPS_POLICY

Ucnonb3oBaHue

<custom item>
type: USER_GROUPS POLICY
description: ["description"]
value type: [value type]
value data: [value]
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(optional) check type: [value]
user name: ["user name"]
</custom_ item>

DTOT 2/1IEMEHT MOJINTUKM NPOBEPSET, NPUHAANEXUT K nonb3osatenb OC Windows K
yKa3aHHbIM B value_data rpynnamM. C noMoLLbio 3TOro ayamMta MOXHO NPOBEPATb TO/IbKO
nonb3oBaTesiel AOMEHa NO KOHTPOJIJIEPY AOMEeHa. DTa NpoBepKa He MPpUMEHMMa K TakuM
BCTPOEHHbIM Mosib30BaTenisaM, Kak «Local Service» (nokanbHas ciyxba).

Mpumep:

<custom item>
type: USER GROUPS POLICY
description: "3.72 DG0005: DBMS administration OS accounts"
info: "Checking that the 'dba' account is a member of required groups
only."
info: "Modify the account/groups in this audit to match your
environment."
value type: POLICY MULTI TEXT
value data: "Users" && "SQL Server DBA" && "SQL Server Users"
user name: "dba"
</custom item>

USER_RIGHTS_POLICY

MUcnonb3oBaHue

<custom item>

type: USER RIGHTS POLICY
description: ["description"]
value type: [value type]

value data: [value]

(optional) check type: [value]
right type: [right]
</custom_ item>

DTOT 2/1IEMEHT MONNTUK NPOBEPSET cneaylowee 3Ha4yeHne, onpeaeneHHoe B pasjene
«Security Settings -> Local Policies -> User Rights Assignment» (HacTtpoliku 6e3onacHocTu
-> JlokasnbHble NOAUTUKK -> lpenocTaBsieHne npas nNonb3oBaTensam). [laHHas npoBepka
NpoBOAMTCS NyTeM Bbl30Ba PYHKUMUN LsaEnumerateAccountsWithUserRight 414
AeckpunTopa nonuTuku LSA.

Mone right type COOTBETCTBYET UCMNbITbIBAEMOMY MpaBy. JonycTtumbl cneayiouwmne
3HaA4YeEHUNA:

right type: RIGHT
roe RIGHT MOXeET 6bITb:

SeAssignPrimaryTokenPrivilege
SeAuditPrivilege
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SeBackupPrivilege
SeBatchLogonRight
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeCreateTokenPrivilege
SeDenyBatchLogonRight
SeDenyInteractiveLogonRight
SeDenyNetworkLogonRight
SeDenyRemotelInteractivelLogonRight
SeDenyServiceLogonRight
SeDebugPrivilege
SeEnableDelegationPrivilege
SeImpersonatePrivilege
SeIncreaseBasePriorityPrivilege
SeIncreaseWorkingSetPrivilege
SeIncreaseQuotaPrivilege
SeInteractiveLogonRight
SeLoadDriverPrivilege
SeLockMemoryPrivilege
SeMachineAccountPrivilege
SeManageVolumePrivilege
SeNetworkLogonRight
SeProfileSingleProcessPrivilege
SeRemoteShutdownPrivilege
SeRemoteInteractiveLogonRight
SeRelLabelPrivilege
SeRestorePrivilege
SeSecurityPrivilege
SeServiceLogonRight
SeShutdownPrivilege
SeSyncAgentPrivilege
SeSystemEnvironmentPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeTakeOwnershipPrivilege
SeTcbPrivilege
SeTimeZonePrivilege
SeUndockPrivilege
SeUnsolicitedInputPrivilege

Jonyctum cnepyowmni Tmn:

value type: USER RIGHT
value data: "userl" && "user2" && "groupl" && ... && "groupn"

& MpoBepkn NpaB Nonb3oBaTeNs BbIMOJHAOT MHOMOUYMCEHHbIE 3anpocChbl K
KOHTpOJIepy AOMeHa. DTN NPOBEPKM A0/MKHbI 6bITb BKAKOYEHbI B OTAENbHbIM dann
MOSIMTUKM 1 3anyCKaTbCs TOMbKO B OTHOLIEHUW KOHTpO/iepa AomeHa n OHOW
CUCTEMbI AOMEHaA.
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Tun right He AO/IXeH 6bITb 3aK/IHOUYEH B KaBbl4YKW, TaK KakK OH aHaJIM3NPYETCA B
Ka4yecTBe /1eKCeMBbI.

Mpumep:

<custom item>

type: USER RIGHTS POLICY

description: "Create a token object"

value type: USER RIGHT

value data: "Administrators" && "Backup Operators"”
right type: SeCreateTokenPrivilege
</custom item>

FILE_PERMISSIONS

[Ans Hapgnexawiero BbINOJIHEHUS 3TOV NMPOBEPKN TpebyeTcs yaaneHHbIn AOCTYN K
peecTpy Ans yaaneHHoin cnctemol Windows.

Ucnonb3oBaHue

<custom item>

type: FILE PERMISSIONS

description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
file: ["filename"]

(optional) acl option: [acl option]
</custom item>

OTOT 3N1EMEHT NOMNTUKN nNpoBepseT npasBuabHOCTb FILE_ PERMISSIONS cnucka ACL. JaHHas
npoBepKa NpOBOANTCS NyTEM Bbi30Ba PYHKUMWN GetSecurityInfo C 7 YpOBHEM AN
AeckpunTopa danna.

[onycTuM crneayowmin Tun:

value type: FILE ACL
value data: "ACLname"
file: "PATH\Filename"

B kauecTBe nMeHn danna uam nanky MoOXHO UCMOMNb30BaTh Ceaylolme npeaBapuTensHo
onpeaeneHHble NyTu:

%allusersprofile$
Swindir%
%systemroot$
Scommonfiles%
$programfiles$
%systemdrive$
%systemdirectory%
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Mpwn MCNosb30BaHMM 3TOro ayauTa 06paTuTe BHMUMaHME Ha Ceaylollee:

Mone file AO/MKHO coaepyKaTb MOJIHbIN NYTb K dhaiay nam nmeHn nanku (Hanpumep,
C:\WINDOWS\SYSTEM32) UM B HEM AO/IKHbI UCMONb30BaTbCS NpUBEAEHHbIE Bbille
KJ1loUeBblE CMI0Ba AN onpenesneHns nyTen. B cnyyae ncnonb3oBaHMs KOYEBbIX CNOB
[O/KeH 6bITb BK/KOYEH yAaneHHbIN peecTp, 4Tobbl ckaHep Nessus Mor onpenenutb
3Ha4YeHMs NepeMeHHbIX NyTen.

Mone value_data coaepxuT ums cnucka ACL, onpeseneHHoro B daiine noanmTuku.

Mone acl_option MoxeT nMeTb 3HavyeHne CAN_BE_NULL nan CAN_NOT_BE_NULL,
yTo6bl YCTAHOBUTb YCMNELLIHOE NPOXOXAEHWUE NPOBEPKN UK BblAauy OWINOKK B ciyvae
oTcyTCcTBMSA daiina.

lMpumepsbl:

<file acl: "ACL1">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Full Control"
</user>

<user: "System">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Full Control"
</user>

</acl>

<custom item>

type: FILE PERMISSIONS

description: "Permissions for C:\WINDOWS\SYSTEM32"
value type: FILE ACL

value data: "ACL1"

file: "C:\WINDOWS\SYSTEM32"
</custom item>

<custom item>

type: FILE PERMISSIONS

description: "Permissions for C:\WINDOWS\SYSTEM32"
value type: FILE ACL

value data: "ACL1"

file: "$SystemRoot%\SYSTEM32"
</custom item>

Mpw BbINOSIHEHUWN MPUBEAEHHON Bbille NMPOBEPKM MOAY b NMPOBEPKN COOTBETCTBUSA ByaeT
NpOBeEPSATb, COOTBETCTBYIOT 1N OMNpeaesieHHble AN $SystemRoot%\SYSTEM32 pa3pelleHus

onncaHHbIM B cnucke file_acl ACL1.
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FILE_AUDIT

[ns Hagnexawero BbIMOSIHEHUSA 3TOM NMPoOBepPKKN TpebyeTcsa yaaneHHbIM AOCTYN K
peecTpy Ans yaaneHHon cuctemol Windows.

MUcnonb3oBaHue

<custom item>

type: FILE AUDIT

description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
file: ["filename"]

(optional) acl option: [acl option]
</custom item>

DTOT 2NEMEHT NOANTUKU UCNOMb3YETCHA AN NPOBEPKN CBONCTB ayauTa («CBolictBa —>
BesonacHocTb —> [ONONHUTENbHO —> AyanT») danna nnm nankum, NCnonb3ys yKasaHHbIN
cnucok ACL. laHHas npoBepka NpoBOAUTCHA MYTEM Bbl30Ba PYHKUUN GetSecurityInfo C
ypoBHeM SACL_SECURITY_INFORMATION (nHdopmaumsa o 6e3onacHocTn cnmucka SACL) ans
peckpunTtopa danna.

Jonyctum cneayrowmm tmn:

value type: FILE ACL
value data: "ACLname"
file: "PATH\Filename"

B kauecTBe nMeHu cbana MU nankm MOXXHO UCMOJ1b30BaTb cneayruine npeaBapnuTtesibHO
onpeaeneHHble NyTH:

%allusersprofile%
Swindir$%
%systemroot$
$commonfiles$
sprogramfiles%
$systemdrive$%
%systemdirectory%

Mpn ncnonb3oBaHWUKM 3TOro ayauTta 06paTVITe BHUMaHWE Ha cnepywuliee:

Mone file AO/MKHO coAep>KaTb MOMAHbIN NYTb K danay nam nMeHu nanku (Hanpumep,
C: \WINDOWS\SYSTEM32) UM B HEM AO/IKHbI UCMONb30BaTbCSA NpUBEAEHHbIE Bbille
KJII0YEBbIE CNOBa AN onpeaeneHus nyTen. B cnydyae ncnonb3oBaHUS KAOYEBbLIX C/10B
AonkeH 6bITb BKNOYEH yaaneHHbl peectp, 4Tobbl ckaHep Nessus Mor onpeaenuTtb
3Ha4YeHns NepeMeHHbIX NyTen.

Mone value data coaepxuT umsa cnucka ACL, onpeaeneHHoro B daiie noanTuKku.
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MNMone acl_option MOXeT uMeTb 3HadeHne CAN_BE_NULL nnn CAN_NOT_BE_NULL,
4YTO6bl YCTAHOBUTbL YCMELWHOe NPOXoXXAeHNe NPpOBEPKM UK Bblaady owmnbku B cnyvae
oTcyTcTBua danna.

Monsa acl_allow U acl_deny COOTBETCTBYIOT CO6bITMAM ayanTa Successful (ycnewHo
npongeH) mn Failed (He nporgeH).

Mpueenem npmumep danna .audit, B KOTOPOM peanunsoBaHa GyHkumns FILE_AUDIT, Bkntouas
npuMep npasusa crnncka KOHTposa AocTtyna ¢ umeHem ACL1.

<check type: "Windows" version:"2">
<group policy: "Audits SYSTEM32 directory for correct auditing
permissions">

<file acl: "ACL1">
<user: "Everyone'">
acl inheritance: "not inherited"
acl apply: "This folder, subfolders and files"
acl deny: "full control"
acl allow: "full control”
</user>
</acl>

<custom item>

type: FILE AUDIT

description: "Audit for C:\WINDOWS\SYSTEM32"
value type: FILE ACL

value data: "ACL1"

file: "$SystemRoot$\SYSTEM32"
</custom item>

</group_ policy>
</check type>

FILE_CONTENT_CHECK

Ons Hagnexawero BbINOJHEHUS 3TOW NMpOBEPKK TpebyeTcsa yaaneHHbIn AOCTYN K
peecTpy Ans yaaneHHon cucrtembl Windows.

Ucnonb3oBaHue

<custom item>

type: FILE CONTENT CHECK
description: ["description"]

value type: [value type]

value data: ["filename"]

(optional) check type: [value]
regex: ["regex"]

expect: ["regex"]

(optional) file option: [file option]
</custom_ item>
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DTOT 3/IEMEHT MONIUTUKN NPOBEPSIET, COAEPXKUT NN aitn perynapHoe BblpaXeHue regex U
COOTBETCTBYET /I OHO 3HAYEHUIO expect.

[aHHaa npoBepka NpoBOAUTCA NYTEM Bbi30Ba (YHKLUM ReadFile ANS AeckpunTtopa daina.

[onycTuMm cneayowmin Tun:

value type: POLICY TEXT
value data: "PATH\Filename"
regex: "regex"

expect: "regex"

B KauecTBe nMeHu q)aﬁna MNN nankm MOXHO UCNOJ1b30BaTb cneagyrwwmne npegBaputebHO
onpegeneHHbIE NYyTH:

%allusersprofile%
Swindir$%
%systemroot$
Scommonfiles%
$programfiles$
%systemdrive$

I'Ipw MCNoJZ1Ib30BaHMM 3TOIro0 TUNa ayauTa 06paTVITe BHUMaHMNE Ha cnegyrulee:

Mone value_data A0/HKHO COAEPXKATb MOJIHbIN MNYTb K Manny Uam MMeHU nanku
(HanpuMep, C: \WINDOWS\SYSTEM32), UM B HEM AOJIXKHblI UCMONb30BaTLCA NPUBEAEHHbIE
Bbllle K/YeBble CNoBa AN onpeaeneHus nyten. B cnyyae Mcnonb3oBaHUS KIHOYEBbIX
CNOB A0/MKeH ObITb BK/KOYEH YAaNEeHHbI peecTp, YTobbl ckaHep Nessus Mor onpeaenunTb
3HAYEeHUS NepeMeHHbIX NyTeMn.

lMone regex NpoBepsieT HaanuuMe anemMeHTa B daine.

MNone expect NpoBepsieT COOTBETCTBUE 3TOr0 3/1IEMEHTA PErysiPHOMY BbIpaXeHUI0.

Mone file_option MOXeT nMeThb 3Ha4yeHne CAN_BE_NULL, 4yTobbl yCTaHOBUTL yCrewHoe
NpOXOXAEHNE NPOBEPKM B Cyyae OTCyTCTBUS daina.

Mone file_option MOXeT nMeTb 3HavyeHne CAN_NOT_BE_NULL, 4yTto6bl ycTaHOBUTL
owmnbky, ecnu dann cywecTsyeT, HO NYCTON.

Mpumep:

<custom item>
type: FILE CONTENT CHECK
description: "File content for C:\WINDOWS\win.ini"
value type: POLICY TEXT
value data: "C:\WINDOWS\win.ini"
regex: "aif=.*"
expect: "aif=MPEGVideo"
</custom item>

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

FILE_CONTENT_CHECK_NOT

[ns Hagnexawero BbINOSIHEHUS 3TOM NpoBepKU TpebyeTca yaaneHHbIn AOCTYN K
peecTpy Ans yaaneHHon cuctemol Windows.

MUcnonb3oBaHue

<custom item>

type: FILE CONTENT CHECK NOT
description: ["description"]

value type: [value type]

value data: ["filename"]

(optional) check type: [value]
regex: ["regex"]

expect: ["regex"]

(optional) file option: [file option]
</custom_ item>

DTOT 3/1EMEHT MOJIMTUKM NPOBEPSIET, COAEPXUT NN hain perynsipHoe BbipaXXeHue regex, a
TaKXXe, YTO 3TO BbIpaeHue He COOTBETCTBYET 3HAYEHUIO nonsa expect. [JaHHaga nposepka
npoBOAMTCS NyTeM Bbi3oBa PyHKUMN ReadFile Ans geckpunrtopa danna.

Jonyctum cnepyowmni Tun:

value type: POLICY TEXT
value data: "PATH\Filename"
regex: "regex"

expect: "regex"

B kauecTBe MMeHU daiinia uamn nanku MOXHO MCMob30BaTb Cleaylolne npeaBapuTesnibHo
onpeaeneHHble NyTu:

%allusersprofile%
Swindir$
%systemroot$
$commonfiles$
Sprogramfiles$
$systemdrive$%

Mpn ncnonb3oBaHUKM 3TOro TMNa ayamTa O6paTVITe BHUMaHWeE Ha cneayrlLlee:

Mone value_data AO/HKHO cofepxXaTb MOJHbIA NYyTb K Paiy uinM MMeHn nanku
(Hanpumep, C:\WINDOWS\SYSTEM32), Win B HEM AO/IKHbI NCNOSIb30BATLCS NPUBEAEHHbIE
BbllLe KAK4YeBble CNOBa A8 onpeaeneHus nyten. B cnyyae Mcnonb3oBaHMS Klo4YeBbIX
C/oB AO/MKeH 6biTb BKAOYEH yAaneHHbI peecTp, 4Tobbl ckaHep Nessus Mor onpeaennTb
3Ha4YeHMs NepeMeHHbIX NyTen.

Mone regex NpoBepsieT HanMuue anemeHTa B daiine.

MNone expect NPOBEPSAET COOTBETCTBME ITOrO 3/IEMEHTA PEryNSpPHOMY BbIPaXKEHUIO.

MNone file option MOXeT nMeTb 3HavyeHne CAN_BE_NULL, 4To6bl yCTaHOBUTbL yCneLHoe
NPOX0XAEHWE NPOBEPKKN B Cny4yae OTCyTCTBUA danna.
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Mone file_option MOXeT uMeTb 3HayeHne CAN_NOT_BE_NULL, uTobbl ycTaHOBUTb
owmnbky, ecnun gann CyLecTByeT, HO NyCTON.

Mpumep:

<custom item>

type: FILE CONTENT CHECK NOT

description: "File content for C:\WINDOWS\win.ini"
value type: POLICY TEXT

value data: "C:\WINDOWS\win.ini"

(optional) check type: [value]

regex: "au=.*"

expect: "au=MPEGVideo2"

file option: CAN NOT BE NULL
</custom item>

REGISTRY_PERMISSIONS

[Ans Hapgnexawiero BbINOJIHEHUS 3TOM NPOBEPKN TpebyeTcsa yaaneHHbIn AOCTyn K
peecTpy AN yaaneHHon cuctembl Windows.

Ucnonb3oBaHue

<custom item>

type: REGISTRY PERMISSIONS
description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]

reg _key: ["regkeyname"]

(optional) acl option: [acl option]
</custom item>

DTOT 2/1IEMEHT MOSINTUKU NpoBepSET NpaBuibHOCTb cnmncka ACL ang pasgena peecrTpa.
JaHHasa npoBepka NpoBOAUTCA NMyTeM Bbi30Ba PYyHKUMN RegGetKeySecurity AN
AeckpunTopa pasjena peecTtpa.

[onycTuM cneayrowmin Tun:

value type: REG ACL
value data: "ACLname"
reg_key: "RegistryKeyName"

B KauecTBe 3HaueHUA nong reg_key MOXHO MUCMO/b30BaTb cneayroline npeasaputenbHO
onpeaeneHHblIe NyTH:

HKLM (HKEY LOCAL MACHINE)
HKU (HKEY USERS)
HKCR (HKEY CLASS ROOT)
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Mpn ucnonb3oBaHUKM 3TOro ayamTa 06paTMTe BHUMaHWMWE Ha cnegyrulee:

Mone reg_key AO/IKHO COAepXaTb MOSHbIV MyTb K pa3aeny peecrtpa.
Mone value_data conepxuT umsa cnucka ACL, onpeseneHHoro B daiine noanTmku.

Mone acl_option MoxeT nMeTb 3HayeHne CAN_BE_NULL nnan CAN_NOT_BE_NULL,
yTo6bl YCTAHOBUTb YCMNELIHOE NPOXOXAEHME NPOBEPKU UNN BblAauy OWMOKK B ciyyae
OTCYTCTBUS pasgena.

Mpumep:

<registry acl: "ACL2">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"

</user>

<user: "SYSTEM">

acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"

</user>

</acl>

<custom item>

type: REGISTRY PERMISSIONS

description: "Permissions for HKLM\SOFTWARE\Microsoft"
value type: REG ACL

value data: "ACL2"

reg_key: "HKLM\SOFTWARE\Microsoft"

</custom item>

Mpw BbINOSIHEHUWN MPUBEAEHHON Bbille NMPOBEPKM MOAY b NMPOBEPKN COOTBETCTBUSA ByaeT
NpoBepsATb, COOTBETCTBYIOT /1M ONpeAesieHHble AN HKLM\SOFTWARE \Microsoft pa3spelleHus

ONMCaHHbIM B cnucke registry_acl ACL2.

REGISTRY_AUDIT

& Onsa Hagnexawiero BbINOSHEHUS 3TOW NMpoBepKK TpebyeTca yaaneHHbIM 40CTyn K
peecTpy An4 yaaneHHon cucrtembl Windows.

Ucnonb3oBaHue

<custom item>
type: REGISTRY AUDIT
description: ["description"]
value type: [value type]
value data: [value]
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reg_key: ["regkeyname"]
(optional) acl option: [acl option]
</custom_ item>

DTOT 3/1EMEHT NOSINTUKKN NpoBepsieT NpaBubHOCTL cnucka ACL anga pasaena peecTpa.
[JaHHag npoBepka NpoBOAMTCA NYTEM Bbl30Ba PYHKLUNU RegGetKeySecurity A4
AeckpunTopa pasaena peecTpa.

Jonyctum cneayoLwmn Tun:

value type: REG_ACL
value data: "ACLname"
reg key: "RegistryKeyName"

B KauecTBe 3HaueHUsa nong reg_key MOXHO MUCNO/b30BaTb cneayoLline npeasapuTenbHO
onpegeneHHbIe NyTH:

HKLM (HKEY LOCAL MACHINE)
HKU (HKEY USERS)
HKCR (HKEY CLASS ROOQT)

Mpwn “Ccnosb30BaHWKN 3TOrO ayauMTa o6paTuTe BHMUMaHME Ha cneaylouee:

Mone reg_key AO/KHO COAEPXaTb MOJSIHbIA NYTb K pasfeny peecrpa.
MNMone value_data cogepxuT uma cnvcka ACL, onpefeneHHoro B gaine noanTuku.

Mone acl_option MoxeT nMeTb 3HavyeHne CAN_BE_NULL nan CAN_NOT_BE_NULL,
4YTO6bI YCTAHOBUTDL YCMeLHOoe NPOoXoXAeHne NpoBepKM UM Bblaadvy OWNBKM B cnyyae
OTCYTCTBUSA pasgena.

Monsi acl_allow M acl_deny COOTBETCTBYIOT CObbITUAM ayamTa Successful (ycnewHo
nponaeH) n Failed (He nponaen).

MpuBenem npumep darina .audit, BbINOJHAKOWEro ayauT pasgena peecrtpa
«HKLM\SOFTWARE\Microsoft» no cnucky KoHTpons goctyna ACL2, KOTOpbIli HE MoKa3aH:

<custom item>

type: REGISTRY AUDIT

description: "Audit for HKLM\SOFTWARE\Microsoft"
value type: REG ACL

value data: "ACL2"

reg key: "HKLM\SOFTWARE\Microsoft"
</custom item>

SERVICE_PERMISSIONS

Ucnonb3oBaHue

<custom item>
type: SERVICE PERMISSIONS
description: ["description"]
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value type: [value type]

value data: [value]

(optional) check type: [value]
service: ["servicename'"]

(optional) acl option: [acl option]
</custom_ item>

DTOT 3N1EMEHT NOSINTUKN NpoBepseT npaBuabHOCTb ACL cnyx6bl. [laHHas npoBepka
NMpoBOAMTCH NyTEeM Bbi30Ba PYHKLMM QueryServiceObjectSecurity Ans geckpunropa
cnyx6bl.

Jonyctnm cneayrowmm tmn:
value type: SERVICE ACL

value data: "ACLname"
service: "ServiceName"

I'Ipw MCNoJ1Ib30BaHMM 3TOIro0 ayanTa O6paTVITe BHMUMaHWE Ha cnegyrulee:

Mone value_data coaepxuT nmsa cnuncka ACL, onpeaeneHHoro B anne noamTuku.

Mone acl_option MoXeT uMeTb 3HadeHne CAN_BE_NULL nnn CAN_NOT_BE_NULL,
yTO6bl YCTAHOBUTbL YCMeLwWwHOoe NPpoxXoXXaAeHne NpoBepKu Uam Bblaady ownbkn B cnyyae
OTCYTCTBUSA pasaena.

Mpumep:

<service acl: "ACL3">

<user: "Administrators">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" |
"enumerate dependents" | "start" | "stop" | "pause and continue" |
"interrogate" | "user-defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"

</user>

<user: "SYSTEM">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" |
"enumerate dependents" | "start" | "stop" | "pause and continue" |
"interrogate" | "user-defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"

</user>

<user: "Interactive">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "query template" | "query status" | "enumerate dependents" |
"interrogate" | "user-defined control" | "read permissions"

</user>
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<user: "Everyone'">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "query template" | "change template" | "query status" |
"enumerate dependents" | "start" | "stop" | "pause and continue" |
"interrogate" | "user-defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"
</user>
</acl>

<custom item>

type: SERVICE PERMISSIONS

description: "Permissions for Alerter Service"
value type: SERVICE ACL

value data: "ACL3"

service: "Alerter"

</custom item>

Mpu BbINONHEHUM NPUBEAEHHON BblLE NMPOBEPKN MOAYJ/b MPOBEPKN COOTBETCTBUSA byaeT
npoBepATb, COOTBETCTBYIOT JI OnpeaenEHHbIE ANA CJ'Iy>K6bI OHOBELLLEHMVI pa3peweHnd
onucaHHbIM B cnucke service_acl ACL3.

SERVICE_AUDIT

Ucnonb3oBaHue

<custom item>

type: SERVICE AUDIT

description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
service: ["servicename"]

(optional) acl option: [acl option]
</custom item>

OTOT 3N1EeMEHT NONINTUKN NpoBepsaeT npaBuabHOCTbL ACL cnyxbbl. [laHHaa nposepka
NpoBOAMTCS MyTeM Bbi30Ba PYHKUNU QueryServiceObjectSecurity ANa AecKpunTopa

Ccnyx6bl.

Jonyctnm cneayrowmm tmn:
value type: SERVICE ACL

value data: "ACLname"
service: "ServiceName"

Mpn ucnonb3oBaHWUKM 3TOro TMMNa ayauTa 06paTVITe BHUMaHMWE Ha cneagyrlulee:

Mone value_data coaepxuT nma cnucka ACL, onpeaeneHHoro B ¢aisie nNoiuTUKK.
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MNMone acl_option MOXeT uMeTb 3HadeHne CAN_BE_NULL nnn CAN_NOT_BE_NULL,
4YTO6bl YCTAHOBUTb YCMELWHOoe NPOXoXXAeHNe NPOBEPKM UM Bblaady OWNBKKM B cnydae
OTCYTCTBUSA pasaena.

Monsa acl_allow U acl_deny COOTBETCTBYIOT CO6bITUAM ayanTa Successful (ycnewHo
npongen) mn Failed (He nponaeH).

Mpueeaem npmumep dana .audit 4159 NpoBeaeHUs ayauTa cnyxbbl onoseweHui Alerter:

<custom item>

type: SERVICE AUDIT

description: "Audit for Alerter Service"
value type: SERVICE ACL

value data: "ACL3"

service: "Alerter"
</custom item>

WMI_POLICY

Ucnonb3oBaHue

<custom item>

type: WMI POLICY

description: "Test for WMI Value"
value type: [value type]

value data: [value]

(optional) check type: [value]

wmi namespace: ["namespace"]

wmi request: ["request select statement"]
wmi attribute: ["attribute"]

wmi key: ["key"]

</custom_ item>

OTa npoBepkKa 3anpawmBaeT B 6a3e gaHHbix WMI onepaunoHHon cuctembl Windows
3Ha4yeHUs, yKasaHHble B NMPOCTPaHCTBE nMeH/knacce/atpmbyTe.

B 3aBMCMMOCTM OT MCMONb3YEMOro CMHTaKCUca MOryT 6biTb U3BMEYEHbI 3HAYEHNS peecTpa
WNX NoSlyYeHbl B BUAE NEPEUNCTIEHNS UMEHa aTpubyToB.

,D,OI'IYCTVIMbI cnegywwme Tunbl:

wmi namespace: "namespace"
wmi request: "WMI Query"
wmi attribute: "Name"

wmi key: "Name"

wmi option: option

Ecnu BbibpaTb KOHDUrypaumio cnyxbbl ¢ npoaybnmpoBaHHbIMM B CUCTEME 3HAYEHUSMU
(Hanpumep, MSFTPSVC/83207416 n MSFTPSVC/2), To 3anpocC nssneyeT BbibpaHHbIN
aTpnbyT 13 obenx. ECnm 0AHO M3 3TUX 3HAYEHUN HE COOTBETCTBYET 3HAYEHUIO NMOSITUKK, TO
B oTyeT 6yneT Ao6aB/ieHO 3HaYeHMe wmi_key, YTOObl OTMETUTbL, Kakoe MMeHHO. lMone
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wmi_enum NO3BO/ISIET MNOMYYUTb NepeyncneHme MMeH KoHbUrypaLumnin B MpocTpaHCTBE MMeH
ANS CPAaBHEHUS UM MPOBEPKM 3HAYEHUS NOUTUKU. CM. NPUBEAEHHbIE HUXE MPUMEPBI.

Mpumep 1:

<custom item>

type: WMI POLICY

description: "IIS test"

value type: POLICY DWORD

value data: 0

wmi namespace: "root/MicrosoftIISv2"

wmi request: "SELECT Name, UserIsolationMode FROM IIsFtpServerSetting"
wmi attribute: "UserIsolationMode"

wmi key: "Name"

</custom item>

Mpu Hannunm B cmcteme AByX KoHdurypaumm cnyxobel FTP (MSFTPSVC/83207416 un
MSFTPSVC/2) paHHbIn 3anpoc nasnedyet atpnbyTt UserlsolationMode ans obenx cnyx6. Ecnu
OAHO M3 3Ha4YeHM 3Toro aTpubyTa He COOTBETCTBYET 3HaUeHUto nonmntukm (0), To 3HaYeHune
wmi_key (B JaHHOM cnyvae) 6yaet nob6aBneHo B OTYET, YTO6bl OTMETUTb, KaKOe MMEHHO.

Mpumep 2:

<custom item>

type: WMI POLICY

description: "IIS test2"

value type: POLICY MULTI TEXT

value data: "MSFTPSVC/83207416" && "MSFTPSVC/2"

wmi namespace: "root/MicrosoftIISv2"
wmi request: "SELECT Name FROM IIsFtpServerSetting"
wmi attribute: "Name"

wmi key: "Name"
wmi option: WMI ENUM
</custom item>

B 3TOM npuMepe BbINOJIHAETCSA NpoBepKa CyLWeCTBOBaHUS ABYX AENCTBUTENbHbLIX MMEH
KOH(MUrypaunin, yKkasaHHbIX B nosie value_data. Microsoft WMI CIM Studio - 370 LeHHoe
CpeAcTBo, nossonstouwee nogpobHee y3HaTb 0 npocTpaHcTBe MMeH WMI n cBs3aHHbIX C HUM
aTpnbyTax, KOTOpoe MOXHO 3arpy3mTb MO CCblJIKE:
http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-
f2abdc3ed314&displaylang=en

ONEMEHTbI

dneMeHThl (item) — 3TO TMNbLI NPOBEPOK, KOTOpble NpeaBapuTenbHO onpeaeneHbl B Windows
Compliance Checks Engine (cuctema npoBepku cootsetctBus Windows). OHM MCNONb3YHOTCS
OJ19 4acCTo NPoOBEPSAEMbIX 2/IEMEHTOB U A1 COKpalleHUsa A0 MUHUMYMa CUHTaKCcuca,
Heob6xoaMMOro Ans Co3aaHusa ayaAnTOPCKMX NPOBEPOK. DNEMEHT UMEET CeayoLWYo

CTPYKTYpY:

<item>

name: ["predefined entry"]
value: [value]

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.



http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en

ZO>STENABLE Network Security®

</item>

MNMone name AO/IKHO UMETb MMS, KOTOPOE yXe onpeaeneHo (NpeaBapuTenbHO onpeaeneHHble
MMeHa nepeyvuncsieHbl B Tabnuue «MpeaBapuTenbHO onpeaeneHHble NOUTUKN» HUXKE).

Bce npeaBapuTenbHO onpeaesieHHblie 3/IEMEHTbI COOTBETCTBYIOT CMUCKY, CYLLECTBYIOLLEMY B
peanakTope nonntuk aomeHa OC Windows 2003 SP1.

Cnepyrownii npuMep NpoBepsieT, YCTaHOB/IEHA N MUHUMalbHasa AfIMHA Napons B AManasoHe
oT 8 go 14 cMMBONOB:

<item>

name: "Minimum password length"
value: [8..14]

</item>

CoOTBETCTBYIOLWMN NONb30BAaTENbCKUN 3/IEMEHT CleAYOWNIA:

<custom item>

type: PASSWORD POLICY

description: "Minimum password length"
value type: POLICY DWORD

value data: [8..14]

password policy: MINIMUM PASSWORD LENGTH
</custom item>

lMpedeapumernbHO onpedesieHHbIe NoJIUMUKU

MonunTtrka B OTHOLEHUMN name: "Enforce password policy"
naponen value: POLICY DWORD
name: "Maximum password age"

value: TIME DAY

name: "Minimum password age"
value: TIME DAY

name: "Minimum password length"
value: POLICY DWORD

name: "Password must meet complexity requirements"
value: POLICY SET

Monuntmnka 6/10KNPOBKMK name: "Account lockout duration”
Yy4YEeTHbIX 3anucemn value: TIME MINUTE
or

name: "Account lockout duration"
value: TIME SECOND

name: "Account lockout threshold"
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value: POLICY DWORD

name: "Reset lockout account counter after"
value: TIME MINUTE

name: "Enforce user logon restrictions"
value: POLICY SET

NMonutuka Kerberos name: "Maximum lifetime for service ticket"
value: TIME MINUTE

name: "Maximum lifetime for user ticket"
value: TIME HOUR

name: "Maximum lifetime for user renewal ticket"
value: TIME DAY

name: "Maximum tolerance for computer clock
synchronization"
value: TIME MINUTE

Monutuka ayamta name: "Audit account logon events"
value: AUDIT SET

name: "Audit account management"
value: AUDIT SET

name: "Audit directory service access"
value: AUDIT SET

name: "Audit logon events"
value: AUDIT SET

name: "Audit object access"
value: AUDIT SET

name: "Audit policy change"
value: AUDIT SET

name: "Audit privilege use"
value: AUDIT SET

name: "Audit process tracking"
value: AUDIT SET

name: "Audit system events"
value: AUDIT SET

YyeTHble 3anucu name: "Accounts: Administrator account status"
value: POLICY SET

name: "Accounts: Guest account status"
value: POLICY SET

name: "Accounts: Limit local account use of blank
password to console logon only"
value: POLICY SET
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name: "Accounts: Rename administrator account"
value: POLICY TEXT

name: "Accounts: Rename guest account"
value: POLICY TEXT

AyauT name: "Audit: Audit the access of global system
objects"
value: POLICY SET

name: "Audit: Audit the use of Backup and Restore
privilege"
value: POLICY SET

name: "Audit: Shut down system immediately if unable
to log security audits"
value: POLICY SET

DCOM name: "DCOM: Machine Launch Restrictions in Security
Descriptor Definition Language (SDDL) syntax"
value: POLICY TEXT

name: "DCOM: Machine Access Restrictions in Security
Descriptor Definition Language (SDDL) syntax"
value: POLICY TEXT

YcTpoiicTtBa name: "Devices: Allow undock without having to log
on"
value: POLICY SET

name: "Devices: Allowed to format and eject
removable media"
value: DASD SET

name: "Devices: Prevent users from installing
printer drivers"
value: POLICY SET

name: "Devices: Restrict CD-ROM access to locally
logged-on user only"
value: POLICY SET

name: "Devices: Restrict floppy access to locally
logged-on user only"
value: POLICY SET

name: "Devices: Unsigned driver installation
behavior"
value: DRIVER SET

KoHTponnep AoMeHa name: "Domain controller: Allow server operators to
schedule tasks"
value: POLICY SET

name: "Domain controller: LDAP server signing
requirements"
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value: LDAP_ SET

name: "Domain controller: Refuse machine account
password changes"
value: POLICY SET

YneH goMeHa name: "Domain member: Digitally encrypt or sign
secure channel data (always)"
value: POLICY SET

name: "Domain member: Digitally encrypt secure
channel data (when possible)"
value: POLICY SET

name: "Domain member: Digitally sign secure channel
data (when possible)"
value: POLICY SET

name: "Domain member: Disable machine account
password changes"
value: POLICY SET

name: "Domain member: Maximum machine account
password age"
value: POLICY DAY

name: "Domain member: Require strong (Windows 2000
or later) session key"
value: POLICY SET

NHTEepaKTUBHbIN BXOA B name: "Interactive logon: Display user information
cucTemy when the session is locked"
value: LOCKEDID SET

name: "Interactive logon: Do not display last user
name"
value: POLICY SET

name: "Interactive logon: Do not require
CTRL+ALT+DEL"
value: POLICY SET

name: "Interactive logon: Message text for users
attempting to log on"
value: POLICY TEXT

name: "Interactive logon: Message title for users
attempting to log on"
value: POLICY TEXT

name: "Interactive logon: Number of previous logons
to cache (in case domain controller is not
available)"

value: POLICY DWORD

name: "Interactive logon: Prompt user to change
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KnueHT ana ceten
MaikpocodT

CepBep a4 ceten
MankpocodpT

JocTtyn K ceTun

password before expiration"
value: POLICY DWORD

name: "Interactive logon: Require Domain Controller

authentication to unlock workstation"
value: POLICY SET

name: "Interactive logon: Require smart card"
value: POLICY SET

name: "Interactive logon: Smart card removal
behavior"
value: SMARTCARD SET

name: "Microsoft network client: Digitally sign
communications (always)"
value: POLICY SET

name: "Microsoft network client: Digitally sign
communications (if server agrees)"
value: POLICY SET

name: "Microsoft network client: Send unencrypted

password to third-party SMB servers"
value: POLICY SET

name: "Microsoft network server: Amount of idle time

required before suspending session"
value: POLICY DWORD

name: "Microsoft network server: Digitally sign
communications (always)"
value: POLICY SET

name: "Microsoft network server: Digitally sign
communications (if client agrees)"
value: POLICY SET

name: "Microsoft network server: Disconnect clients

when logon hours expire"
value: POLICY SET

name: "Network access: Allow anonymous SID/Name
translation"
value: POLICY SET

name: "Network access: Do not allow anonymous
enumeration of SAM accounts"
value: POLICY SET

name: "Network access: Do not allow anonymous
enumeration of SAM accounts and shares"
value: POLICY SET

name: "Network access: Do not allow storage of
credentials or .NET Passports for network
authentication"
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CeTteBas 6e3onacHoOCTb

KoHCONIb BOCCTaHOBNEHUSA

value: POLICY SET

name: "Network access: Let Everyone permissions
apply to anonymous users"
value: POLICY SET

name: "Network access: Named Pipes that can be
accessed anonymously"
value: POLICY MULTI TEXT

name: "Network access: Remotely accessible registry
paths and sub-paths"
value: POLICY MULTI TEXT

name: "Network access: Remotely accessible registry
paths™
value: POLICY MULTI TEXT

name: "Network access: Restrict anonymous access to
Named Pipes and Shares"
value: POLICY SET

name: "Network access: Shares that can be accessed
anonymously"
value: POLICY MULTI TEXT

name: "Network access: Sharing and security model
for local accounts"
value: LOCALACCOUNT_ SET

name: "Network security: Do not store LAN Manager
hash value on next password change"
value: POLICY SET

name: "Network security: Force logoff when logon
hours expire"
value: POLICY SET

name: "Network security: LAN Manager authentication
level"”
value: LANMAN SET

name: "Network security: LDAP client signing
requirements"
value: LDAPCLIENT SET

name: "Network security: Minimum session security
for NTLM SSP based (including secure RPC) clients"
value: NTLMSSP SET

name: "Network security: Minimum session security
for NTLM SSP based (including secure RPC) servers"
value: NTLMSSP SET

name: "Recovery console: Allow automatic
administrative logon"
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OTKAOYEeHne

CucrteMHas kpuntorpadus

CucrteMHble 06beKTbl

CncTeMHble HaCTpPOMKHU

XXypHan cobbiTni

value: POLICY SET

name: "Recovery console: Allow floppy copy and
access to all drives and all folders"
value: POLICY SET

name: "Shutdown: Allow system to be shut down
without having to log on"
value: POLICY SET

name: "Shutdown: Clear virtual memory pagefile"
value: POLICY SET

name: "System cryptography: Force strong key
protection for user keys stored on the computer"
value: CRYPTO SET

name: "System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing”
value: POLICY SET

name: "System objects: Default owner for objects
created by members of the Administrators group"
value: OBJECT SET

name: "System objects: Require case insensitivity
for non-Windows subsystems"
value: POLICY SET

name: "System objects: Strengthen default
permissions of internal system objects (e.g.
Symbolic Links)"

value: POLICY SET

name: "System settings: Optional subsystems"
value: POLICY MULTI TEXT

name: "System settings: Use Certificate Rules on
Windows Executables for Software Restriction
Policies"

value: POLICY SET

name: "Maximum application log size"
value: POLICY KBYTE

name: "Maximum security log size"
value: POLICY KBYTE

name: "Maximum system log size"
value: POLICY KBYTE

name: "Prevent local guests group from accessing
application log"
value: POLICY SET

name: "Prevent local guests group from accessing
security log"
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value: POLICY SET

name: "Prevent local guests group from accessing
system log"
value: POLICY SET

name: "Retain application log"
value: POLICY DAY

name: "Retain security log"
value: POLICY DAY

name: "Retain system log"
value: POLICY DAY

name: "Retention method for application log"
value: EVENT METHOD

name: "Retention method for security log"
value: EVENT METHOD

name: "Retention method for system log"
value: EVENT METHOD

MPUHYOAUTENbHOE UHO®OPMUPOBAHMUE

MO>XHO NpUHYAUTENbHO NoNy4YaTb OT MOJAUTUK ayauTa OonpeaeneHHble pe3ynbTaThl,
NCMoNb3ys KNYEBOE CNOBO report. MOXHO MCNONb30BaTb TUMbl oT4yeToB PASSED
(nponaeHo), FAILED (He nponaeHo) n WARNING (npeaynpexaeHue). Huxe npuseaeH
npuMep MosNTUKKU:

<report type: "WARNING">
description: "Audit 103-a requires a physical inspection of the pod bay
doors Hal"
</report>

TeKCT BHYTpM Nons description 6ygeT Bceraa otobpaxaTbCsa B OTUeETE.

OTO TMN OTYETHOCTW NOJSIE3EH, €C/IN HYXKHO COObLWMTb ayaAnTopy, 4To pakTuyeckas nposepka,
BbiNnosiHAeMas Nessus, He MoXeT 6bITb 3aBeplleHa. HanpuMmep, BO3MOXHO, CyLleCcTByeT
TpeboBaHMe onpenennTb, YTO onpeaeneHHas cmcrema bblna GuUanyeckn s3awmuieHa, n Mol
XOTWUM, 4TOb6bl ayamMTop BbIMOSHW MPOBEPKY MM MHCNEKLUIO BPYYHYIO. DTOT TUN OT4YeTa
Tak>Ke nose3eH, ec/iM KOHKPETHbLIA TUMN ayauTa, KOTOpbI A0/XeH nNpoBecTu ckaHep Nessus,
nposepkon OVAL onpegeneH He 6bin.

ycnoBus
CyLiecTByeT BO3MOXHOCTb onpeaenunTb 1ormky if/then/else B nonntnke OC Windows

TONNbKO AN4 3anyCKa NpoBEPKU, ECNN NpeaBapUTE/IbHbIE YCTOBUA BbIMOMHAKTCA, WU ONA
rpynnmMpoBKM HECKOJZIbKUX TECTOB B O4AMNH.

CUHTaKCUC BbINOJSIHEHUS YCJ'IOBMI\;I cnep,yroumﬁ:

<if>

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZOSTENABLE Network Security®

<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
</if>

Ycnosust MOryT 6biTb TMNA and (M) Nnb60 or (Mnn).

AyauT Ans onepaTopoB YCNOBMUSA, then U else MOXET 6bITb CMIMCKOM 3/1EMEHTOB (MK
NnoJsib30BaTeNIbCKMMU 31eMeHTaMun) nNM6o onepaTtopoM if. OnepaTopbl else M then MOryT
Tak)Xe UCMNonb30BaTb TN report, YTO6blI CO06LLATL 06 YCNELWHOM UM HeyAauHOM
BbIMOJIHEHUM B 3aBUCMMOCTW OT BO3BPALLAEMOro YC/IOBMEM 3HAUEHUS:

<report type:"PASSED|FAILED">
description: "the test passed (or failed)"
(optional) severity: INFO|MEDIUM|HIGH
</report>

3HaveHue if Bo3BpawaeT SUCCESS (ycnex) mnn FAILURE (Heypada) u 3To 3Ha4YeHue
NCMNoNb3yeTCs, eCIn onepaTop if pacnofiaraeTcs BHYTPU APYroi KOHCTPyKUMK if.
Hanpumep, ecnun BbINONHSAETCA KOHCTPYKUUS <then>, TO BO3BpalwlaemMoe 3HadeHne byaer
OAHUM U3 Cneayrwnx:

ayauT COAEpPXWUT TONbKO 35ieMeHThl: Bo3Bpallaetca SUCCESS (ycnex), ecnvm 3neMeHThbl
yCrewHo BbINosHEHbI, MHa4Ye Bo3BpawaeTca FAILURE (Heyaaua);

ayaUT COAEPXUT TONbKO <report>: BO3BpallaeTcs TUN report;
ayaAUT COAEPXUT OAHOBPEMEHHO 3M1IEMEHTbI U <report>: BO3BpallaeTcsa TN report.

Ecnn ncnonesyetcsa onepatop <report> 1 Tun FAILED (Heygaua), TO npnymnHa Heyaa4vyHoro
BbINONHEHWs 6yaeT NokasaHa B OTYETe BMECTe C YPOBHEM CEepbe3HOCTU, eCin YPOBHU 6binn
onpepeneHol.

Jdanee npuBeaeH NpuMMep ayamta NoJUTUKW B OTHOLLEHUW Naposiei. Tak Kak UCnosb3yeTcs
1N and (K1), ANS 3TOW NOUTUKKM YCMeLWHoe NPoXoXAeHNe ayamTa npeanosnaraeT ycnewHoe
BbINoSIHEHNE 060MX NOSIb30BaTENbCKUX INIEMEHTOB. DTOT MPUMEP UCMbITLIBAET OYEHb
CTpaHHOe coYeTaHne AeNCTBUTENbHbIX MOJUTUK B OTHOLWIEHUW BEAEHUS XypHana naponewn,
4TO6bl NOKAa3aTb, HACKO/IbKO CA0XHYO JIOFMKY NPOBEPKU MOXHO peanin3oBaTb:

<if>
<condition type:"and">
<custom item>
type: PASSWORD POLICY

description: "2.2.2.5 Password History: 24 passwords remembered"
value type: POLICY DWORD
value data: [22..MAX] || 20

password policy: ENFORCE PASSWORD HISTORY
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</custom item>
<custom item>
type: PASSWORD POLICY

description: "2.2.2.5 Password History: 24 passwords remembered"
value type: POLICY DWORD
value data: 18 || [4..24]

password policy: ENFORCE PASSWORD HISTORY
</custom item>
</condition>

<then>

<report type:"PASSED">
description: "Password policy passed"
</report>

</then>

<else>
<report type:"FAILED">
description: "Password policy failed"
</report>

</else>

</1f>

B npuBeaeHHOM Bblle NpuMepe nokasaH TOJIbKO HOBbIN TUM report (OTYET), HO CTPYKTypa
if/then/else noaAepXMBAET BbINOJIHEHNE AOMNOSHUTESNbHbLIX aYANUTOB BHYTPU MHCTPYKLUUMA
else. BHyTpM ycnoBus Takxke MOXHO UCMOJ/1b30BaTb BOXEHHbIE MHCTPYKUUM if/then/else.
Bonee CnoXxHbllA NpUMEpP NpUBEAEH HUXE:

<if>
<condition type:"and">
<custom item>
type: CHECK ACCOUNT
description: "Accounts: Rename Administrator account"
value type: POLICY TEXT
value data: "Administrator"
account type: ADMINISTRATOR ACCOUNT
check type: CHECK NOT EQUAL
</custom item>
</condition>

<then>

<report type:"PASSED">
description: "Administrator account policy passed"
</report>

</then>

<else>
<if>
<condition type:"or">
<item>
name: "Minimum password age"
value: [1..30]
</item>
<custom item>
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type: PASSWORD POLICY
description: "Password Policy setting"
value type: POLICY SET
value data: "Enabled"
password policy: COMPLEXITY REQUIREMENTS
</custom item>
</condition>

<then>
<report type:"PASSED">
description: "Administrator account policy passed"
</report>
</then>

<else>
<report type:"FAILED">
description: "Administrator account policy failed"
</report>

</else>

</if>

</else>
</if>

B sTomM npumMepe, ecnu y4dyeTtHas 3anncb Administrator He 6bi1a nepemMmeHoBaHa, To
NpoBOAUTCS ayAUT NpaBwuia, YTO MUHMMaNbHbIN CPOK AENCTBUSA MNApOsA He A0KEH
npesbiwaTb 30 AgHeNM. DTa NONNTUKA ayamTa ByaeT npoBepeHa YCMNeLwHo, eCNn yyeTHas
3anncb agMMHUcTpaTopa bblla nepenMmeHoBaHa, HeE3aBMCMMO OT MOJSIMTUKN B OTHOLLEHWUNU
naposien, a NoNMTUKA B OTHOLUEHMWN CPOKa AeNCTBMSA naponen 6yaet npoBepsTbCs TONbKO B
TOM Cny4yae, ec/v yyeTHas 3anucb agMMHmUCTpaTopa He 6blna neperMMeHoBaHa.

CMNMPABKA NO ®AUJNTAM NMPOBEPKU COOTBETCTBUA
COAEPXUMOI'O OC WINDOWS .AUDIT

MpoBepkn .audit Windows Content (cogepxumoe Windows) oT/aM4atoTCs OT NpoBepoK
.audit Windows Configuration (koHdurypaums Windows) TeM, 4TO OHM npegHasHayeHbl Ans
BbINOSIHEHUSA NoucKka B arnoson cucteme OC Windows ¢dannios onpeaeneHHoro tuna,
cogepxalmx KoHdungeHumanbHble AaHHble, a He A4S NepeyncieHns napameTpos
KOHbUrypaumm cncrtembl. OHM BKAOYAIOT psj AONONHUTENbHbIX NapaMeTpoB, KOTOpble
noMorarT ayaAnuTopy Cy3muTb napaMeTpbl Noncka u 6onee apdekTMBHO onpesennTb
pacnosioXeHne HeCOOTBETCTBYHOLWMNX TpeboBaHMAM AaHHbIX M NoKa3aTb MX.

i": Ucnonb3oBaHMe KaBbluekK

OD,MHaprIe M ABOWMHbIE KaBblYKK npn 3aKTIOYEHUN B HUX nonen ayanTa ABIAKOTCA
B3anMMO3aMeEHAEMbIMU, 3a UCKNTIOHEHNEM CneayroLWwmnx AByX Clly4YaeB:

1. B npoBepkax COOTBETCTBMUSA onepaunoHHon cuctembl Windows, ecnum
cneumnanbHble nons, HanpuMmep CRLF v T. 4., A0/MKHbI MHTEPNPETUPOBATLCSA
6yKkBanbHO, NCMONb3YNTE OAUHAPHbIE KaBblYKK. Jllobble OKa3aBLUIMeCs BHYTPU 3TUX
KaBblYEeK MO, KOTOpble AO/XHbI MHTEPNPETUPOBATLCH KaK CTPOKU, cneayeTr
BblAENATD.
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Hanpumep:
expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. [BOWHbIE KaBblUYkK TpebyloTcs Npu ncnonb3oBaHnu nonen include_paths u
exclude_paths ayamta WindowsFiles.

Mpun ncnonb3oBaHum B none ntoboro Tuna (description, value_data, regex n 1. 4.)
CTPOK, coaepKalnx oAnHapHbIe UK ABOMHbIE KaBbluKKM, CYLLECTBYET ABa crnocoba
nx obpaboTku:

a. B KkauecTBe Hapy>XHbIX KaBbl4EK MOXHO UCMO/b30BaTb KaBblYKU
NMPOTUBOMOJIOXHOIO TUNna.

Hanpumep:
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. MoXxHo BblAeNsTb BHYTPEHHMNE KaBblYKM C MOMOLLbIO 06paTHON HaKOHHOMN
yepTbl (TOIbKO ABOMHbIE KaBblUKN).

Hanpumep:

expect: "\"Text to be searched\""

TUN NPOBEPKU

Bce npoBepku cooTBeTcTBUA cogepxnmoro OC Windows A0/KHbI 3aK/104aTbCsa B TEru
check_type WU MMeTb 0603HayeHne TUNa WindowsFiles. 3TO O4YEHb CXOXE CO BCEMU
oCTanbHbIMK pannamMmn .audit. O6WMIK dopMaT dana NPpoOBEPKU COAEPXKUMOIO CAeayoWUnN:

<check type: "WindowsFiles">

<item>
</item>
<item>
</item>
<item>

</item>

</check type>

dakTUyeckmne NpoBepKu AN9 KaXKa0ro afeMeHTa He nokasaHbl. B cnepyrowmx pasgenax
NMOKa3aHO, KakK MO>XXHO MCMNOJ1b30BaTb pa3/iMiyHblE K/1lOUEBbLIE C/10Ba U NapaMeTpbl AnA
COCTaB/lIEHNA KOHKPETHbLIX NMPOBEPOK 3JIEMEHTOB COAEPXNMOTrO.
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®OPMAT 3JIEMEHTOB

Ucnonb3oBaHue

<item>
type: FILE CONTENT CHECK
description: ["value data"]
file extension: ["value data"]
(optional) regex: ["value data"]
(optional) expect: ["value data"]
(optional) file name: ["value data"]
(optional) max size: ["value data"]
(optional) only show: ["value data"]
(optional) regex replace: ["value data"]
</item>

Kaxxablh N3 3TUX 31IEMEHTOB UCMNOJIb3yeTCs A NpoBepku hannoB o4eHb MHOrMx ¢popmMaToB,
cogepxKalmx AaHHble pasinyHbIX TMNOB. B cneaytowen tabnuuye npmeeaeH CnmMcok
noaAep>XnBaeMblX TUNOB AaHHbIX. B cneaytowem pasaene npmBeaeHbl MHOMOYNCIEHHbIE
npMMepbl TOro, Kak 3TU KJIlOYEBbIE C/I0BA MOMYT UCMO/1b30BaTbCS B COBOKYMHOCTU ANs
npoeBeaeHns ayamTa pas3/iMyHbiX TUMOB COAEPXKMMOro hanos.

type NS 3TOro KAK4YeBoro csioBa BO BCeX Cy4YasX AOSKHO 6bITb
ycTaHoBneHo 3Ha4veHne FILE_ CONTENT_CHECK

description 3T0 nHdbopMaLmsa, KoTopas 6yaeT MCNoNb30BaTbCA B KayecTBe
Ha3BaHWUS YHUKANbHbIX YSI3BUMOCTEN COOTBETCTBUS
TpeboBaHuaM B SecurityCenter. OHa Takxe 6yaeT nepson
COBOKYMHOCTbIO AaHHbIX, coobuaemon ckaHepoM Nessus.

file_extension 3TO KJIIDYEBOE C/IOBO COAEPXKUT NepeuncsieHme Bcex
pacLMpeHUn, KOTOPbIE A0XKHbI Pa3biCKMBATbCA CKaHEPOM
Nessus. PacwunpeHus nepeuncnsatotrca 6e3 Toukn (.) B
KaBblYKax W pa3aensitoTcs BepTUKaNbHbIMU NTMHUSAMU. Ecnu
LOMOSIHUTENbHbIE MapaMeTpbl, HAaNpPUMEpP regex W expect, B
ayauT He BKJIIOYEHbI, B pe3y/ibTaTax ayauTta oTobpa)atoTcs
dannbl ¢ ykasaHHbIMK B none file_extension pacwmperunsamn.

regex B 3TOM KNOUYEBOM C/10BE XPAHUTCA perynspHoe BblpaXeHue,
ncrnonb3yemoe And Nomcka C/IoXHbIX TUMOB AaHHbIX. B cny4vae
COBMNageHus C perynsapHbIM BblpaXKe€HWEM, NMepBbIA Cy4dai
coBrnajeHuns coaepXmMmoro otobpaxaeTcsa B oTyeTe
YySI3BUMOCTEMN.

& KntoueBoe cnoso regex AOJIXXHO BbIMOJIHATLCA C
KHOYEBbLIM C/10BOM expect, ONMNCAaHHbIM HUXE.
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i": B otnnume ot nposepok Windows Compliance

. Checks (npoBepku cootetcTBus Windows), B
nposepke Windows File Content Compliance
Check (npoBepka COOTBETCTBMS COAEPXKMUMOIO
dannos Windows) Knito4eBbIe C/I0OBa regex U
expect He TpebyloT coBNaaeHUs C OAHMMWU U TEMU
)Xe CTpOKaMu AaHHbIX B daline, no KOTOpomy
npousBoanTcs nonck. NMpoesepkn Windows File
Content (coaepxumoe dannos Windows) TpebytoT
NMPOCTO HaNM4yMsA COBMAAEHUS AaHHbIX Ana o6omx
onepaTtopoB, regex U expect, B Nnpegenax
KonnyectBa 6anT daina, Nno KOTOpoMy
MpoOu3BOAUTCS MOWUCK, YKa3aHHOMY B none
<max_size>.

expect OnepaTop expect UCMNOMb3YyeETCA A1 NepevyncneHns ogHoro
WM HECKONbKMX MNPOCTbIX 06pa3L0B TEKCTA, KOTOPbIE AOKHbI
coAepXaTbCa B AOKYMeHTe, 4Tobbl OH COOTBETCTBOBAN
yCnoBUIO moucka. Hanpumep, npmn noncke Homepos Social
Security (HOMEpPOB COLMANBLHOIO CTPAaXxoBaHUA) MOXET
TpeboBaTbca Hannume cnoB SSN, SS# mnnn Social.

Heckonbko 06pasLioB NeEPeUYNCNATCA B KaBbluKax U
pasnensitoTcs CMMBOJIaMM BEPTUKAIbHOW YEepThl.

MpoBepka COOTBETCTBUS MPOCTbIM 06pa3uaM TeKCTa Takxe
NOAAEPXKMBAETCSA B 3TOM K/IKOYEBOM C/IOBE C NMOMOLLbIO TOUKMU.
Mpu cpaBHeHMU co cTpokoi «C.T» onepaTtop expect 6yaer
npoBepsTb cooTBeTCcTBME CTpokaM «CAT», «CaT», «COT», «C
T™>nT. A

& KntoueBoe COBO expect MOXET BbIMNONHATLCS
C OTAENbHO AN CPaBHEHUS C OAHUM 06pa3LIOM
TeKcTa, o4HaKo ec/in UCMNOJb3YETCS KOUYEBOE
C/I0BO regex , TO UCMOSIb30BaHWNE KJTHOYEBOIO
CNnoBa expect 0653aTeNkbHO.

i": B oTnnume ot nposepok Windows Compliance

. Checks (npoBepku cootBetcTBmsa Windows), B
nposepke Windows File Content Compliance
Check (npoBepka COOTBETCTBMS COAEPXKMUMOrO
dannos Windows) knto4ueBbie CllI0Ba regex U
expect He TpebyloT coBnageHus ¢ OAHUMWU N TEMU
e CTpoKaMu AaHHbIX B daline, No KoTopoMy
npoussoanTcs nouck. NMposepkn Windows File
Content (coagepxumoe cdannos Windows) TpebytoT
NMPOCTO HaNM4yMsA COBMAAEHUS AaHHbIX Ana o6omx
ornepaTopoB, regex N expect, B Npeaenax
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KonnyectBa 6anT daina, Nno KOTOpoMy
MpoOV3BOAUTCS MOUCK, YKa3aHHOMY B rnone
<max_size>.

file name Ecnu Tpebyertca kntodeBoe cnoBo file extension, TO OHO
MOXET AOMNONHUTENbHO YTOYHUTbL CAMCOK hannoB, KOTopble
HeobxoAMMO aHann3npoBaTb. [locpeacTBOM cnmncka obpasuos
dannbl MOryT oTbpacbiBaTbCs N CpaBHUBATbLCS.

Hanpumep, 3To NO3BONSIET C NEFKOCTbIO UCKaATb MMEHA
dannos noboro Tnna, BKAYAOLWNE TaKNUe CNoBa, Kak
employee (paboTHuk), customer (3aka3umk) unu salary
(3apaboTHas nnaTta).

max_size NS noBbIWEHUS MPOM3BOANTENBHOCTN ayauUT MOXET
MpoBOAMTbLCA TOJIbKO MO Hayany Kaxaoro danna. Pasmep
NPOBEPSIEMON YaCTN MOXHO yKa3aTb B 6ariTax C MOMOLLbIO
3TOro kJto4eBoro cnosa. Konnyectso 6aiiT ykasbiBaeTcs B
KayecTBe apryMmeHTa. Takxxe noaaep>XXMBarTCS paclunMpeHns
«K» n «M» ansa knnobamt n MerabanT, COOTBETCTBEHHO.

only_ show Mpu npoBepke COOTBETCTBUS KOHMUAEHUMANBHbBIX AaHHbIX,
HanpvMep HOMepPOB KPeAUTHbIX KapT, OpraHm3aumm MoxeT
notpeboBaTbCs 0OTOH6pa)KeHne B OTYETE TObKO MOocneaHmnx
yeTblpex Undp. 3To KOUeBOE C/I0BO NOAAEPXKNBAET
oTobpaxkeHue noboro konmnyecrtea 6anT, onpeneneHHoro
MOJINTUKOMN.

regex_replace DTO KJIHOUEBOE C/I0BO MO3BOSET KOHTPOJIMPOBaTh, KaKomn
obpasel u3 perynsipHoro Bbipa)xxeHust 6yaeT nokasaH B
otyeTe. pn NoUcKe CNOXHbIX 06pa3LOB AaHHbIX, HanpuMep
HOMEpPOB KPeAUTHbIX KapT, He Bceraa UCKOMbIMU AaHHbIMU
OKa3bIlBaETCH MepBoOe COBMageHue. 3TO KJKUYEBOE C/10BO
obecneunBaeT 60nblWYIO0 MTMOKOCTb A/ HAXOXAEHMUS
Heob6xoAnMbIX AaHHbIX C 601ee BbICOKOM TOYHOCTbLIO.

include paths OTO K/II0YEBOE C/I0BO MO3BOJIAET BK/OYATb KaTasoru U AUCKU
B pe3yNbTaTbl NOUCKa. ITO K/IIOUEBOE CMIOBO MOXET
MCMOJ/Ib30BaTbCS B COYETAHUU C K/THOYEBbIM C/TOBOM
exclude_paths WM CaMOCTOSTENbHO. 3TO 0CO6EHHO MOsIe3HO
B CNyyasx, korga Heo6xoaMMo BbIMOIHUTL MOMUCK TOMBKO MO
onpeaeneHHbIM AUCKaM UAW MankaM CUCTEMbI C HECKOMbKUMU
Anckamn. Ecnn TpebyeTtcs ykasaTb HECKOJIbKO MYTEN, TO OHU
3aKJ/104aloTCA B ABOMHbIE KaBblUKN U Pa3aensatoTcs CUMBOIOM
BEpTUKANbHOM YepThl.

i": B kayecTBe 3HaYEHWUN KJIOYEBOro C/10Ba

. include_paths MOryT 6bITb yKa3aHbl TO/IbKO
6yKBbl OUCKOB U MMeHa nanok. MeHa ¢dalnoB He
MOryT 6bITb BK/THOUEHbI B CTPOKY 3HAUYEHUN
K/KIO4EBOro C/10Ba include_paths.
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exclude paths OTO KJ/IIOYEBOE CMIOBO NO3BOJIAET UCKOUYATb ANCKN, KaTanoru
n hannbl U3 pe3ynbTaToB NOMCKA. DTO KJOYEBOE C/IOBO
MOXEeT MCMNOJSIb30BaTbCSl B COYETAHUWN C KJTHOYEBLIM C/ZIOBOM
include_paths WM CaMOCTOATE/IbHO. TO 0COH6EHHO YyA06HO
B TOM C/lyyae, €C/IN KaKOW-TO KOHKPETHbIN AMCK, KaTaaor uiu
harin HeobxoaMMO UCKITIYNTb N3 pe3ysibTaToB noucka. Ecnu
TpebyeTcsa yKkasaTb HECKO/IbKO MyTen, TO OHM 3aKJ1lo4alTCcs B
ABOWMHbIE KaBblUKW U pa3fenstoTcs CMMBOJIOM BEPTUKAIbHOM
yepThl.

NMPUMEPbLI KOMAHAOHBLIX CTPOK

B aTOM pasgene Mbl CO34a4ANM UCKYCCTBEHHbI TEKCTOBbLIA AOKYMEHT C paclUMPEHNEM . tns U
3aTeM NpPOBEPMM €ro HeCKOsIbKuMuK aiaamm .audit, OT NPOCTOro K C/I0XHOMY.
PaccMmaTpmBas Kaxabli npuMep, Mbl UCMbITAEM KaXAbli NoAAEepXMBAEMbIA Cny4an
npuMeHeHns napameTpos nposepok Windows Content.

Mbl Tak>XXe ncnosb3yeM ABONYHbIA Panin KOMaHAHOW CTPOKK nasl. Kaxabli
OEMOHCTpUpyeMbli HaMn ann .audit MOXHO JIEerKO BK/IIOYUTb B MOJAUTUKM CKAHMPOBaHMUS
Nessus 4 nnun SecurityCenter, Ho ans 6bICTPOro ayanta o4HOM CUCTEMbI AAHHbIA Crocob
oyeHb a(pdekTneeH. KomaHaa, KOTopyo Mbl 6yaeM KaXabl pa3 BbINOMHATb U3 KaTasora
/opt/nessus/bin, 6ygeTt cnegytowen:

# ./nasl -t <IP>
/opt/nessus/lib/nessus/plugins/compliance_check windows_file conten
t.nbin

3pecb <IP> — a10 IP-agpec cucrteMbl, ayauT KOTOPOM Mbl MPOBOAMM.

B cnyuae Nessus 4 npu BbINoAHeHUN danna .nbin (MM NOO6Oro Apyroro NoAKIHOYAEMOro

Moayns) 6yaeT BbIBOAUTBLCS 3anpocC yKasaTb PeKBU3UThI BXOAa AN LesieBOi CUCTEMbI, a
Takxe pacnonoxeHue danna .audit.

Ljeneeou ¢hbatin Ons ucnbimaHusi
LleneBoii damnn, KOTopbin Mbl 6yaeM MCNOb30BaTb, COAEPXKUT CleaYyOWMIA TEKCT:

abcdefghijklmnopgrstuvwxyz
01234567890

Tenable Network Security
SecurityCenter

Nessus

Passive Vulnerability Scanner
Log Correlation Engine
AB12CD34EF56

Nessus

CkonupynTe 3T aaHHble B Ntobyto cuctemy nog ynpaenenmem OC Windows, ans Kotopon y
BaC eCTb pekBuU3UTbl BXxoaa. HazoBute dann Tenable_Content.tns.
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lNMpumep 1: nouck dokymeHmMoe ¢ pacwupeHuem TNS, codepxauw,ux cs1080
«Nessus»

[Janee npmuBeaeH npocrtoi dann .audit, BbINOAHAKOWMNA NOUcK noboro danna c
paclwmnpeHneM . tns, cogepxawero cnoso «Nessus» B Nntoboi yacTm 4OKYMeEHTa.

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS File that Contains the word Nessus"

file extension: "tns"
expect: "Nessus"
</item>

</check_ type>

Mpu BbINOSIHEHUM 3TOM KOMaHAbl 0OXMUAAETCA CNeayowWnin pesynbTaT:

"TNS File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns

DT pe3ynbTaTbl NOKa3biBAKOT, YTO Mbl HAlWIM coBnageHue. B oTtyeTe ckaszaHo «failed»
(Heypaya), NOTOMY 4YTO Mbl HaWJSIM Aa@HHble, KOTOpPblE HE XOTeNN HaxoauTb. Hanpumep, ecnm
Mbl NIPOBOAMM ayauT B CNMCKax HoMmepa Social Security (Homepa coumanbHOro CTpaxoBaHus)
M noslydaeM nosioXnTenbHOE COOTBETCTBME HOMepa Social Security Ha obwenocTynHom
KoOMnNbOTEPE, TO, HECMOTPA Ha MNONOXUTENbHbIN pPE3yNbTaT NOUCKaA COOTBeTCTBVIVI, OH
3aMncbliBaeTCd KaK BbIMOJIHEHUNE TpGﬁOBaHVIVI COOTBETCTBUA.

lMpumep 2: nouck dokymeHmMoe ¢ pacwupeHuem TNS, codepxkawux cs080
«France»

Janee npueeaeH NpocToi dann .audit, BbINOAHSOWMA NomMck noboro danna c
pacwmpeHueM . tns, coaepxaliero cnoso «France» B ntobon yactm AOKyMeHTa.

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS File that Contains the word France"

file extension: "tns"
expect: "France"
</item>

</check type>

Ha 3TOT pa3 Mbl NOAYYMM CAeayrLlwnn pesynbTtaT:

"TNS File that Contains the word France" : [PASSED]

Mbl NpoLwwnM ayanTopcKyto NPOBEPKY, MOTOMY YTO HU OAMH U3 MPOBEPEHHbLIX HaMKn ¢dannos ¢
pacWMpPEHNEM . tns He COAEPXUT cnoBa «France».

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

lNMpumep 3: nouck dokymeHmoes ¢ pacwupeHuem TNS u DOC, codepxaujux cs1080
«Nessus»

Kak nokasaHo HNXe, AOGaBMTb BTOpoO€E pacumpeHmne anda noncka no AOKyMeHTaM Microsoft
Word o4yeHb NpocTo:

<check type:"WindowsFiles">
<item>
type: FILE CONTENT CHECK
description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
expect: "Nessus"
</item>

</check type>

Pe3ynbTaTthl (Ha HalWweM TECTOBOM KOMMbIOTEPE) 6bINN CleayoWwmMu:

"TNS or DOC File that Contains the word Nessus" : [FAILED]

- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns

Share: C$, path: \documents and settings\jsmith\desktop\tns roadmap.doc

Mbl MOAYYMAM TaKYHO Xe «HeyAauy», KakK U npexae rnpu ucnbiTaHun gannia ¢ pacluMpeHmnem
.tns, HO B AaHHOM c/iy4yae 6bin HalaeH BTOpoi dann ¢ paclumpeHnem .doc, KOTOPbIN Takxe
copepxan cnoso «Nessus». [1py BbINOSIHEHMN 3TUX TECTOB Ha CBOEM COBCTBEHHOM
kKoMmnbloTepe dann Word co cnoBoM «Nessus» MOXeT CyLLecTBOBaTb, @ MOXET U
OTCYTCTBOBaTb.

lMpumep 4: nouck dokymeHmoes ¢ pacwupeHuem TNS u DOC, codepxkaujux cs1060
«Nessus» u 11-3Ha4yHOe yucso

Tenepb Mbl f06aBMM Halle NepBoe perynspHoe Bbipa)keHue Ansg noncka 11-3HayHoro yucna.
Heobxoanmo Tonbko A06aBUTL perynspHoe BbipaXeHune C Ko4YeBbiM C/TIOBOM regex B TO Xe
dann .audit.

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
regex: " ([0-9]{11})"

expect: "Nessus"
</item>

</check_ type>

BbinonHeHWe 3TUX npoueayp NpuBeAeT K creaylowemy pesynbTaTty:

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns (01234567890)
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Mouck daitna c paclumpeHneM .doc, KOTOPbIA COOTBETCTBYET KPUTEPUAM MOUCKA,
npoaosxaetcsa. Tak Kak B HeM HeT 11-3HauyHoro uncna, oH 6onblie He oTobpaxaeTtcs. Kpome
Toro, o6paTnuTe BHMMaHWE, YTO M3-3a UCMNONb30BaHNSA KIIHOUEBOrO CNI0BA regex Mbl TaKXe
NMoslyYaeM NMoKasaHHOEe B AaHHbIX COBMNaAeHMeE.

A 4yTO ecnu HaMm noTpebyeTtcs HanTu 10-3Ha4yHoe umcno? NMpuBeaeHHoe Bbiwe 11-3HayHoe
ymncno coaepxut aea 10-3HauHbIX ymncna (0123456789 n 1234567890). ECnm HaM HYXHO
HanucaTb 6osiee TOYHOE yC/I0OBME COOTBETCTBUS TONbKO Ans 11-undp, Ham Heobxoanmo
perynsipHoe BblpaxeHune, ropopsiee:

«Uckatb /060o€e 11-3HayHoOe 4mncio, repesg KOTopbIM U MOC/IE€ KOTOPOIro HE C/IEAYET KaKux-
JIN6O UHBIX YNCEN».

[ns 3Toro B perynsipHble BbipaXeHUs MOXHO A06aBUTb onepaTop not cneayowmm o6pasom:

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"

regex: " ([70-9][") ([0-91{11}) ([~0-91[S)™"
expect: "Nessus"
</item>

</check type>

YuTas cneBa HanpaBo, Mbl TaKXe BMAWM HECKOSIbKO pa3 CMMBOJ «» M CMMBON AoJifiapa.
CuMBON «» MHOrAa 03HayaeT Hayano CTPOKU, a B ApYyrux c/lyyasx o3HadaeT
NPOTUBOMOMIOXHOE CPaBHEHNE. 3HaK AoJ/lapa 03HavyaeT KOHel, CTPokKu. MNMpruBeaeHHOE BbilWwe
perynapHoe BbipaXKeHWe B 06LLEM C/lyYyae 03HAYaeT: UCKaTb KOMBUHALIMM CUMBOMOB, HE
HauyMHalLWMecs c Ymcna, Ho, BO3MOXHO, HauyMHatoLWMecs Ha HOBOI CTpoke, coaepxalyme 11
uMdp, a TakXKe He ConpoBoOXAaatoLMecs KakmuMmm-nmbo ele umdpamm uam 3a KOTopbiMK
CcneayeT KOHEL, CTPOKU. PerynspHbie BbipaXeHus 06pabaTbiBaloT Ha4ano CTPOKU U KOHEL,
CTPOKM Kak ocobble ciyyast, No3ToMy TpebyeTcss MCNOJIb30BAHNE CUMBOMIOB «» UMN «$>.

lMpumep 5: nouck dokymeHmoe ¢ pacwupeHuem TNS u DOC, codepxxaujux cs1080
«Nessus» u 11-3Ha4HOe 4ucsio, HO omobpaxkamb csiedyem moJsibKo rnocrsiedHue 4

6alima
[ob6aeneHne KIOYEBOro C/I0Ba only show B Hall ¢an/ .audit NO3BOJIAET OrPaHNUNTL

BbIBOAWUMbIE PE3Y/NbTAThHI. DTo nossongeTr OrpaHnM4ynTb AOCTYN NpoBOoAAWNX ayaUT UL K
npocMaTpmBaeMbIM KOHCbVI,CI,eHLI,MaJ'IbeIM AaHHbIM.

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"
file extension: "tns" | "doc"

regex: " (["0-91|7) ([0-91{11}) ([~0-91I$)"

expect: "Nessus"

only show: "4"
</item>
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</check_ type>

Mpn nonyyeHnn coBnageHnsa AaHHbIE 3aMEeHATCAS CUMBOIaMUM «X>», KaK MoKa3aHo HUXe:

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns (XXXXXXXT7890)

lMpumep 6: nouck dokymeHmoe ¢ pacwupeHuem TNS, codepxxauw,ux cs1080
«Correlation» e nepebix 50 6atimax

B aTom NMpuMEpPE Mbl 6y/:|,eM n3y4yaTb MUCMOJIb30BaHME K/IKOYEBOIo C/10Ba max_size. B HawemMm
TecTtoBOM daiine cnoeo Correlation pacnonoxeHo He B nepsbix 50 6anTtax danna.

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS File that Contains the word Correlation"
file extension: "tns"

expect: "Correlation"
max size: "50"
</item>

</check type>

Mpyn BbINOSIHEHMM 3TOrO KOAA Mbl MNOYYMM YCMNELHYI0 NPOBEPKY HA HaM4mMe COOTBETCTBUN:

"TNS File that Contains the word Correlation" : [PASSED]

N3MeHMM 3HavyeHne max_size C «50» Ha «50K» 1 BHOBb BbIMO/HNUM CKaHWpoBaHwe. Tenepb
nosy4ymm ownbky:

"INS File that Contains the word Correlation" : [FAILED]
- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns

lNpumep 7: KOHMPOsIL OMobparkaeMbIx pe3ysibimamos
B aTOM npumMepe Mbl 6yaeM n3yyaTb UCNOSb30BaHWE KJIIOHEBOro C/I0BA regex replace.
MpeacraebTe cnegyowmm gamn .audit:

<check type:"WindowsFiles">
<item>
type: FILE CONTENT CHECK
description: "Seventh Example"
file extension: "tns"
regex: "Passive Vulnerability Scanner"
expect: "Nessus"
</item>
</check_ type>

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZOSTENABLE Network Security®

Pe3ynbTaToM BbIMO/IHEHUS 3TON NPOBEPKU BYAET:

"Seventh Example" : [FAILED]

- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns (Passive
Vulnerability Scanner)

A Tenepb NpPeanosioXMM, YTO HaM HYXHO perynasipHoe Bblpa)KeHue, KOTOpoe pearupyeT Ha
yacTtm «Passive» n «Scanner», HO BO3BpallaeT To/bKO YacTb «Vulnerability». Hosoe
perynsipHoe BblpaXxeHue 6yAeT BbIrsSAeTb crieayowmnm obpa3om:

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "Seventh Example"

file extension: "tns"

regex: " (Passive) (Vulnerability) (Scanner)"
expect: "Nessus"

</item>

</check_ type>

Pe3ynbTaToM BbIMOMHEHMS 3TON NPOBEPKM BCe paBHO 6yaeT nonHoe coBnageHue «Passive
Vulnerability Scanner», noToMy 4TO onepaTop peryaspHoOro BbipaxeHusa obpabaTtbiBaeT BCHO
CTPOKY KaK nepsoe coBnageHue. YTobbl NoNy4mnTb TObKO BTOpPOe coBnaaeHme, Heobxoammo
[06aBUTb K/lOYEBOE C/IOBO regex replace.

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "Seventh Example"

file extension: "tns"

regex: " (Passive) (Vulnerability) (Scanner)"
regex replace: "\3"

expect: "Nessus"

</item>

</check type>

Pe3ynbTaToM AaHHOro CKaHMpoBaHusl ByaeT:

"Seventh Example" : [FAILED]

- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns (Vulnerability)

Mbl ncnonb3oBanu «\3», yTobbl yKasaTb Ha BTOPOM 3/IEMEHT HaLLEero cornocTaBieHns, NOTOMY
yTO neps.birt 3nemeHT (\1) — 3To cTpoka NOMHOCTbLI. ECnn 6bl Mbl UCNONb30Bann «\2», TO
pe3ynbTaToM 6bl cTano cnoso «Passive», a ecnn «\4», To pe3ynbtaTtoM 6bl CTano CnoBo
«Scanner».
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Ons yero cyuwecTtsyeT aTa QyHKLUMOHANbHAsA BO3MOXHOCTb? Npn NomMcke CnoxHbix 06pa3uos
OaHHbIX, HanNnpMMep HOMEPOB KpeaAUTHbIX KapT, He BCeraa UCKOMbIMU AaHHbIMWM OKa3blBAETCS
nepeoe coBnageHmne. DTO KJ4YeBoe c/ioBo obecneuynBaeT 60abWYO TMMOKOCTb ANS
HaxoXAeHNsa HeobXxoaMMbIX AaHHbIX C 6onee BbICOKOW TOYHOCTLHO.

lMpumep 8: ucnonb3oeaHue uMeHU ¢halinia 8 kKayecmee ¢husibmpa
Ecnn paccMmoTpeTb hann .audit U3 TPETbEro NpuMepa, TO B pe3ysbTaTe 6blNn NpUBEAEHDI
oAHOBpeMeHHO dansibl .tns M .doc.

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
expect: "Nessus"
</item>

</check type>

PesynbTaTtbl (Ha HaweM TECTOBOM KOMMNbOTEpPE) 6bI/IN CneayroWwnMn:

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns
Share: C$, path: \documents and settings\jsmith\desktop\tns roadmap.doc

KntoyeBoe croBo file name MOXHO TaKXe MUCMONb30BaTb, YTO6bI OTPUILTPOBATL (haibl,
KOTOPbIE HaM HYXHbl UM HE HYXHbl. [lobaBieHne 3Toro KAK4YeBoro cioea B ann .audit C

yKa3aHMEM yunTbiBaTb TOAbKO dalinbl Co c/ioBOM «tenable» B uMeHn 6yaeT BbIrNsSaeTb
cneayouwmM obpasom:

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
file name: "tenable"

expect: "Nessus"
</item>

</check type>

Pe3ynbTaToM BbINOMHEHUSA ByAeT:

TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns

Copepxawmmn conageHms danmn .doc OTCYTCTBYET, MOTOMY UYTO B €ro nyTu HET C/10Ba
«tenable».
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CTpoKa CpaBHEHUS SIBNAETCS PeryasipHbIM BblpaXX€HMEM, NO3TOMY OHa MOXET ObITb OYEHb
rmbkoi Ans conocTtaB/iEHUS WMPOKOro criekTpa ansios, KOTOpbIE Mbl XOTUM WM HE XOTUM
npoBepaTb. HanpuMep, Mbl MOXeT MCNONb30BaTb CTPOKY «[Tt]enable» ana conocraBneHns co
cnoBoM «Tenable» nnu «tenable». AHanorM4yHo, €cnn Mbl XOTUM CPaBHUTbL pPacCLUMPEHNE UK
YacTb pacLIMPEHUS, TO HYXHO A06aBUTb TOYKY C 06paTHOM HAKNOHHOM YepToi, YTobbl Mo
BblpaXKeHuto «\.t» BbIMONHANCSA NOUCK BCeX PalNoB C paclUMpPEHNAMU, HAUYMHAKOLWNMUCS C
6yKBbI «t».

lpumep 9: ucnosib308aHuUe K/TIHOYEBbIX CJ/I08 BKJTHOYEHUS U UCK/TFOYEHUSs
KntoueBble c/ioBa include_paths U exclude_paths MOryT MCMOJ/Ib30BaTbCA A1 dunnbTpaunmn
pe3ynbTaToB NOMCKa NyTeM BKJOYEHMS BYKBbl AMCKA, KaTanora uaun aaxe nMmenu danna.

<item>

type: FILE CONTENT CHECK

description: "Does the file contain a valid VISA Credit Card Number"
file extension: "xls" | "pdf" | "txt"

regex: " ([70-9-117) (410=-91{3}( |=1) ([0=91{4}) ( |=1)([0=-91{4}) ( |-1) ([0-

91{4})) ([~0-9-118)"

regex replace: "\3"

expect:"."

max size : "50K"

only show : "4"

include paths: "c:\" | "g:\" | "h:\"

exclude paths: "g:\dontscan"
</item>

Pe3ynbTaToM BbINONHEHUS 6yaeT:

Windows File Contents Compliance Checks

"Determine i1if a file contains a valid VISA Credit Card Number" : [FAILED]

- error message:

The following files do not match your policy

Share: C$, path: \documents and settings\administrator\desktop\ccn.txt
(XXXXKXXXKXKXXKXKX0552)

Nessus ID : 24760

ObpaTtuTe BHUMaHUe, YTO AaHHbIN pe3ynbTaT He OT/IMYaeTCs OT CTaHAapTHOro pesynbTaTta
noucka no cogepxumomy dannos OC Windows, HO He BK/THOYAET UCKJTKOYEHHLIN NyTb. ECcnn ¢
MOMOLLIbIO K/1H0YEBOro C/10Ba include_paths BK/IOUYEH €ANHCTBEHHbLIN NyTb (HanpuMep, c:\),
TO BCe OCTasbHble NyTn 6yayT UCKNOUYEeHbl aBTOMaTu4eckm. Kpome Toro, ecnu nckntodeHa
bykBa ancka (Hanpumep, d:\), HO Kakasa-To narnka Ha 3TOM AMUCKe BK4YeHa (Hanpumep,
d:\users), TO K/lOUEBOE C/10BO exclude_paths obnapgaet NpemMMyLecTBOM, M MOUCK Ha 3TOM
AUCKe Npou3BoaAUTLCA He byaeT.

AyOMT PA3JNIUYHBLIX TUNOB ®OPMATOB ®AUIIOB

Bo3amoxeH ayauTt daiinos c No6bIMM pacluMpeHnsMmn, Ho dalinbl TakMX TUMOB, KaK .zip U
.gz, CX0A4y He pacnakoBsbiBatoTca. Ecnn dann oxkat nnm K gaHHbIM MPUMEHEHO Kakoe-To
WwndpoBaHue, To NONCK 06pa3LoB MOXET O6bITb HEBO3MOXEH.
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Ons AOKYMEHTOB, B KOTOPbIX AaHHble XpaHaTca B ddopmaTe KOHMKoa, npoueaypbl aHanmsa
danna .nbin 6yAyT UCKOUYATb BCE BCTpevawlumecs 6anTbl, coaepxauwme 3HavyeHne NULL.

Kpome TOro, nogaepXxuBatoTcs BCe BEPCUM AOKYMeEHTOB M3 naketa N0 Microsoft Office, B Tom
yncne 1 Hosble WNdpoBaHHble BepcmKn, aobasneHHble B Nnakete Office 2007, Hanpumep
dannbl .xlsx N .docx.

M, HakoHeL, BKJItOUEHa MoaaepXXKa pa3nyHbix Tunos gopmaTtos PDF. KomnaHuen Tenable
co3aaH obbeMHbIM aHanm3aTtop dannos dopmarta PDF, nssnekatrowmin HeobpaboTtaHHble
CTPOKM ANnsa cpaBHeHus. MNMonb3oBaTenu A0KHbl 3ab0TUTLCA TOSIBKO O TOM, Kakue AaHHble
OHM XOTAT HanTu B daine ¢popmata PDF.

COOBPAXEHUA NPOU3BOAUTENILHOCTHU

CyLiecTByeT HEeCKONIbKO KOMMPOMUCCOB, KOTOpble Ntobas opraHM3auns AO/HKHA YUYMTbIBaTb,
BHOCSI UBMEHEHMS B UCMOJIb3yeMble MO YMONYaHuUto paiinbl .audit M UCNbITbIBas UX Ha
pabounx ceTax:

Mouck Kaknx paclmpeHnii crnenyeT BbIMONHATL?
CKONbKO AaHHbIX criefyeT CKaHUMpoBaTb?

®ainbl .audit He TpebylOT K/IIOYEBOro C/10Ba max_size. B 3TOM cnyyae nporpamMmmHoe
obecneyeHne Nessus nbiTaeTcs n3Bnedb Gann LENMKOM U NMPOAOIKAET A0 TeX Nop, NoKa He
06HapyXuT coBnageHme c obpasyoM. Tak Kak 3TM dalifibl nepenatoTcs no ceTn, Npu
npoBeaeHUn ayamta cosgaetcs 6onblinii ceTteBon Tpadmk, YeM npu 06bIYHOM CKAHMPOBAHUM
WIn ayaute KOHpUrypaumu.

Mpn ynpasneHUn HECKONIbKMMU CKaHepaMn Nessus ¢ nomoLlbio KOHconun SecurityCenter
TpebyeTcsa nepeMelleHne AaHHbIX TOSIbKO OT CKaHMpPyeMOoro KoOMnbloTepa noj yrnpasieHneM
OC Windows Ao ckaHepa, BbINOJIHAOLWEro ayanT ySa3BMMOCTEN.

CMPABKA NO ®AUJNTAM NMPOBEPKU COOTBETCTBM A
KOHOUI'YPALIUUN OC CISCO 10S .AUDIT

B aTom paszpene onucbiBaetca dopmaT n dyHKUMK npoBepok cootBeTcTBmsa ansa OC Cisco
IOS, a Takxxe npmMBoAMTCSA 060CHOBAHME KaXXA0W HACTPOMKM.

i.} Ucnonb3oBaHue KaBbluek

OanHapHble n OBOWHbIE KaBblYKMK npn 3akKJto4YeHNn B HUX rnonemn ayanTa ABN4rTCA
B3anMMO3aMeHAEMbIMU, 3a UCKTIOHEHNEM CcneayrLWwnx AByX Clly4YaeB:

1. B NnpoBepKax COOTBETCTBUSA onepaunoHHon cuctembl Windows, ecnu
crneunanbHble nons, HanpuMmep CRLF 1 T. 4., A0/XHbI MHTEPNPETUPOBATbLCA
6yKBasfibHO, UCMOJIb3YNTE OAMHAPHbIE KaBbluku. JTlobble OKasaBLUMECS BHYTPU 3TUX
KaBblUeK Mosisl, KOTOPblE AO/KHbI MHTEPNPETUPOBATLCA Kak CTPOKU, cneayet
BblAENATb.

Hanpumep:
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expect: 'First line\r\nSecond line\r\nJdohn\'s Line'

2. [1BonHbIe KaBbluku TpebytoTcsa Npu ncnonb3oBaHnu nonen include_paths u
exclude_paths ayamnta WindowsFiles.

Mpu ncnonb3oBaHum B none nwboro Tuna (description, value_data, regex n 1. a.)
CTPOK, COAEepXallnxX OANHapHbIE UMW ABOMHbIE KaBbluKM, CYLLECTBYET ABa crnocoba
nx obpaboTku:

a. B kauecTBe Hapy>XHbIX KaBbl4EK MOXHO UCMOMb30BaTb KaBblYKU
NMPOTUBOMOJIOXXHOIO Thna.

Hanpumep:
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. MoXxHo BblAENATb BHYTPEHHME KAaBbIYKM C MOMOLLbIO 06paTHOM HaK/IOHHOM
yepTbl (TOIbKO ABOMHbIE KaBblUKN).

Hanpumep:

expect: "\"Text to be searched\""

TuUN NPOBEPKM

Bce npoeepkn cootBetctBusa anst OC Cisco I0S gonxHbl 3aKnto4aTbCa B Tern check _type 1
MMeTb 0603HaveHme Tnna Cisco. 9To0 HEOHBXO0AMMO AN TOro, YTo6bl MOXHO 6bI10 OT/INYATL
dannbl .audit, NpeAHa3Ha4YeHHble CNeunasabHO A1 CUCTEM NoA YNpaB/iEHUEM
onepaunoHHomn cmuctemsbl Cisco I10S, oT ayanToB COOTBETCTBUSA MHOIO TUMa.

Mpumep:
<check type:"Cisco">

B oTAnuune oT ayanToB COOTBETCTBMS APYrMX TUMOB, B J@aHHOM Cllydae AONOSIHUTENbHbIE
K/IloUEeBble C/I0Ba type unu version He noaaep>XMBakTCs.

KnIouYEBBLIE CNTOBA

B cneaytowen Tabnuue nokasaHo, Kak MoXeT 6bITb MCMONb30BaHO KaXxA0e K/IYeBOEe CNOBO
B npoBepkax cooTBeTcTBUA Cisco:

MpumMmep ncnonb3oBaHUA U Nnoaaep>KUBaeMble

KniouyeBoe c/noBo

napameTpbl

type CONFIG_CHECK, CONFIG_CHECK_NOT u
RANDOMNESS_CHECK

MpoBepka “CONFIG_CHECK” onpenensieT, CyLWecTBYET /n
YKa3aHHbI 3/1IEMEHT B pe3y/ibTaTaX BbIMNO/IHEHNS KOMaHAbI
«show config» onepaunoHHol cuctembl CISCO I0S. Takum xe
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o6pa3om npoBepka CONFIG_CHECK_NOT” onpenenset, He
CyLLeCTBYeT /In onpeAesieHHoro anemeHTa. Nposepka
RANDOMNESS_CHECK” ncnonb3yeTtcs Ans oCyLleCTBEHUS
MPOBEPKM CJ/TIOXHOCTU CTPOK (HanpuMmep, NpoBEPKKX Maponen).
Ecnn ykasaTb anemMeHT, KOoTopbin TpebyeTtca uckatb (C
NMOMOLLIbIO KJIIOYEBOIr0 C/1I0Ba regex), TO AaHHas nNpoBepka
Co0bLWMNT, ABNAETCS NN yKa3aHHas CTpoKa AOCTAaTOYHO
«MNpON3BOJSIbHOM>» (MMeeT A/IMHY HE MeHee BOCbMW CMMBOJIOB,
COAEPXWUT CUMBOJIbI BEPXHEFO PEerncrpa, HMXHero perncrpa,
Mo KpamHen mepe ogHy unMdpy M oaAnH cneunanbHbli
CUMBON).

i'z MapaMeTpbl MPOM3BOSILHOCTM B AAHHbIA MOMEHT He
s HacTpauBalTCcA.

description KntoueBoe cnoBo description No3BoNSET A06aBNATbL KpaTkoe
onncaHme BbINOIHSAEMOM NpoBepKn. HacToaTenbHO
pekoMeHayeTcsa obecneumBaTb YHMKANbHOCTb 3Ha4YeHMs Nons
description M OTCYTCTBME B pPa3HbIX NpOBEpPKax O4MHAKOBbIX
3Ha4vyeHMn B NONSAX description. [locTaBnseMoe KOMMNaHMen
Tenable nporpamMmmHoe obecneuernmne SecurityCenter
NCNONb3YET 3TO MoJsie AN aBTOMaTU4eCKoro reHepupoBaHus
YHUKANbHOro naeHTUMOMKaLMOHHOro HoMepa NoAKIYaeMoro
MoAy/d Ha OCHOBE 3Ha4YeHUA Nonsd description.

Mpumep:
description: "Forbid Remote Startup Configuration"

feature_set KntoyeBoe cnoBo feature_set aHaNIOrM4YHO KIHOYEBOMY C/IOBY
system B rnpoBepkax cootseTcTBma ana OC Unix u npoBepseT
Bepcuio Habopa dyHKUMN onepauymoHHon cuctembl Cisco I0S
n nnMbo NpoBOAUT pPE3YIbTUPYIOLLYIO NPOBEpPKY, N60
NponycKaeT NpOBEepKYy U3-3a HECOOTBETCTBUSA PEryisspHOMY
BbIpaXKeHM10. DTO MOMe3HO B TeX CNy4yasX, Koraa npoBepka
NPUMEHMMA TONIbKO K CUCTEMAM C KaKMM-TO KOHKPETHbIM
HabopoM yHKUNNA.

Mpumep:
<item>
type: CONFIG CHECK
description: "Version Check"
info: "SSH Access Control Check."
feature set: "K8" context:"line .*"
item:"access-class [0-9]+ in"
</item>

MpuBeaeHHas Bbile NpOBepKa 3anyCcTUT NpoBepkKy item
TONbKO B TOM Cny4ae, ecnu Bepcus Habopa dhyHKLUMI
COOTBETCTBYET YKa3aHHOMY perynsipHoMy Bbipa)keHuto: (K8)

B cnyyae HeBbINOAHEHUS NPOBEPKU BepCcuM Habopa dyHKUMi
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Ha 3KpaH 6YLl,eT BbIBEAEHA OUJI/I6Ka, aHasliorm4yHas
I'IpMBeLI,eHHOI;i HUXeE:

"Version Check" : [SKIPPED]
Test defined for the feature set 'K8' whereas we are
running C850-ADVSECURITYKO9-M

ios_version KnioueBoe cnoBo ios_version aHaNONMYHO K/HOYEBOMY C/IOBY
system B nposepkax cooretcTeus ans OC Unix n nposepset
Bepcuio onepaunoHHom cuctembl Cisco I0S n nmbo nposoanT
pe3ynbTUPYIOLY0 NPOBEPKY, NM60 NponycKaeT NMpoBEpPKY U3-
3a HECOOTBETCTBUSA PerysisspHOMY BblpaXK€HWUIO. DTO MONIE3HO B
Tex cry4yasix, Korga rnpopepka npuMeHMMa TOJIbKO K CUCTEMaM
noA ynpassieHMeM onepaumoHHOM cuctembl I0S Kakoi-To
onpeaeneHHom Bepcuu.

Mpumep:
<item>
type: CONFIG CHECK
description: "Version Check"
info: "SSH Access Control Check."
ios_version: "12\.[5-9]"
context:"line .*"
item:"access-class [0-9]+ in"
</item>

lMpuBeneHHas Bbile rNpoBepka 3anyCcTUT NpoBepKy item
TONIbKO B TOM CNy4yae, ec/iv BepCcus onepaumoHHON CUCTEMbI
IOS cooTBeTCTBYET YKa3aHHOMY perynsipHOMY Bblpa>eHUI0:
(12\.[5-9]).

B cnyyae HeBbinonHeHUs nposepku Bepcum OC IOS Ha skpaH
6yaeT BbiBeAeHa ownbkKa, aHanorMyHas npuBeAeHHON HUXe:

"Version Check" : [SKIPPED]
Test defined for 12.[5-9] whereas we are running
12.4(15)T10

info KntoueBoe cnoBo info no3sonsgeT nobasnate 6onee
noapobHoe onncaHue BbINOHAEMON NpoBepku. OCHOBaHUEM
AN NPOBEPKM MOXET CNYXWUTb HOpMaTMBHbIN akT, URL-aapec
C AONOJSIHUTENbHBIMW CBEAEHNAMN, KOPNOpPAaTUBHAs NONNTUKA
n npoyee. Bo3amoxxHo aobaBneHne HeCKONbKMX Nosien info Ha
OTAeNbHbIX CTPOKax, 4Tobbl obecrneunTs popMaTUpoBaHue
TekcTa B BuAe naparpada. Konmyectso nonemn info He
OrpaHu4eHo.

& Kaxabih Ter info AO/IXEH ObITb HAaNMCaH Ha

2 oTAeNbHON CcTpoke 6e3 nepeHocoB. Ecin
HeobXxo0aMMO HECKO/IbKO CTPOK (HanpuMmep, no
coobpaxeHunaMm dopmaTa), To cneayet 4ob6aBuUTb
AONOSIHNTENbHbIE TErn info.
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Mpumep:

info: "Verify at least one local user exists and
ensure”

info: “all locally defined user passwords are
protected”

info: “by encryption."

item KnioueBoe CNoBo item ONpeAenseT 3/1eMEHT KOHdUrypauumm B
pesy/sibTaTax BbINOSIHEHMS KOMaHabl show config, KoTopbii
HY>KHO MPOBEPUTb.

Mpumep:
item:"transport input ssh"

PerynsipHble Bblpa>XeHUs MOryT UCMO/Ib30BaTbCA BHYTPU 3TOr0
KJIl0YEBOro coBa Ans GunbTpaumm pesynibTaToB
conocTaBsieHns. JononHUTeNbHbIE CBEAEHUS O
(hyHKUMOHANbHbIX BO3MOXHOCTSIX K/HOYEBOI0 C/1I0Ba regex CM.
B OMMCaHUKN KOYEBOro CNOBa regex.

regex KniouyeBoe CnoBO regex MO3BOJIAET BbIMOJHATbL MOUCK
napamMeTpa 3/ieMeHTa KOHMbUrypaumm, CoOoTBETCTBYHOLEro
onpeaeneHHOMY perynsgapHoMy Bblipa)eHUIo.

Mpumep:

regex: "snmp-server community ([~ ]*) .*"

Cneaywuine cneuymanbHble CMMBO/bI TpebyOT 0cob0ro
obpaweHua: + \ * ()~

Ecnu TpebyeTcs, 4Tobbl OHWM MHTEPNPETUPOBAINUCH
6ykBanbHO, TO UX CneayeT ABaXAbl UCKIHOUYNUTbL C MOMOLLbIO
OBYX CMMBOJIOB 06paTHON HaknoHHOW YyepTbl (\\) nan
3aKN4YUTb B KBagpaTHble ckobku ([]). Apyrue cumMBonbl, Kak
nokasaHHble HUXe, ansg 6ykBanbHOW MHTepNpeTauun TpebytoT
TONIbKO OAHOM0 CMMBOJSI@ 06paTHOM HaK/IOHHOM YepThbl: . ? "'

D70 onpeaenseTcs NnopsakoM o6paboTKmM 3TUX CUMBOJIOB
KOMMUNATOPOM.

min_occurrences KntoueBoe CNoBO min_occurrences OMNpeaensaeT
MWHUMaJIbHOE KONYeCTBO C/lly4aeB O6Hapy>KEHVIFI
onpeaeneHHoro anemMeHTa KoHdurypaumm 4nsa ycnewHoro
MpOXOoXAEHNA ayaAnUTa.

Mpumep:

min occurrences:"3"

max occurrences KntoueBoe CNoBO max_occurrences OMNpeaesaeT
MaKCUManbHOE KONUYECTBO C/lydaeB ObHapyXeHus
onpeneneHHoro afeMeHTa KoHdUrypaumm 4nsa ycnewHoro
NpoXoXxaeHnqa ayaunTa.
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Mpumep:
max occurrences : "1"
required KntoueBoe cnoBo required NO3BONSAET yKa3aTb, 0653aTeNbHO

1IN Hanu4ymMe NpoBEPSIEMOro 3/1EMEHTA Ha yYAa/IeHHOM CucTeme.
Hanpumep, ecnn kno4veBoe C/I0BO required MMEET 3Ha4YeHue
NO, a Tmn nposepkn «CONFIG_CHECK», TO 3Ta npoBepka
nponaeT ycnewHo He3aBUCUMO OT TOro, CYLWeCcTBYeT /n
3/1eMeHT KoHburypaumnmn. C Apyroi CTOPOHbI, €C/N KII0YEBOMY
CNoBY required NpucBoeHO 3HayeHne YES, To npuBeneHHas
BblLLle NpOBepKa nporgeHa He byger.

Mpumep:
required: NO

context KntoyeBoe C/10BO context MOJIE3HO B TOM C/ly4yae, eciu
CYLLECTBYET HECKOJIbKO 3K3EMMMJISIPOB OMNpeaesIeHHOro
afieMeHTa KoHdurypaumm. Hanpumep, paccmoTpute
cnenyoLwyro KOHpUrypaumio :

line con O

no modem enable

line aux O

access-class 42 in
exec-timeout 10 O

no exec

line vty 0 4

exec—-timeout 2 0

password 7 15010X1C142222362G
transport input ssh

Ecnu Bbl XOTUTE NPOBEPUTL 3HAYEHNE KAKON-TO KOHKPETHOM
nocnegoBaTeNbHOW IMHUKU, TO NCNOSIb30BaHNE KJHOYEBOIO
CNnoBa item CO 3Ha4yeHueM line (nHuga) byaet
HEeAOCTaTOYHbIM, MOTOMY YTO CYLLECTBYET HECKOJIbKO Cny4YaeB
MCMonb30BaHMs 3HauyeHus line (nnHung). B cnydae
NCNONb30BaHNA KOYEBOIro C/I0BA context MOXHO
COCpPefoTOUNTLCS TONbKO Ha MHTEpPEeCYyLWeM 31eEMEHTE.
Hanpumep:

context: "con 0"

Bbl nonyunTe TONbKO CNEeAYOLNA 31EMEHT KOHMDUTrypaLum:

line con 0
no modem enable

PerynspHbie Bblpa>XeHUa MOryT MCMNOJSIb30BATbCA BHYTPU 3TOro
KJTIO4EBOIro cnoBa Angd (bVIJ'IpraLI,MVI PE3Y/IbTAaTOB
conocTtasneHus. [lononHuUTeNbHble CBEAEHUS O
dZ)YHKLl,I/IOHaJ'IbeIX BO3MOXHOCTAX K/IFOYEBOIo C/i0Ba regex CM.
B ONMMCaHNKN KNK4YEBOIro C/1I0Ba regex.
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MPUMEPbLI KOMAHAOHbLIX CTPOK

B 3TOM pasgene npuBoAATCS NpMMepbl pacnpoCTPaHEHHbIX ayANTOB, UCNOJSIb3YEMbIX OS5
NnpoBeAeHUS NPOBEPOK COOTBETCTBUS cucTeM noa ynpasneHmneMm OC Cisco I0S. [I1BONYHbIN
¢ain KoOMaHAHOM CTPOKM nasl UCMNOMb3YETCS B Ka4yecTBe cpeacTBa 415 6bICTporo ncnbiTaHus
ayauToB Ha xoay. Kaxkabli nokasaHHbIN HuXe dann .audit MOXHO JIErKO BKJIKOYNTL B
nonnTnkun ckaHepa Nessus. OgHako ans 6bICTPO NPOBEPKU OAHOMN CUCTEMbI BbIMOSIHEHME
TecToB B KOMaHAHON cTpoke 6onee apdhekTMBHO. KoMaHaa, KOTOpyo Mbl Byaem Kaxabin pa3
BbINMONHATb M3 KaTanora /opt/nessus/bin, 6yaeTt cneaytowen:

# ./nasl -t <IP>
/opt/nessus/lib/nessus/plugins/cisco_compliance_check.nbin

3necb <IP> — 310 IP-aAgpec cucTteMbl, ayauT KOTOPOM NpOBOAUTCS.

3anpalwmBaeTcsa naposb enable:

Which file contains your security policy ? cisco_test.audit
SSH login to connect with : admin

How do you want to authenticate ? (key or password) [password]
SSH password

Enter the 'enable' password to use

Ob6paTtutech k agMuHuctpatopy OC Cisco, 4Tobbl NONYYMUTb NpaBuibHble NapaMeTpbl BXoAa
enable.

lNpumep 1: nouck onpedesneHHoz2o cnucka SNMP ACL

Hwxe npueeneH npocton dann .audit, BbIMNOJHAOWMN NOUCK OnpeaeneHHOoro
3anpewatuwero Tpadpuk (deny) cnucka SNMP ACL. Ecnum cnucka He HangeHo, TO 3TOT ayauT
BblAACT coobLleHne 0 HeyaayHoM nonbiTKe. 3Ta npoBepka 6yaeT BbINOSIHEHA TO/IbKO B TOM
cnyyae, ecnu Bepcus I0S MaplpyTusaTtopa COBNaAaeT € YKa3aHHON C MOMOLLbIO
perynsipHoro BblpaxeHus. MHave npoBepka 6yaeT nponyLieHa.

<check type: "Cisco">

<item>
Type : CONFIG_CHECK
Description : "Require a Defined SNMP ACL"
info : "Verify a defined simple network management protocol (SNMP)
access control list (ACL) exists with rules for restricting SNMP
access to the device."
ios version : "12\.[4-9]"
item :"deny ip any any"
</item>

</check type>

Mpw BbIMOSIHEHMMN 3TOM KOMaHAbl OT COOTBETCTBYHOLEN TpeboBaHMAM CUCTEMbI OXMAAETCS
cneayowmn pesynbTaT:
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"Require a Defined SNMP ACL" : [PASSED]

Verify a defined simple network management protocol (SNMP) access control
list (ACL) exists with rules for restricting SNMP access to the
device.

3aKOHUYMBLUMICSA OWLINOKONM ayauT NpUBEAET K CneaylowemMy pesynbTtaTty:

"Require a Defined SNMP ACL" : [FAILED]

Verify a defined simple network management protocol (SNMP) access control
list (ACL) exists with rules for restricting SNMP access to the
device.

- error message: deny ip any any not found in the configuration file

B sTOM cnyyae npoBepka 6binia Heyaa4yHon, MOTOMY YTO Mbl MCKanu npasunao deny ip n He
HaLM HY OLHOrO.

lNMpumep 2: nposepka moz2o, Ymo cnyx6ba finger omknroyeHa

Huxe npuBeneH TEKCT NPOCTOro garna .audit, BbINOAHAOWEro NoMcKk HebesonacHomn
cnyx6bl finger Ha yAasieHHOM MapuipyTm3aTope. OTa nposepka 6yaeT BbiMoSIHEHA TOMbKO B
TOoM cnydae, ecnun Bepcusa 10S MapwpyTmsaTtopa COBNagaeT C YKa3aHHOW C MOMOLLbIO

perynspHoro BbipaxeHus. MHadye npoBepka byaet nponyuweHa. Ecnu cnyxba He byaeTt
HanaeHa, TO 3TOT ayauT BblAacT coobuleHe 0 Heyaa4yHOW MOonbITKE.

<check type: "Cisco">

<item>
type : CONFIG_CHECK NOT
description : "Forbid Finger Service"
ios version : "12\.[4-9]"
info : "Disable finger server."
item : "(iplservice) finger"
</item>

</check type>

Mpu BbINOSIHEHMUM 3TO KOMaHbl OT COOTBETCTBYIOLLEN TPe6OBaHNAM CUCTEMbI OXKMUIAETCS
cnepyowmini pesynbTaT:

"Forbid Finger Service" : [PASSED]

Disable finger server.

3aKOHUYMBLUMACS OWMOKON ayauT NpuUBEAET K CneayoweMy pesynbTaTy:

"Forbid Finger Service" : [FAILED]
Disable finger server.
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- error message:
The following configuration line is set:
ip finger <----

Policy value:
(ipl|service) finger

lNMpumep 3: Nnposepka NPou380/IbHOCMU, 8bINOJIHAeMasi, Ymobbi y6edumbcsi, Ymo
cmpoku docmyna u cpedcmea KoHmpoJsisi docmyna rnnpomokosia SNVP
docmamoYHO NpPou3e8osibHbIe

Huxxe npuBeaeH TeKCT NpocToro darna .audit, BbIMOMHAKOWErO NOUCK CTPOK AOCTYyNa
SNMP, koTopble HeAOCTaTOYHO NPOU3BOAbHbLI. ECNK HalaeHa cTpoka A0CTyna, KoTopas
HeJOoCTaTOYHO MPOM3BOJIbHA, TO ayAMT BbIBEAET Ha 3KpaH cooblueHne 0 TOM, YTO NpoBepKa
He npolaeHa. Tak kak napameTtp required umeet 3HauyeHne NO, npoBepka 6yaeT ycnewHo
BbIMOJIHEHA, €ClIN HWU OAHOWM CTPOKM AOCTyMNa Snmp-server He CylecTByeT. OTa npoBepka
6yneT BbiNOSIHEHA TOJSIBKO B TOM C/lyyae, eCiiv MapupyTusaTop Ucrnonb3yeTt Habop pyHKUMIA:
«K9». MHaue npoBepka H6yaeT nponyLieHa

<check type: "Cisco">

<item>
type : RANDOMNESS CHECK
description : "Require Authorized Read SNMP Community Strings and Access
Control"
info : "Verify an authorized community string and access control
is configured to restrict read access to the device."
feature set : "K9"
regex : "snmp-server community ([" ]*) .*"
required : NO
</item>

</check type>

Mpu BbINOSIHEHMM 3TO KOMaHbl OT COOTBETCTBYIOLLEN TPe6OBaHNAM CUCTEMbI OXKMUAAETCS
cnenyowmini pesynbTaT:

"Require Authorized Read SNMP Community Strings and Access Control"
[PASSED]

Verify an authorized community string and access control is configured to
restrict read access to the device.

3aKOHUMBLUNICS OWMOKOW ayauT NPpUBEAET K CleAyloWweMy pe3ynbTaTy:

"Require Authorized Read SNMP Community Strings and Access Control"
[FAILED]

Verify an authorized community string and access control is configured to
restrict read access to the device.
- error message:
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The following configuration line does not contain a token deemed random
enough:
snmp-server community foobar RO

The following configuration line does not contain a token deemed random
enough:
snmp-server community public RO

B npuBegeHHOM Bbilwe cny4dae 6b110 gBe cTpoku: foobar n public, koTopble coaepxaTt
HeAOCTaTO4YHO MPOM3BOJIbHbIE NIEKCEMbI N, CNef0BaTENbHO, HE NMPOXOAST NPOBEPKY.

lNMpumep 4: KOHMeKcmMHasi npoeepka KOHmMpoJsist docmyna SSH

Huxe npuBeneH npocton dann .audit, BbIMOJHSAOWMIN MONCK BCEX INIEMEHTOB
KoHdurypaumm line ¢ noMoLLbIO K/IKOYEBOrO C/I0Ba context U CpaBHEHME C regex, YTOObI
ybeaontbcsl, 4To KOHTpOb gocTyna SSH ycraHoBneH.

<check type: "Cisco">

<item>
type :CONFIG CHECK
description :"Require SSH Access Control"
info :" Verify that management access to the device is restricted
on all VTY lines."
context :"line .*"
item :"access-class [0-9]+ in"</item>

</check_ type>

Mpw BbINOSIHEHUWN 3TOI KOMaHAbl OT COOTBETCTBYIOLLEN TPe6OBaHMAM CUCTEMbI OXUAAETCS
cnenyowmini pesynbTaT:

"Require SSH Access Control" : [PASSED]

Verify that management access to the device is restricted on all VTY
lines.

3aKOHUYMBLUMACA OWMOKON ayauT NpUBEAET K cneaylLweMmy pesynbraTy:

"Require SSH Access Control" : [FAILED]

Verify that management access to the device is restricted on all VTY
lines.

- error message:

The following configuration is set:
line con O

exec-timeout 5 0

no modem enable

Missing configuration: access-class [0-9]+ in
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The following configuration is set:
line vty 0 4

exec-timeout 5 0

password 7 15010A1C142222362D
transport input ssh

Missing configuration: access-class [0-9]+ in

B npvBeaeHHOM Bbilwe npuMepe 6bl10 ABE CTPOKM, COOTBETCTBYIOLWME 3a4aHHOMY B Mosie
context peryasipHOMy BbIpaXKeHWUIO line .*. Tak Kak HW OA4Ha CTpoKa He BK/oYara
perynsipHoe BblpaXeHue item, pe3ys/ibTaTOM BbINOSIHEHMS AAHHOrO ayauTa 6yaeTt coobuieHne
FAILED (Heynaua).

YcnoBusa
B nonutuke ayamta Cisco MOXHO onpeaenuTb IOrMKy if/then/else. 3TO NO3BONSET

KOHEYHOMY MOJZIb30BATENIO B C/lydae YyCrnewHOoro npoxoxXageHna ayanta Bo3BpallaTb
npeaynpexaatwuiee coobuieHne, a He coobuweHme Tuna «NpPoMNaEHO» UNN «Heydada».

CUHTaKCUC BbINOSIHEHUS YCIOBUIA CNeayowmii:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
</if>

Mpumep:

<if>
<condition type:"AND">
<item>
type:CONFIG CHECK
description:"Forbid Auxiliary Port"
info:"Verify the EXEC process is disabled on the auxiliary (aux) port."
context:"line aux "
item:"no exec"
</item>
<item>
type:CONFIG CHECK NOT
description:"Forbid Auxiliary Port"
info:"Verify the EXEC process is disabled on the auxiliary (aux) port."
context:"line aux "
item:"transport input [*n]["0]?["n]?["e]?$"
</item>
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</condition>
<then>
<report type:"PASSED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</then>
<else>
<report type:"FAILED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</else>
</if>

BbInosHeHO ycnoBMe naun HeT, B 3TOM OTYeTe HMKOrAa He oTobpa)kaeTcs, NOTOMY YTO 3TO
«LTUXas» npoBepka.

Ycnosus MOryT 6bITb TMNA and NMb0 or.

CMNMPABKA NO ®AUJNTAM NPOBEPKU COOTBETCTBUA
KOHOUINYPALMU BA3bl JAHHBIX .AUDIT

B aTOM pa3aene onucbiBaeTcsa GopMaTt U PyHKLMN NPOBEPOK COOTBETCTBMUSA A5 6a3 AaHHbIX,
a TakXe npuBoANTCS 060CHOBaHWE KaXao0n HAaCTPOMKMU.

i": Ucnonb3oBaHMe KaBblueK

O,D,VIHaprIe M ABOMHbIE KaBbl4YKU npn 3akKJto4YeHNn B HUX rnonemn ayanTa aBNA0TCA
B3aMMO3aMEHAEMbIMU, 3a UCKNTIOHEHNEM CneayroLWwmnx AByX Cly4YaeB:

1. B npoBepkax COOTBETCTBUSA onepaunoHHOMN cuctembl Windows, ecnun
cneumnanbHblie nons, HanpuMep CRLF v T. 4., AO/MKHbI MHTEPNPETUPOBATLCA
6yKBanbHO, NCMONb3YNTE OAUHAPHbIE KaBblYKKW. JTlobble OKa3aBLUIMeCs BHYTPU 3TUX
KaBblYEK MOSS, KOTOPbIE AO/KHbI MHTEPNPETUPOBATLCA KakK CTPOKKU, cneayeTt
BblAENATD.

Hanpumep:
expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. [1BOMHble KaBbluky TpebyloTcsa Npu ncnonb3oBaHuu nonen include_paths u
exclude_paths ayamnta WindowsFiles.

Mpu ncnonb3oBaHum B none nwboro Tuna (description, value_data, regex n 1. 4.)
CTPOK, COoAepXalmX OAMHAPHbIE UIN ABOMHbIE KaBbl4YKWN, CYLLECTBYeT ABa crnocoba
nx obpaboTku:

a. B kauecTBe Hapy>XHbIX KaBbl4€K MOXXHO MUCMOJ1b30BaTb KaBblYKU
NMPOTUBOMOJIOXHOIO Thna.
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Hanpumep:
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. MoxHo BblAENATb BHYTPEHHME KaBbIYKM C MOMOLLBbIO 06paTHOM HAaK/IOHHOM
yepTbl (TONIbKO ABOWHbIE KaBblUKK).

Hanpumep:

expect: "\"Text to be searched\""

Twvn NPOBEPKU

Bce nposepku cooTBeTCTBMSA 6a3bl AaHHbIX AO/KHbI 3aKN04aTbCA B Tern check type U
nMeTb 0603HaveHme Tmna Database. 310 HeobxoaMMO Ansa Toro, YTo6bl MMEeTb BO3MOXHOCTb
oTnnyaThb annbl .audit, NpeaHa3HayYeHHble CNeunanbHo Ans 6a3 AaHHbIX, OT ayAUTOB
COOTBETCTBUA MHOro tuna. lNone check_type Tpe6yeT Hannyna AByX AOMNONHUTENbHbIX
napamMeTpoB:

db_type

version

Bo3MOXHO npoBegeHNE ayanTa 6a3 gaHHbIX B TOM 4yucne cneayruwnx TmMnos:

SQLServer
Oracle
MySQL
PostgreSQL
DB2
Informix

MapaMeTp version B HacCTosllee BpeMs BCerga UMeeT 3HaueHue «1»,
Mpumep:

<check_type: "Database" db_type:"SQLServer" version:"1l">

KNIOUYEBBLIE CITOBA

B cnegyowen Tabnumue nokasaHo, Kak MOXeT 6bITb MCNOJIb30BAHO KaXAoe KK4veBoe Cl10BO
B MpoBepKax COOTBETCTBUA 6a3 AaHHbIX:

npumep MCnoJZib30BaHUA U noaaep>xmBaembie

KnrouyeBoe cnoBo

napamMeTpbl
type SQL_POLICY
description OTOo K/OYEeBOE CNOBO NO3BOSsieT A06aBNATL KpaTKoe

onncaHme BbINOHSAEMO npoBepkun. HactoaTenbHO
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pekoMeHayeTcs obecneymBaTb YHMKANbHOCTb 3HAa4YeHMs NoNS
description M OTCYTCTBME B Pa3HbIX NpOBEPKaxX OANHAKOBbIX
3Ha4YeHuM B Nose onucanus. NporpamMmHoe obecnedeHne
SecurityCenter komnaHun Tenable ncnonb3syet 310 None ans
aBTOMaTU4YeCKOro reHepupoBaHmMsa YHUKaNbHOIO
MAEHTUPMKALMOHHOINO HOMepa MoAKIOYAEMOro MOAY NS Ha
OCHOBE 3HAQ4YeHUd Monda description.

Mpumep:
description: "DBMS Password Complexity"

info OTO K/IOYEBOE C/I0BO MCMonb3yeTcs ans nobasneHuns 6onee
noapobHOro oNMcaHMs BbINOJIHSIEMON NMPOBEPKMK, HaANpuUMep,
cBeAeHui o HopMmaTmeHOM akTe, URL-aapece, KopnopaTuBHOM
NOAUTUKE NAN NHON NpUYMHe ee HeobxoaMMocTn. Bo3MOXXHO
AobaBneHne HeCKoNbKMX Nonen info Ha OTAEbHbIX CTPOKAX,
yTob6blI 06EecneuYnTb hopMaTMpOBaHUE TEKCTa B Buae
naparpada. Konnyectso nonen info He OrpaHMYeHo.

Mpumep:

info: "Checking that \"password complexity\"
requirements are enforced for systems using SQL
Server authentication."

sql_request DTO K/OYEBOE C/I0BO UCMOMb3YETCA AN onpeaeneHms
(hakTnyeckoro 3anpoca SQL, nepeaaBaeMoro 6ase AaHHbIX.
3anpalumBaTbCs M BO3BpaLLaTbCs 3aMpocoM SQL MOryT
MacCCMBbI J@HHbIX, ANS Yyero TpebyeTcs 3anpallMBaeMble U
BO3BpallaeMble 3HaUYeHWNs pa3aenaTb 3ansaTbiMu.

Mpumep:

sql request: "select name from sys.sgl logins where

type = 'S' and is policy checked <> '1'"

Mpumep:

sgql request: "select name, value in use from

sys.configurations where name = 'clr enabled'"
sql_types DTO KNOYEBOE C/I0BO MOXET UMETb [IBa 3HAYEHUA:

POLICY_ VARCHAR M POLICY INTEGER. Mlcnonb3ynte Tun
POLICY INTEGER /J1f YMCNOBbIX 3Ha4yeHun ot 0 Ao
2147483647, a Tn POLICY_ VARCHAR /[/15 BO3BpalllaeMblX
3Ha4vyeHun Nbbix Apyrmx TUNOB.

Mpumep:
sql types: POLICY VARCHAR

Mpumep:
sql types: POLICY VARCHAR,POLICY INTEGER

I'IpM HaJIM4nn HECKOJIbKUX BO3BpalllaEMbIX 3/1IEMEHTOB
3Ha4yeHune B none sql_types AO0/DKHO UMETH (bOpMaT CMnckKa
pa3aeneHHbIX 3anAaTbiMU 3HaLIEHVIl7I, no3BondaoLwero
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NPUHUMATb TUMbl AAHHbIX KaXA0ro Bo3BpallaeMoro 6a3oi
AaHHbIX SQL pe3ysbTaTta. B npuBeneHHOM Bbilwe npuMepe
nepBoe 3HaUYeHMe, NoJlyYaeMoe B pe3y/bTaTe BbIMOJIHEHUSA
3anpoca SQL, MUMeeT TUN varchar, a BTOpoOe BO3BpallaeMoe
3HauYeHne ABNSETCS LEbIM YNCIIOM.

sql_expect DTO K/OUYEBOE C/I0BO UCMOJb3YETCA A8 onpeaeneHus
0XMAAeMOro BO3BpaLlaeMoro no 3anpocy SQL 3HaYeHMS.
Mo>keT noTpe6oBaTbCA TOYHOE 3HaYEHME, BK/IOUYas NULL U 0.
Kpome Toro, ans 3HayeHuit Tuna POLICY VARCHAR sql_types
MOryT Tpe60oBaTbCA PErynspHbIE BblpaXeHUs.

Mpumep:

sgl expect: regex:"".+Failure" || regex:"".+ALL"
Mpumep:

sql expect: NULL

Mpumep:

sql expect: 0 [[| "O"

[ns Bo3BpawaeMblX Leno4YNCIEHHbIX 3HAUYEeHW ABOMHbIE
KaBblUKM SIBNSIOTCS HE06s13aTeNbHbIMU.

Mpumep:
sql expect: "clr enabled",0

Mo 3anpocy SQL MOXEeT BO3BpalLaTbCs MAacCMB AaHHbIX,
KOTOpbIl BK/OYAETCs B Nnosie sql_expect B opmaTe
pasaeneHHoro 3anaTbiMK CAKUCKa.

NMPUMEPbLI KOMAHAOHbLIX CTPOK

B aTOM pasgene npuBoAATCS NpMMepbl paCNpoOCTPaHEHHbIX ayANTOB, UCMNOJIb3YEMbIX A5
npoBeaeHUs MPOBEPOK COOTBETCTBUA 6a3 AaHHbIX. [IBONYHbIN hann KOMaHAHON CTPOKU nasl
NCNONb3YyeTCs B KayecTBe CpeacTBa A5 6bICTpOro ncnbiTaHna ayamToB Ha xoay. Kaxabin
NOKasaHHbIM HUXe pann .audit MOXHO SIErKO BK/IIOUYUTbL B MOSUTUKM CKaHMpOoBaHua Nessus
4 nnn SecurityCenter. OgHako ansl 6bICTPOV NPOBEPKN OAHOM CUCTEMbI BbIMOSIHEHNE TECTOB
B KOMaHAHOW cTpoke 6onee adhdekTneHo. KomaHaa, KOTOPYO Mbl ByAeM Kaxablin pas
BbINONHATb M3 KaTanora /opt/nessus/bin, 6yaeTt cneaytowlein:

# ./nasl -t <IP>
/opt/nessus/lib/nessus/plugins/database_compliance_check.nbin

3pecb <IP> — 370 IP-agpec cucTeMbl, ayauT KOTOPOM NPOBOAMUTCS.
B 3aBMcMMOCTM OT TMMNa NpoBepsemMol 6a3bl AaHHbIX MOMYT 3anpalwimMBaTbCs Apyrue

napameTpbl, KpoMe ncnosablyemoro danna aygmta. Hanpumep, ayautol Oracle 3anpawwusatoT
naeHTndmkaTop 6esonacHoctm (SID) 6a3bl gaHHbIX 1 TMN Bxoaa Oracle:

Which file contains your security policy : oracle.audit
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login : admin

Password

Database type: ORACLE (0), SQL Server(l), MySQL(2), DB2(3),
Informix/DRDA (4), PostgreSQL (5)

type : O

sid: oracle

Oracle login type: NORMAL (0), SYSOPER (1), SYSDBA (2)

type: 2

MpaBWibHblE NapaMeTpbl BXxoAa Ans 6a3bl AaHHbIX y3HaBaWTe y CBOEro aAMmMHUCTpaTopa 6as
OaHHbIX.

lNMpumep 1: nouck pekeusumoe exoda 6e3 dambl OKOH4YaHUsI CpoKa delicmeausi
Huxe npuBeneH npocton dann .audit, BbIMOJHSAOWMINA NONCK PEKBU3NTOB BXOAa CcepBepa
SQL Server, KOTOpble HE MMEKT AaTbl OKOHYaHUSA Cpoka aencTeus. MNpn obHapyXeHnn Taknx
PEKBM3NTOB ayauT BblaaeT coobuieHmne 06 owmnbke M nokasbiBaeT HECOOTBETCTBYOLWME
YCT@HOBJIEHHbIM TPE60OBAHUAM PEKBU3UTBI.

<check type: "Database" db_ type:"SQLServer" version:"1">
<group policy: "Login expiration check">
<custom item>

type: SQL POLICY

description: "Login expiration check"

info: "Database logins with no expiration date pose a security threat.
sgl request: "select name from sys.sgl logins where type = 'S' and

is expiration checked = 0"

sql types: POLICY VARCHAR

sql expect: NULL

</custom_ item>

</group_ policy>

</check type>

Mpu BbINOSIHEHMUM 3TOM KOMaHbl OT COOTBETCTBYIOLLEN TPe6OBaHNAM CUCTEMbI OXKMUAAETCS
cnenyowmini pesynbTaT:

"Login expiration check": [PASSED]

YcTaHaBnnBaeMsble Tpe6OBaHVIFI 06blyHO npeanonarakoT 065a3aTeNbHOCTb HaN4mA Y
peKBU3NTOB BXOAa 6a3bl AaHHbIX AaTbl OKOHYaHUSA NX CpoOKa OEeNCTBUA.

3aKOHUYMBLUMNCA OWIMOKOM ayauT NpUBEAET K CneayoLWeMy pesynbTaTy:

"Login expiration check": [FAILED]

Database logins with no expiration date pose a security threat.
Remote value:

"distributor admin"

Policy value:
NULL
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DTOT pe3ynbTaT NMokasbiBaeT, YTo yyeTHas 3anuck distributor_admin He nmeeT 3agaHHOro
OKOHYaHUS CpoKa AencTBus n TpebyeT NpoBepKM COOTBETCTBUS NOAUTUKE 6€30MacHOCTHU
CUCTEMBI.

lMpumep 2: npoeepka KIIFOYEHHO20 COCMOSIHUSI Hepa3peweHHoU XpaHumMou
npouedypbi

OTOT ayaAuT NpoOBepPSseT, BKOUEHA NI XpaHuMasa npoueaypa «SQL Mail XPs». XpaHuMblie 3a
npeaenamum 6a3bl AaHHbIX Npoueaypbl MOTyT NpeAcCTaBiATb ANA HEKOTOPbIX CUCTEM Yyrposy
6e30MacHOCTM M YacTo TPeBYHOT OTKHOYEHUS.

<check type: "Database" db_type:"SQLServer" version:"1">
<group policy: "Unauthorized stored procedure check">
<custom item>

type: SQL POLICY

description: "SQL Mail XPs external stored procedure check"
info: "Checking whether SQL Mail XPs is disabled. "
sql request: "select value in use from sys.configurations where name =

'SQL Mail XPs'"
sql types: POLICY INTEGER
sgl expect: 0
</custom item>
</group policy>
</check type>

MpuBeaeHHas Bbille NpOBEepKa BO3BpaLlAeT pe3ynbTaT yCnewHoro BbinoaHeHus (Passed),
ecnu xpaHuMas npoueaypa «SQL Mail XPs» oTkntoyeHa (value_in_use = 0). MHaue
BO3BpallaeMbIii pe3yabTaT BbiNOAHEHUS 6yaeT oTpuuartenbHbiM (Failed).

lNMpumep 3: npoeepka cocmosiHusi 6a3bl OaHHbLIX C pe3yJibmamamMu CMeWwaHHOo20
muna sql_types

B HEKOTOPbIX Cy4adaXx Anga COOTBETCTBUA 3aMpoOCOB 6a3bl AaHHbIX YCTAHOB/1EHHbIM
TpGﬁOBaHMFIM HeO6XO£I,VIMO, yTOb6bI ANna pe3ynbTatoB, BK/OYAKOLWKMX AaHHblE pa3HOro Tmna,
MCNOJ1Ib30BalNUCb pa3yinyHble 3anpocChbl. anBe,D,eHHbIVI HW>XXe ayaAuT CMelnBaeT pa3/inyHblie
TUNbl AaHHbIX N NOKAa3blBaA€T, KaK pE3y/ibTaT MOXET 6bITb npoaHannsanpoBaH.

<check type: "Database" db_ type:"SQLServer" version:"1">
<group policy: "Mixed result type check">
<custom item>
type: SQL POLICY
description: "Mixed result type check"
info: "Checking values for the master database."
sgl request: " select database id,user access desc,is read only from
sys.databases where is trustworthy on=0 and name = 'master'"
sgl types: POLICY INTEGER,POLICY VARCHAR,POLICY INTEGER
sql expect: 1,MULTI USER,O0
</custom item>
</group policy>
</check_type>

O6paTtuTte BHUMaHWe, 4TO 3HaUYeHUs nonen sql_request, sql_types U sql_expect
pa3aenieHbl 3ansaTbIMU,
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ycnoBus

B nonutuke ansa 6a3 gaHHbIX MOXHO onpeaennTb Noruky if/then/else. DTO NO3BONSET
KOHEYHOMY MOJIb30BaTesl0 B C/ly4ae yCrneLwHoro npoxoXaeHs ayanta Bo3BpawaTbh
npegynpexaatwuiee coobueHne, a He coobuleHne Tuna «NpornageHO» NN «Heyaada».

CMHTaKCUC BbINOJIHEHUS YCIOBUIA CNeayowmii:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
</if>

Mpumep:

<if>

<condition type : "or">
<custom item>
type: SQL POLICY

description: "clr enabled option"
info: "Is CLR enabled?"
sgl request: "select value in use from sys.configurations where name =

'clr enabled'"
sgl types: POLICY INTEGER
sgql expect: "O"
</custom item>
</condition>

<then>
<custom item>
type: SQL POLICY

description: "clr enabled option"
info: "CLR is disabled?"
sql request: "select value in use from sys.configurations where name =

'clr enabled'"
sql types: POLICY INTEGER
sgl expect: "O"
</custom item>

</then>

<else>

<report type: "WARNING">
description: "clr enabled option"

info: "CLR(Command Language Runtime objects) is enabled"
info: "Check system policy to confirm CLR requirements."
</report>
</else>
</if>
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BbINOMHEHO yC/OBUE UK HET, B 3TOM OTYeTe HUKOraa He 0T06pa>|<aeTc;1, MOTOMY 4TO 3TO
«TUXada>» npoBepka.

Ycnosusa moryT 6biTb TMNa and Nmbo or.

CMNPABKA NO ®AUJIAM NMPOBEPKU COOTBETCTBUA
KOHO®UIYPALIUUN OC UNIX .AUDIT

B sTOM pasgene onucbIBalTCA NMPOBEPKN COOTBETCTBUS BCTPOEHHbIX PyHKUmn OC Unix, a
TakXxe NnpnBoaAnTCcs 060CHOBaHME KaXaAoW HaCTPOMKMN.

VAN

Ncnonb3oBaHue KaBblueK

OavHapHble n ABOWHbIE KaBblYKM npun 3aKTIOYEHNN B HUX nonen ayanTa ABNAKTCA
B3anMO3aMeHAEMbIMU, 3a UCKTIOHEHNEM CneayrLWwnx ABYyX Clly4YaeB.:

1. B npoBepkax COOTBETCTBUSA onepaunoHHoin cuctembl Windows, ecnm
crieunanbHble nons, HanpuMmep CRLF v T. 4., AOMKHbI MHTEPNPETUPOBATLCS
6yKBasibHO, UCNOJMb3YITE OAMHAPHbIE KaBbluku. JTlobble OKa3aBLIMECS BHYTPU 3TUX
KaBblYeK MOJIS, KOTOPbIE AO/MKHbI MHTEPNPETUPOBATLCA Kak CTPOKKU, cneayeTt
BblAENATD.

Hanpumep:
expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. [1BOMHbIE KaBbl4YKM TPebYIOTCS NpU ncnonb3oBaHun nonemn include_paths un
exclude_paths ayanta WindowsFiles.

Mpu ncnonb3oBaHum B none nwboro Tuna (description, value_data, regex n 1. 4.)
CTPOK, COAep>XallnxX OANHaApPHbIE NNU ABOMHbIE KaBbl4yKM, CYLLECTBYET ABa cnocoba
nx obpaboTku:

a. B kavecTtBe HapPY>XHbIX KaBbl4EK MOXXHO UCMOJ/Ib30BaTb KaBbl4YKK
NMPOTUBOMOJIOXHOIO TUna.

Hanpumep:
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. MoXxHoO BblAENATb BHYTPEHHMNE KaBbIUKWN C MOMOLLbIO 06paTHON HaK/TOHHOM
yepTbl (TObKO ABONHbIE KaBblUKN).

Hanpumep:

expect: "\"Text to be searched\""

TWUN NPOBEPKMU
Bce npoBepku cooteeTcTBMUA AN OC Unix AO/MKHBI 3aK104aTbCs B Tern check type” U
nMeTb o603HauYeHne Tuna Unix. B npunoxernn A NpuBeAeEH NpUMeEp NPOBEPKN COOTBETCTBUS
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ans OC Unix, HauMHalowuincsa ¢ napameTpa check_type, MMeloLWero 3HayeHne «Unix» u
3aKaH4YMBaloLWEroca TeroM </check_type>.

3To Heob6x0AMMO A8 TOro, YTo6bl MOXHO 6bIJ1I0 OT/IMYATL dannbl .audit, NpeaHa3HauYeHHble
ans ayamta cootBetcTtBua OC Windows (Mnu gpyrux nnatdopm).

KNIOUYEBBLIE CITOBA

B cnegyowen Tabnmue nokasaHo, Kak MOXET 6bITb MCNOJIb30BAHO Ka)Aoe KAK4YeBOe C/I0BO
B nNpoBepKax cooTBeTcTBmnsa Unix.

MpuMmep UCcNosib30BaHUA U NoAAEP>KUBaEMble

KnrouyeBoe cnoBo
napamMeTpbl

attr DTO K/IIOUYEBOE C/I0BO UCMOJIb3YETCSH B COBOKYMHOCTU C
nposepkamu Tunoe FILE_ CHECK n FILE_ CHECK_NOT ans
npoeBeaeHus ayamta atpmbyTtoB danna, CBA3aHHbIX C KaKUM-
nmbo daiinoM. NoapobHble cBeAEHUS O HAacTpolike aTpnbyToB
dannoB CM. Ha CTpaHMLE CNpaBoYHMKa Man, NOCBSALLEHHOMN
chattr(1).

comment OTo none ucnonb3yertcs ans nobaBneHns AONONHUTENbHON
MHpOpMauKnn, KoTopas He nomewaeTca B none description.

Mpumep:
comment: (CWD - Current working directory)
description ITO K/IOUYEBOE C/I0BO COAEPXUT KPAaTKOE OMnucaHue

BbIMNOJSIHAEMON NpoBepKkK. PekoMmeHayeTcs obecneumBaTb
YHWUKaNIbHOCTb 3HA4YeHUS Nonsa description M OTCYTCTBME B
pa3HbIX NpoOBEepKax OANHAKOBbIX 3HAYEHWI B NOJIe ONUCaHUS.
MocTtaBnsemoe komnaHmen Tenable nporpamMmHoe
obecneuveHune SecurityCenter ncnonb3syet 370 none ans
aBTOMaTU4YeCKOro reHepupoBaHNA YHUKANbHOIO
MAEHTUPUKALMOHHOIO HOMEpPa NOAK/IOYAEMOro MOAY S Ha
OCHOBE 3Ha4eHUs Nong description.

Mpumep:
description: "Permission and ownership check for
/etc/at.allow"

dont_echo_cmd ITO K/IOYEBOE C/TI0BO UCMOJb3YETCSA C ayANTOPCKUMMU
nposepkamMu cootBeTcTBUA CMD_EXEC (BbINnO/IHEHNE KOMaHA)
ans OC Unix 1 ykasblBaeT Ha TO, YTO ayaAuUT He AOSIKEH
BbIBOAMTbL (haKTUUeCcKne KoMaHAabl, BbINOJHAEMbIE NMPOBEPKOMN.
OTo6paxatoTcs TONbKO pe3ynbTaTbl BbIMOJIHEHUS KOMaHA,.

Mpumep:
dont_echo_cmd: YES

except DTO KJIl0YEeBOe C/I0BO UCMNONb3YeTCHa AN UCKNYEHUS
onpeaeneHHbIX noab3oBatenen, cnyx6 n dannos us
NpoOBEPKMU.
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Mpumep:
except: "guest"

Bo3Mo)Ha nepenayvya HECKONbKUX YUYETHbIX 3anncemn
nosib30BaTeNEN BMECTE.

Mpumep:
except: "guest" | "guestl" | "guest2"
expect DTO K/KOUYeBOE C/I0BO MCNOJIb3YETCA B COBOKYMHOCTU regex.

OHo obecneumBaeT BO3MOXHOCTb UCKaTb B aiiax
KOHKPETHbIe 3HaYeHUs.

Mpumep:
<custom item>
system: "Linux"

type: FILE CONTENT CHECK

description: "This check reports a problem when the
log level setting in the sendmail.cf file is less
than the value set in your security policy."

file: "sendmail.cf"
regex: ".*LogLevel=.*"
expect: ".*LogLevel=9"

</custom item>

file OTO K/IOYEBOE C/I0BO UCMOJIb3YETCA ANA ONUCcaHus
abCcontoTHOro U OTHOCUTENBLHOIO NYTU K hanny C uenbto
MPOBEPKM HACTPOMKKN paspeLlleHnin u NpUHaALNEXXHOCTN.

MpuMepbl:
file: "/etc/inet/inetd.conf"
file: "~/inetd.conf"

3HayeHneM nons f£ile TakXXe MOXET 6bITb BCS obnacTb.

Mpumep:
file: "/var/log/*"

OT1a dyHKUMSA ocobeHHO nmonesHa, ecnm Heobxoanmo
NpoBEPUTb paspeLleHns nnm coaepxunmoe scex dhamnnos,
HaxoAsLWMXCca B onpeaesieHHOM Katanore, MCnosib3ys ayauTbl
FILE_CHECK, FILE_CONTENT_CHECK, FILE_CHECK_NOT unu
FILE_ CONTENT_CHECK_NOT.

file_type DTO K/IIOYEBOE C/I0BO OMMCbIBAET TN daiisia, KoTopblit
pasblCKMBaeTCcs. Huxke npvBeaeH nepedyeHb NoAAepKUBAEMbIX
Tunos ¢dannos.

b — cneumnanbHbIn 6N104HbIN (6ydepr3oBaHHbIN)

C — crneunanbHbli CUMBOJIbHBIN (He Bydepn3oBaHHbIN)
d — kaTanor

p — UMeHOoBaHHbIN kaHan (FIFO)

f — 06bluHbIN hann
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Mpumep:
file type: "f"

OAVIH UM HEeCKOJIbKO TUNOB PanyioB MOXHO 06beANHSATL B
O[lHOW CTpoOKe.

Mpumep:
file type: "c|b"

group OTO K/IOYEBOE C/I0BO MCMOJIb3YETCS ANS YKa3aHus rpynnbl
darina; oHO BCerga UCMnoJsib3yeTcs B COMETAHUM C KITHOYEBbIM
cnoBoM file. KnoueBoe COBO group MOXET MMETb 3HAYEeHMe
«none», C NOMOLLbIO KOTOPOrO MOXHO HamTu dalisbl, He
nMewLme Bnagenbua.

Mpumep:
group: "root"

pynna Takxe MOXeT 6biTb yKa3aHa C JIOrMYeCKUM YCII0BUEM
OR nocpefcTBOM cneaytowero CMHTaKcuca:

group : "root || "bin" || "sys"

ignore OTO K/II0YEBOE CNOBO YKa3blBAET MPOBEPKE Ha TO, YTO HYXHO
WrHOPUpPOBaTb YKa3aHHble cdanabl Npy NoMcKe. ITO KAKYeBoe
CI0BO MOXHO MCNOMb30BaTb € Tunamu nposepok FILE_CHECK,
FILE_ CHECK_NOT, FILE_CONTENT_CHECK wu
FILE_CONTENT_CHECK_NOT.

Mpumepsbl:
# ignore single file
ignore : "/root/test/2"

# ignore certain files from a directory
ignore : "/root/test/foo*"

# ignore all files in a directory
ignore : "/root/test/*"

info OTO KNOYeBOE C/I0BO UCNOSb3yeTcs ans aobasneHus 6onee
noApobHOro onMcaHns BbINOJIHAEMOWN NPOBEPKMK, HanNnpumep
cBeAeHu o HopmaTneHOM akTe, URL-agpece, KopnopaTUBHOMN
NONUTUKE NN NHON NpUYMHE ee HeobXoaMMOoCTN. BO3MOXKHO
pobasneHne HecKosbKMX nosien info Ha OTAEbHbIX CTPOKaX,
yTob6blI 06ecneunTb hopMaTMpoBaHue TekcTa B Buge
naparpada. Konnyectso nonen info He OrpaHUYEHoO.

Mpumep:
info: "ref. CIS AIX Benchmark v1.0.1.pdf ch 1, pg
28-29."

levels DTO K/KYeBOE C/I0BO MCMNOJIb3YETCA B COYETAHUN C

CHKCONFIG n npumeHsieTcs Ansl yKasaHus ypoBHel
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BbINMO/IHEHUS, A1 KOTOPbIX AO/MKHA ObITh 3anyuweHa Kakas-
nnbo cnyx6a. Bce ypoBHM BbINOSIHEHNSA OMUCLIBAOTCS B
oAHon cTpoke. Hanpumep, ecnu cnyxba «sendmail» gosmxkHa
BbIMOSIHATLCSA Ha YpPOBHe 1, 2 1 3, TO COOTBETCTBYIOLLEE
3HayeHue napaMeTpa levels B npoBepke CHKCONFIG 6yaet
cneayowmm:

levels: "123"

mask OTO K/IOYEBOE C/I0BO MPOTMBONMOJIOXHO K/IIOYEBOMY C/TIOBY
mode, NO3BONSAOLWEMY YKa3aTb pa3peLlleHns, KoTopble
OO/MKHbI 6bITb HE AOCTYMHbI ONpeAeneHHOMY Mob30BaTeNto,
rpynne wan Apyromy uneHy. B oTimume ot K/1l04EBOro C/oBa
mode, NMPOBEPSAIOLEro ONpeAE/IEHHOE 3Ha4YeHe pa3peLleHmns,
ayanTbl mask AENCTBYIOT WUMPE M NPOBEPSIOT, MMeeT N dann
WIWN KaTanor ypoBeHb, paBHbIN i 6onee 3alNLEHHbIA, YEM
yKa3aHOo C NOMOLLbK KOYEBOro csioBa mask. (B cutyauun,
Korga ayauT mode MOXET NPOMyCTUTb halin Cc paspelleHnem
640, TaKk KakKk OHO He COBMAaZaEeT C OXXWUAAEMbIM ayaUTOM
3HayeHueM 644, ayauT mask O6HAPYXWUT, UTO pa3peLLeHnE
640 «6onee 6e3onacHoe», n coobwmnTt 06 ycnewHom
BbIMOJIHEHMW MPOBEPKMN.)

Mpumep:
mask: 022

OTa CTpOKa YKaXeT, YTo AoNyCTUMbI Ntobble pa3pellerHns ans
BnagesnbLa, HO NMpaBo 3anucu Ans rpynnbl U Apyrux
YYaCTHMKOB HEAOoMyCTUMO. 3HaUYeHne «7>» napamMeTpa mask
O3HayaeT OTCYTCTBUE KAaKMX-TMO6O paspelleHui y
onpeneneHHoro nosib3oBaTens, rpynnbl AN APYrMX YNEeHOB.

md5 3TO K/0YEBOE CI0BO MUCMOMb3YeTCA B NpoBepKax Tuna
FILE_CHECK u FILE_CHECK_NOT, uyto6bl y6eantbcs, 4To
3HavyeHue MD5 ang danna dakTmyeckn cCoOOTBETCTBYET
33[@aHHOMY B MOJIUTUKE.

Mpumep:
<custom item>

type: FILE CHECK

description: "/etc/passwd has the proper md5 set"
required: YES

file: "/etc/passwd"

md5: "ce35dc081£d848763cab2cfd442£8c22"
</custom item>

mode OTO KJ/IIDYEBOE CNOBO OMNUCbIBAET COBOKYMHOCTb pa3peLleHni
B OTHOLWEHMW paccMaTpMBaeMoro dganaa uam nanku.
Kntouesoe c/10BO mode MOXET 6bITb NpeAcTaBfeHO B CTPOYHOM
N BOCbMepUYHOM opmMarTe.

Mpumepeobl:
mode: "-rw-r--r—-"
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mode: "644"
mode: "7644"

name OTO K/IOYEBOE C/I0BO MUCMOJIb3YETCS AN onpeaeneHns MMeHu
npouecca B nposepke PROCESS_CHECK.

Mpumep:
name: "syslogd"

operator DTO KJIIOYEBOE C/I0BO UCMOJIb3YEeTCH B COYETAHUN C
RPM_CHECK n PKG_CHECK, 4T0o6bl YKazaTb ycnoBume
YCMewHoro uan He ycrnewHoro BbiNOSIHEHNS MPOBEPKN B
3aBUCMMOCTU OT BEpPCUM yCTaHOBAEeHHOro naketa RPM. OHO
MOXeT NPUHMMaTb Cleaylowne 3Ha4YeHns:

1t (MeHbWwe)

lte (MeHbLUE NN pPaBHO)
gte (6onblie UM paBHO)
gt (bonblie)

eq (paBHO)

Mpumep:
operator: "1t"

owner DTO KNKYeBOE C/I0BO UCNOJb3yeTCs ANS yKasaHusa Bnagenbua
danna; oHO BCceraa MCnonb3yeTcsl B COYETAHUM C KJTKOUYEBbIM
cnoBoM file (dawnn). KnoyeBoe cnoBoO owner (Bnageney)
MOXET MMETb 3HAUYEHME «NoNe», C MOMOLLLbID KOTOPOro MOXHO
HanTn annbl, He nMerLwme Bragensua.

Mpumep:

owner: "root"

BnaneHne Takxe MOXET 6bITb YKa3aHo C IOTMUYECKNM
ycnosmeM OR nocpeacTBOM Crieaytowero CMHTakcuca:

owner : "root" || "bin" || "adm"

regex DTO K/I0YEBOE C/I0BO MO3BOJISET BbINOSHATL NOUCK danna,
COOTBETCTBYIOLLErO ONpeAeneHHOMY perynspHomMy
BblIpaXXeHMuto.

Mpumep:
regex: ".*LogLevel=9S$"

Cnegywowmne cneymanbHble CMMBOAbI TpebytoT ocoboro
obpaweHusa: + \ * ()~

Ecnun Tpebyetcqa, 4uTobbl OHN MHTEPNPETUPOBAIUCH
byKkBasnbHO, TO UX CreayeT ABaXKAbl UCKAKYNTb C MOMOLLbIO
ABYX CMMBONOB 06paTHOM HakNOHHOM YepTbl («\\») nnu
3aK/4YnTb B KBagpaTHble cKobku («[]»). Apyrve cumBonsbl,
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KakK rnokasaHHble HMXe, Ans 6ykBanbHOM MHTEpPNpETALMK
TpebyloT TONIbKO 0AHOFO CMMBOJIa 06paTHOM HAKIOHHOWM
yepTbl: . ? "'

2To onpeaensieTca nopssakoMm 06paboTkm 3TMX CUMBOJIOB
KOMMUISTOPOM.

Required ITO0 KJ/IIOUYEBOE CMIOBO NO3BOJIAET YKa3aTb, 06a3aTe/IbHO Nn
Hann4yme NPoOBEPSEMOro 3/1IEMEHTa Ha yAaNleHHOM CUCTeMe.
Hanpumep, ecnn napamMeTp required nmeet 3HayeHne NO u
nposepka nmeet Tnn type FILE_ CHECK, To 3Ta npoBepka
6yneT ycnewHo BbIMOJSIHEHA, ecnu dalin CywecTByeT n
Kacalowlmecs ero paspelleHmss CoOOTBETCTBYOT yYKa3aHHbIM B
darine .audit, 1Mbo ero Boobue He cywecteyeT. C gpyrou
CTOPOHbI, €C/IN KJIIDYEBOMY CNOBY required NMPUCBOEHO
3HaueHue YES, To npuBeaeHHas BblWe NMpoBepKa nponaeHa
He bynerT.

Rpm DTO KOYEeBOE C/I0BO UCMNOMb3yeTCsa AN YKasaHusa nakeTa
RPM, KOTOpbI HY>XHO MCKaTb, N UCMOJSIb3YETCSA B COYETAHUU C
nposepkon RPM_CHECK.

Mpumep:
<custom item>
type: RPM CHECK
description: "Make sure that the Linux kernel is
BELOW version 2.6.0"
rpm: "kernel-2.6.0-0"
operator: "1t"
required: YES
</custom item>

search locations 3TO KJIH0YEBOE C/I0BO MOXET 6bITb UCMOSIb30BaHO A1
yKa3saHus MecT hansioBON CUCTEMbI, FAE MOXET BbINOJHATLCS
MoucCK.
Mpumep:
search locations: "/bin"

BO3MOXHO YKa3aHne HECKOJZIbKMX MEeCT NOUCKa BMECTE.

Mpumep:
search locations: "/bin" | "/etc/init.d" |
"/etc/rcO.d"

Service 3TO KJ1II0YEBOE C/10BO MCMNOJIb3YETCA B COYETAHUN C

knto4vesbiMu cnoBamm CHKCONFIG, XINETD_SVC u SVC_PROP
M NpeAHa3Ha4yeHo ANsa yKas3aHusa NpoBEPSEMON CNyXb6bl.

Mpumep:
<custom_ item>

type: CHKCONFIG

description: "2.1 Disable Standard Services - Check
if cups is disabled"
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service: "cups"

levels: "123456"

status: OFF
</custom item>

Severity Jllobas npoBepka, Kak <item>, TaK U <custom item>,
nossonsieT 4ob6aBuTb nar severity M yCTaHOBUTb YPOBEHb
cepbe3HoCTU: HU3kui (LOW), cpegHnin (MEDIUM) nnu
Bbicokui (HIGH). Mo yMon4yaHuio pe3ynbTaThbl, HE
COOTBETCTBYHOLWMNE YCTAHOBMEHHbIM TpeboBaHUSM, UMeIOT
BbICOKWNIA YPOBEHb CEPbE3HOCTMU.

Mpumep:
severity: MEDIUM

status OTO K/I0YEBOE C/I0BO MUCMOJIb3YETCS C MpOBEpPKaMu
PROCESS_CHECK, CHKCONFIG u XINETD_SVC ans
onpeaeneHuns Toro, AoskKHa nu paboTatowwas Ha
onpeneneHHoM XocTe ciyxba 6bITb 3anylieHa nin
OoTKAto4YeHa. KnioueBoe CnoBO status MOXET MPpUHUMaTL 2
3HayeHus: BkatoyeHo (ON) u BbiknoyeHo (OFF).

Mpumep:
status: ON
status: OFF

system DTO KJIOYEBOE C/IOBO YKa3blBAET TUM CUCTEMbI, B KOTOPOWA
cneayeT NpoBEeCcTU MpPOBEPKY.

i'i KniouyeBoe c/oBO system MPUMEHNUMO TOJIBKO K
s rnposepkaM custom_item 1 He NpUMEHNMO K
BCTPOEHHbIM NpoBepkKaM item.

JOCTYMHBbIMM 3HAYEHUSMU SABNSIOTCSA BO3BpaLLlaeMble
KOMaHAOM uname B Li€/IeBOMN OnepaLmoHHON cucTeme.
Hanpumep, B cncteme Solaris ato 6yget 3HauveHme Sun0S, B
cucteme Mac OS X — Darwin, B cucrteme FreeBSD — FreeBSD
nT. 4.

Mpumep:
system: "SunOS"

timeout DTO KJIIOYEBOE C/10BO UCMOJIb3YeTCA B COYETaHUN C
CMD_EXEC n yka3blBaeT B CEKYHAAX KOMYECTBO BPEMEHMU, B
TeyeHue KOTOPOoro ykasaHHasd KoMaHAa MOXET BbIMNOAHATLCS,
nokKa BpeMs ee BbINOJIHEHMNS HE UCTeYEeT. DTO KI4YEBOE
CNOBO MOJIE3HO B TeX CNy4daax, Koraa ornpeaesieHHas
KoMaHAa, HanpuMep koMaHaa OC Unix f£ind, TpebyeT ons
3aBeplieHns paboTbl 3HAUMTENbHOIO NeprMoaa BpeMeHun. Ecnu
3TO KJIH0YEBOE C/IOBO He onpenesieHo, To No YMOJSIHaHUIO B
ayantax tuna CMD_EXEC ycTtaHaBnmMBaeTcs TanMmayT NsTb
MUHYT.
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Mpumep:
timeout: “600”

type CHKCONFIG
CMD EXEC
FILE CHECK
FILE CHECK NOT
FILE CONTENT CHECK
FILE CONTENT CHECK NOT
GRAMMAR CHECK
PKG_CHECK
PROCESS CHECK
RPM CHECK
SVC_PROP
XINETD SVC

value KntouyeBoe CNoBo value MOME3HO A/1A MPOBEPKMU,
COOTBETCTBYET /IN 3HAYEHNE MapaMeTpa CUCTEMbI
npeaycMOTPEHHOMY MOSIUTUKON.

Mpumep:

value: "90..max"

KntoueBoe c/i0BO value MOXET 6biTb paBHO AManasoHy [4Yncno
.. Makcmmym]. Ecnum 3HauveHue HaxoamTcs B AManasoHe oT
YKa3aHHOIro YNCNOBOro 3HAYEHUA A0 MAaKCUMasbHOIO
3Ha4YeHMs, TO NMPOBEpPKA YyCMnewHo nponaeHa.

MONb30OBATENbCKUE 3JIEMEHTbI

Monb3oBaTeNbCKUIA 3/1€MEHT — 3TO MOJIHAs NPOBEpKa, ornpeaesieHHas Ha OCHOBE KJTHOUEBbIX
CNoB, OMpeAefieHns KOTOpbIX NPUBEAEHbl H1Xe. Huxe npueeaeH CMCOK MOJib30BaTENbCKNX
a/7ieMeHTOoB. Kaxaaa npoBepKa HaUYMHAETCA C Tera <custom_item> N 3aKaHYMBAETCH TErOM
</custom_item>. B AaHHbIE TErN 3aKA0YAOTCA CANCKM U3 OAHOIO UM HECKONbKNX
K/II0YEBbIX CMOB, KOTOPble MHTEPNPETUPYIOTCA aHaSIM3aTOPOM MPOBEPKN COOTBETCTBUSA ANS
BbIMOJIHEHUSA NPOBEPKU.

3aKkpbiBaoLne Tern </custom_item> U </item> A/19 MOJ1b30BaTE/IbCKNUX

aAYANTOPCKUX MPOBEPOK ABIAKTCA B3aMMO3aMEHAEMbIMU.

CHKCONFIG

Ayauntopckas nposepka CHKCONFIG obecneunBaeT B3anmoaencreme co cny>xebHom
nporpaMmmomn chkconfig NpoBepseMoin yaaneHHom cuctembl nog ynpasneHnem OC Red Hat.
OTa npoBepKa COCTOUT M3 NATU oba3aTeNbHbIX K/IOYEBbIX COB: type, description,
service, levels 1N status.

Ayant CHKCONFIG paboTaeT Tonbko € cuctemamm nog ynpasneHmem OC Red Hat
unn nponssogHbiMK oT Red Hat cuctemammn, Hanpumep Fedora.
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Mpumep:

<custom item>

type: CHKCONFIG

description: "Make sure that xinetd is disabled"
service: "xinetd"

levels: "123456"

status: OFF
</custom item>

CMD_EXEC

CyLwecTtByeT BO3MOXHOCTb BbINMOSIHEHUS KOMAHA, Ha yAaneHHOM XOCTe U MpOoBepKun
COOTBETCTBUSA pe3yfnbTaTa oXmaaeMoMmy. Takme NnpoBepku cneayet NnpoBoAUTb C
NCKJTIIOYNTENIbHOM OCTOPOXHOCTbLIO, TaK Kak OHM He BCerga NepeHoCUMbl Mexay pa3/inyHbIMU
pasHosuaHoctamm OC Unix.

KnioueBoe cnoBo quiet yka3blBaeT ckaHepy Nessus, 4YTO nokasbiBaTb pe3ynbTaT
BbIMO/IHEHUA KOMaHAbl, MPOBEpKa KOTOPOW Aana oTpuuaTeNbHbIf pe3ynbTaT, He clieayerT.
OHO MOXeT uMeTb 3HadeHunsa «YES» (aa) nnm «NO» (HeT). Mo yMOn4YaHUio 3TOT napameTp
nmeet 3HayeHne «NO», n pesynbTaT BbIMNOJHEHNS KOMaHA oTobpaxaeTcsi. AHaNOrMYHO,
K/1l04eBOE C/I0BO dont_echo_cmd OrpaHMUMBAET pe3yfbTaThl, BbIBOASA TONIbKO CaMu
pe3ynbTaTbl BbINOJIHEHUS KOMaHAbl, @ HE X0 ee BbINOJIHEHUS.

KntoueBoe c/i0BO nosudo MO3BOJISET NO/Ib30BATENIO yYKa3aTb ckaHepy Nessus, 4To He
cneayeT Mcnonb3oBaTb KOMaHAy sudo As19 BbIMOAHEHUS AAaHHOW KOMaHAbl, yCTaHOBUB ANS
3TOro K/KYEBOro cnoBa 3HavyeHue «YES» (aa). Mo ymonyaHuio 3ToT napamMeTp uMeert
3HayeHue «NO», n komaHaa sudo Bcerga MCNosb3yeTcs, €C/in B HaCTpoMKax 3ajaHo ee
NCNoNb30BaHMe.

Mpumep:

<custom item>
type: CMD EXEC
description: "Make sure that we are running FreeBSD 4.9 or higher"

cmd: "uname -a"
timeout: 7200
expect: "FreeBSD (4\.(9][1-9]1[0-9])|[5-9]\.)"

dont echo cmd : YES
</custom item>

FILE CHECK

AyaunTbl cooTtBeTCcTBUA A1 OC Unix 06bI4HO NPOBEPSIOT CYLEeCTBOBAHNE U HACTPONKU
onpegeneHHoro ganna. Ayamt FILE_CHECK ncnonb3yet yeTbipe unam 60osblie KatoueBbiX
cnos, 4YTobbl onpeaennTb 3TN NpoBepku. Knouesble cnoBa type, description U file
ABNAOTCA 06593aTeNbHbIMU, N 38 HUMU CNefyeT oAHa WUN HECKONbKO NPOBEPOK. TeKyLmin
CUMHTaKCUC NO3BOMSET NPOBEPSATb BAagenbua, rpynny n paspewenns danna.

B npoeepkax FILE_ CHECK MOXHO yka3blBaTb BClO obnactb (Hanpumep, /var/log/*).
OpHaKo Haao MOMHUTBL, YTO 3TO KacaeTcsa TofbKOo annos, HO He KaTanoros. Ecnn ykasaHa
BCS 061acTb, HO OAMH UM HECKONIbKO coBnajatowmx gannos AONXKHbl 6bITb UCKOYEHbI U3
noucka, To Ans UrHOpMpoBaHUSA 3TUX HannoB HYXKHO UCNOMb30BaTh K/IOYEBOE CNOBO ignore.
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MNprBEeaeM HECKObKO NMPUMEpPOB:

<custom item>

system: "Linux"

type: FILE CHECK

description: "Permission and ownership check for /etc/default/cron"
file: "/etc/default/cron"

owner: "bin"

group: "bin"

mode: "-r--r—--r--"

</custom item>

<custom item>
system: "Linux"
type: FILE CHECK

description: "Permission and ownership check for /etc/default/cron"
file: "/etc/default/cron"

owner: "bin"

group: "bin"

mode: "444"

</custom item>

<custom item>

system: "Linux"

type: FILE CHECK

description: "Make sure /tmp has its sticky bit set"
file: "/tmp"

mode: "1000"
</custom_ item>

<custom item>

type: FILE CHECK

description: "/etc/passwd has the proper md5 set"
required: YES

file: "/etc/passwd"

md5: "ce35dc081fd848763cab2cfd442£8c22"
</custom item>

<custom item>

type: FILE CHECK

description: "Ignore maillog in the file mode check"
required: YES

file: "/var/log/m*"

mode: "1000"

ignore: "/var/log/maillog"
</custom item>

FILE_ CHECK_NOT
AyaunTt FILE_CHECK_NOT coctouT n3 Tpex unu 6onee kato4deBbiX c/1oB. KnoueBble cioBa
type, description N file ABNSAOTCHA 0693aTeNbHbIMK, U 3@ HUMK CneayeT ogHa Uaun
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HECKOJIbKO NpOBepoK. TekyLnin CMHTaKCUC NO3BOJISET NPOBEPATbL BNaaenbua, rpynny u
pa3speweHuns danna. AHanornyHo ayamTty FILE_ CHECK kntouyeBoe C/10BO ignore NO3BONSAET

nponyckatb oAMH Ui HECKOJIbKO d)aﬁnos, €CJZ1In yKa3aHa BCA obnacrb.

OT1a dyHKUMSA nMeeT npotmeononoxHoe dyHkuun FILE_ CHECK gencrteue. Monutnka He
BbINONHAETCA, ecnn daliiia He CYyLeCcTBYET WM eC/IN ero pexuM COOTBETCTBYET
TpeboBaHWSIM, onpeaesieHHbIM B MpOBEpKeE.

B npoBepkax FILE_CHECK_NOT Mo>Ho0 yKa3biBaTb BCto obnactb (Hanpumep, /var/log/*).
OpHaKo yyTuTE, YTO 3TO KacaeTcs ToNbKo (halioB, HO HE KaTasloros.

MNpuBeAEM HECKOSIbKO NMPUMEPOB:

<custom item>

type: FILE CHECK NOT

description: "Make sure /bin/bash does NOT belong to root"
file: "/bin/bash"

owner: "root"
</custom item>

<custom item>

type: FILE CHECK NOT

description: "Make sure that /usr/bin/ssh does NOT exist"
file: "/usr/bin/ssh"
</custom_ item>

<custom item>

type: FILE CHECK_NOT

description: "Make sure /root is NOT world writeable"
file: "/root"

mode: "0777"
</custom item>

FILE_ CONTENT_CHECK

Bo3Mo)Ha He TO/IbKO MpoBepKa CyLecTBOBaHMA U NapaMeTpoB daina, Ho U NpoBeseHne
aHanmsa coaepXXMMOro TEKCTOBbIX annos. 14 noncka CyLecTBYIOLEro COAEPXKNMOro B
OAHOM MM HECKOIbKMX MeCTax MOXHO MCMO/b30BaTb peryfsipHble BblpaxkeHus. Micnonbayiite
K/l04EBOE C/I0BO ignore, YTO6bI MPONycKaTb OAUH WKW HECKONBbKO (alifioB B yKa3aHHbIX
MecTax noucka.

MNpuBEeAEM HECKONIbKO MPUMEPOB:

<custom item>
system: "Linux"
type: FILE CONTENT CHECK
description: "This check reports a problem when the log level setting in
the sendmail.cf file is less than the value set in your security

policy."
file: "sendmail.cf"
regex: ".*LogLevel=.*$"
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expect: ".*LogLevel=9"
</custom item>

<custom item>
system: "Linux"
type: FILE CONTENT CHECK

file: "sendmail.cf"

search locations: "/etc:/etc/mail:/usr/local/etc/mail/"
regex: ".*PrivacyOptions=".*"

expect: ".*PrivacyOptions=.*,novrfy, .*"

</custom item>

<custom item>
#System: "Linux"
type: FILE CONTENT CHECK
description: "FILE CONTENT CHECK"
file: "/root/test2/foo*"
# ignore single file
ignore: "/root/test/2"
# ignore all files in a directory
ignore: "/root/test/*"
#ignore certain files from a directory
ignore: "/root/test/foo*"
regex: "FOO"
expect: "FOO1"
</custom item>

FILE_ CONTENT_CHECK_NOT

OTOT ayauT nposepsieT coaepxumoe dhaliaoB Ha COBNaAeHMe C perysipHbIM BblpaXKeHueM,
YKasaHHbIM B NoJsie regex. JTa PYHKUNS AENCTBYET NPOTUBOMONOXHO PYHKLNMU
FILE_CONTENT_CHECK. T. e. nonnTUKa He BbINOJSIHEHA, €CNN perynsipHoe Bblpa)eHue
COOTBETCTBYEeT CcoaepXunmomy danna. lcnonblynte Kn4YeBoe C0BO ignore, UTOObI
nponyckaTb OAWH WM HECKOJSIbKO (hanoB B YKa3aHHbIX MecTax nomcka.

lMpuBeaem npumMep:

<custom item>
type: FILE CONTENT CHECK NOT
description: "Make sure NIS is not enabled on the remote host by making

sure that [l +::’ is not in /etc/passwd"
file: "/etc/passwd"
regex: ""\+::"

expect: "M\+::"
</custom item>

GRAMMAR_CHECK

Ayant GRAMMAR_CHECK nposepseT cogep>xumoe daina n cpaBHMBaeT C o4eHb cB060aHO
onpeaeneHHbIMMU rpaMMaTUuyeckMMm npasuiamm (COCTOSAWMMN U3 OAHOMO WU HECKONbKUX
perynsipHbiX BblpaxeHun). Ecnn opgHa cTpoka B UeneBoM daine He COOTBETCTBYET KaKoMy-
nnbo perynspHoMy Bblpa)KeHU0, TO NpOBepKa He nponaeHa.
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Mpumep:

<custom item>
type: GRAMMAR CHECK
description: "Check /etc/securetty contents are OK."
file: "/etc/securetty"
regex: "console"
regex: "vc/1"
regex: "vc/2"
regex: "vc/3"
regex: "vc/4"
regex: "vc/5"
regex: "vc/6"
regex: "vc/7"
</custom item>

PKG_CHECK

Ayant PKG_CHECK BbinonHsieT koMaHAy pkgchk ang cmctembl SunOS. KnoueBoe CnoBo pkg
MCNOJIb3YETCA ANA yKa3aHUA NakeTa, KOTOprVI HY>XHO MCKaTb, a KJ/llo4eBOE C/10BO operator

YKa3bIBa€T YC/IOBUE MPOXOXAEHNA NN HENPOXOXAEHNA NMPOBEPKN B 3aBNCUMOCTU OT BEPCUU
yCTaHOB/IEHHOIro nakera.

Mpumepsbl:

<custom item>

system: "SunOS"

type: PKG CHECK

description: "Make sure SUNWcrman is installed"
pkg: "SUNWcrman"

required: YES
</custom item>

<custom item>

system: "SunOS"

type: PKG CHECK

description: "Make sure SUNWcrman is installed and is greater than 9.0.2"
pkg: "SUNWcrman"

version: "9.0.2"

operator: "gt"

required: YES
</custom item>

PROCESS CHECK

Kak n B cnyyae nposepok dainnos nognexawias ayauty nnatdopma Unix MoxeT 6biTb
McnbiTaHa Ha BbINOSHSOWMeECS npoueccol. Peannsauunsa gaHHOM NpoBepKn 3anycKkaeTt
KOMaHAY chkconfig -1list AN19 NONYYEHUSA CNNCKA BbIMOHAKOLWNXCA NPOLLECCOB.

Mpumepsobl:

<custom item>
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system: "Linux"
type: PROCESS CHECK
name: "auditd"
status: OFF
</custom item>

<custom item>
system: "Linux"
type: PROCESS CHECK
name: "syslogd"
status: ON

</custom item>

RPM_CHECK

Ayant RPM_CHECK uncnonb3yeTtcsa AN NPpOBEPKU HOMEPOB BEPCUN YCTAHOBNEHHbIX Ha
yAaneHHon cucteme naketos RPM. DTa npoBepka COCTOUT M3 NSATU 06a3aTeNbHbIX KTH04YeBbIX
C/oB: type, description, rpm, operator (onepaTop) u ogHoro Heobs3aTenbHOro
KJ/1I0YEBOr0 C/10Ba required. KftoueBoe CNOBO rpm MCMNOJbL3YEeTCH ANd YKas3aHus nakeTa,
KOTOPbIA HY>XHO MCKaTb, a K/l0YEeBOE C/IOBO operator YKa3blBAET YC/10BME MNPOXOXAEHUS UK
He NPOX0XAEHMNSI NPOBEPKN B 3aBUCMMOCTU OT BEPCUN YCTAHOBIEHHOro naketa RPM.

i‘: Ucnonb3oBaHne npoBepok RPM He nepeHOCUMMO MexAy pas/iMyHbIMU BEPCUSAMU
. Linux. MoaTomy mncnonb3sosaHme ayagnta RPM_CHECK He cunTaeTca nepeHOCUMBbIM.

MNpuBeaeM HeKoTopble NMpUMepsLI, Npeanonaras, YTo NakeT iproute-2.4.7-10 YCTaHOBJEH:

<custom item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 - should pass"
rpm: "iproute-2.4.7-10"

operator: "gte"

</custom item>

<custom item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 should fail"
rpm: "iproute-2.4.7-10"

operator: "1t"

required: YES
</custom item>

<custom item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 should fail"
rpm: "iproute-2.4.7-10"

operator: "gt"

required: NO
</custom item>
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<custom item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 should pass"
rpm: "iproute-2.4.7-10"

operator: "eg"

required: NO
</custom item>

SVC_PROP

Ayant SVC_PROP no3sonser B3anmMogencTBoBaTb CO CPeACTBOM svcprop —p Ha CUCTEMe Mojg
ynpasniennem OC Solaris 10. Ero MOXHO MCNo/b30BaTh A4J19 3anpoca CBOMUCTB, CBSA3aHHbIX C
onpeaeneHHon cnyxb6oi. KntoueBoe C/i0BO service MCNOMb3yeTCa AN YKasaHUsa Cny»xbbl,
KoTOopas noanexuT ayanty. KnioueBoe CiOoBO property YKa3blBaeT UMsi CBOMCTBA, KOTOpoe
Mbl XOTUM 3anpocuTb. Kntouesoe C/i0BO value yYKa3blBaeT OXMAAeMOe 3HaUYeHne 3Toro
ceoncTBa. OxnaaeMoe 3HavyeHme Takxxe MoXeT 6bITb peryasipHbIM BblpaXKeHueM.

Mpumepsbl:

<custom item>
type: SVC PROP
description: "Check service status"

service: "cde-ttdbserver:tcp"
property: "general/enabled"
value: "false"

</custom item>

<custom item>
type: SVC PROP
description: "Make sure FTP logging is set"

service: "svc:/network/frp:default"
property: "inetd start/exec"
regex: ".*frpd.x*-1"

</custom item>

XINETD_SVC

Ayaut XINETD_SVC ucnonb3syeTtcs Ans NpoBepku ctatyca cnyx6 xinetd npu 3anycke. 3Ta
npoBepKa COCTOUT U3 YeTblpeXx 06A3aTenbHbIX KNOUYEBbLIX C/I0B: type, description, service
N status.

OHa paboTaeT TONbKO B cnctemax Red Hat wnn nponssogHbix oT Red Hat
cucremax, Hanpumep Fedora.

Mpumep:

<custom item>
type: XINETD SVC
description: "Make sure that telnet is disabled"
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service: "telnet"
status: OFF
</custom item>

BCTPOEHHBIE NMPOBEPKM

MpoBepKn, KOTOpble HE MOryT 6bITb 06ecneyeHbl ONMCaHHbIMKU Bblle NpOBepKaMu, AOSKHbI
6bITb HaNMCaHbl Kak Nonb3oBaTenbckne Ha a3bike NASL. Bce nogobHbie NpoBEPKU OTHOCSTCS
K KaTeropum BCTpOeHHbIX. Ka)kaasa npoBepka HaunMHaeTcs C Tera <item> M 3aKaH4MBaeTCs
TeroMm </item>. B faHHbIe Tern 3akn4yaTcs CNUCKU U3 OAHOTO UM HECKONBbKNX KITHoYeBbIX
CNOB, KOTOpPblE UHTEPMPETUPYIOTCA aHaIM3aTOPOM NPOBEPKN COOTBETCTBUSA AN BbINOSHEHUS
npoBepKku. Huxe npueBeaeH CNMCOK AOCTYMHbIX NPOBEPOK.

KntoueBoe C/I0BO system HEAOCTYMNHO A1 BCTPOEHHbIX MPOBEPOK U B Cllydae
NCMosb30BaHUsA NPUBOAMT K CUHTaKCUYECKOW oLInbKe.

2

YnpaeneHue naponsimu

B npuBeAeHHbIX HMXe npuMmepax <min> (MMHUMYM) U <max> (MaKCUMyM)
MCMNOoJIb3YHOTCA ANA 0603HayvYeHuns Leo4YncneHHoOro 3Ha4yeHnsa, KotTopoe A0J/1>KHO
MCMNOIb30BaTbCs B KAYECTBE 3HAUYEHUS B ayAuTe, @ HE CTPOKMU.

2

B cnyyasx, korga To4HOE€ MUHMMaJIbHOE MM MaKCUMMasibHOE 3Ha4YeHMe
HEN3BECTHbI, Lle/IOUMCIIEHHbIE 3HAaUYEHUSI 3aMEHSOTCA CTpoKaMu «Min» (MUHUMYM)
nnn «Max» (Makcumym).

2

min_password_length

UcnonbsoBaHue
<item>
name: "min password length"

description: "This check examines the system configuration for the minimum
password length that the passwd program will accept. The check reports a
problem if the minimum length is less than the length specified in your

policy."

except: "userl" | "user2" (list of users to be excluded)
value: "<min>..<max>"

</item>

STa BCTpOEHHas npoBepka no3sonser ybeanTbCs, UTO Ha yAasieHHOW cucreme
NPUHYOUTENBHO YCTaHOBMIEHA MUHUMaNbHasa A/IMHA Naposis B AMANa3oHe <min>. .<max>.
Hannune MMHUManbHOW ANMHBbI Mapons BblHYXAaeT nonb3osatenen Boibupatb 6onee
CNOXHble Naponu.
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OnepaymoHHas
cucrtema

Peanuzauusa

Linux MuHMManbHasa agnvHa napons onpepenserca kak PASS_MIN_LEN
B /etc/login.defs.

Solaris MunHuManbHas anvHa napons onpepensetcs kak PASSLENGTH B
/etc/default/passwd. ObpaTnte BHMMaHue, 4To 3Ta
nepemMeHHast TakxXe KOHTPO/IMPYET MaKCUManbHYO ANTMHY Napons.

HP-UX MuHMManbHasa gavHa Naponsa onpenensieTcs Kak
MIN_PASSWORD_LENGTH B /etc/default/security.

Mac OS X MunHuManbHas AnvMHa napons onpegensercs kak minChar B
NoKanbHOM NOMNTUKE, ONpeaensieMol C NOMOLLbIO KOMaHAbI
pwpolicy.

Mpumep:
<item>
name: "min password length"

description: "Make sure that each password has a minimum length of 6
chars or more"

value: "6..65535"

</item>

max_password_age

Ucnonb3oBaHue

<item>

name: "max password age"

description: "This check reports agents that have a system default maximum
password age greater than the specified value and agents that do not have a
maximum password age setting."

except: "userl" | "user2" (list of users to be excluded)

value: "<min>..<max>"

</item>

DTa BCTpoeHHas MyHKUMS No3BoNSET Y6eaAnTbCs, YTO MaKCUMallibHbI CPOK AeACTBUS Maporis
(HanpuMep, BpeMs, Yepe3 KOTOPOE MOJIb30BaTENN BbIHYXAEHbI MEHATL CBOU Maponun)
YCTQHOB/EH B 3a4aHHbIX Npeaenax.

Hannune MmakcuManbHOro CpoOKa nencrems naponsa He NOo3BOJIAET NOJ1b30BaAaTENAM COXPaHATb
OAUH N TOT XXE NapoJib Ha NPOTAXEHUN HECKOJZIbKUX NET. CMeHa naponsa 4acto noMoraer
npeaoTBpaTtuTb MCNOJIb30OBaHWME Nnaponsd 3aBnageswinM MM 3/10yMblIWLW1EHHNUKOM B TEYEHNE
HeOrpaHM4YeHHOro BpeMeHMN.
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OnepaymoHHas
cucrtema

Peanuzauusa

Linux NMepemeHHaa PASS_MAX_DAYS onpegeneHa B /etc/login.defs.

Solaris MepemeHHas MAXWEEKS, pacnosioxeHHas B
/etc/default/passwd, onpeaenser MakCMMalibHOe KOJIMYeCcTBO
HeJeslb, B TeYeHMe KOTOPOro naposieM MOXHO MNOJIb30BaTbCA.

HP-UX OTO 3HAUYEHME KOHTPONIMPYETCH NEPEMEHHOM
PASSWORD_MAXDAYS, pacnono)eHHoOW B
/etc/default/security.

Mac OS X YT0o6bl 334aTb 3TO 3HAYEHME, MOXHO BOCMO/1b30BaTbCS
napameTpom maxMinutesUntilChangePassword nonntmnku B
OTHOWeHnM naponen (ycTaHaBAMBaEMbIM C MOMOLLbIO CpeAcTBa
pwpolicy).

Mpumep:

<item>

name: "max password age"

description: "Make sure a password can not be used for more than 21 days"
value: "1..21"
</item>

min_password_age

Ucnonb3oBaHue

<item>

name: "min password age"

description: "This check reports agents and users with password history
settings that are less than a specified minimum number of passwords."

except: "userl" | "user2" (list of users to be excluded)
value: "<min>..<max>"
</item>

OTa BCTpoeHHasa pyHKUMa nossonseT ybeanTbCs, UTO MUHUMAlbHbLIA CPOK AENCTBMSA Napons
(HanpuMep, BpeMS, N0 UCTEYEHNMN KOTOPOro Nosib30BaTeNsiM pa3pelleH0 MeHsTb CBOU
naponn) yCTaHOBJIEH B 3aA4aHHbIX nNpeaenax.

Hannune MMHMManbHOro cpoka AeNCTBMS Maposis He NO3BONSET NONb30BATENSAM MEHSTb
Naposin CAULLKOM Y4acTo, NbiTasiCb NpeoAosieTb OrpaHNUYEHME MaKCMMallbHOro pasMepa
XXypHana naponeii. HekoTopbie Nosib30BaTEN MbITAIOTCA LMKINYECKN BEPHYTLCSA K CBOEMY
nepBoHa4YasbHOMY Naposito, 06xoas TpeboBaHUS K U3MEHEHUIO Mapons.
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OnepaymoHHas
cucrtema

Peanuzauusa

Linux MepemeHHasa PASS_MIX_DAYS onpeaeneHa B
/etc/login.defs.

Solaris MepemeHHas MINWEEKS, pacnonoxeHHas B
/etc/default/passwd, onpegenser MMHMMasibHoOe KOJIN4YeCTBO
HeJeslb, B TeYeHMe KOTOPOro naposieM MOXHO MOJIb30BaTbCA.

HP-UX DTO 3HAUYEHME KOHTPONIMPYETCH NEPEMEHHOM
PASSWORD_MINDAYS, pacrnono)xeHHoOn B
/etc/default/security.

Mac OS X DTOT NapaMeTp He noadep>XxMBaeTcs.
Mpumep:
<item>7
name: "min password age"

description: "Make sure a password cannot be changed before 4 days while
allowing the user to change at least after 21 days"

value: "4..21"

</item>

Hocmyn k yyemHol 3anucu root

root_login_from_console)

Ucnonb3oBaHue

<item>

name: "root login from console"

description: "This check makes sure that root can only log in from the
system console (not remotely) ."
</item>

DTa BCTPOEHHas PyHKLUMSA MpoBepPSieT, YTO NOJSIb30BaTe/lb root MOXET OCYLLEeCTBASATb
HEeNoCpeACTBEHHbI BXOA4 B YAANEHHYO CUCTEMY TOSIbKO C (PU3NYECKON KOHCOJIM.

OTa npoBepka 060CHOBbLIBAETCA TEM, YTO aAMUHUCTPATOPaM HacTOATEbHO PeKOMeHAYyeTCs
3anpeLaTb MCNO0Mb30BaTb YYETHYHO 3anmcb root HanpsMyk, YTobbl MOXHO 6b110
OTCNeXMNBaTb KOHKPETHOrO YesioBeKa, OCyLLeCcTBNABLIEro A40oCTyn. BMecTo aToro
ncnonb3yeTcst 06blYHas y4yeTHasi 3anucb nonb3osaTens (4YneHa rpynnel wheel B cuctemax
nog ynpasneHnem OC BSD) n 3aTeM ncnonbsyercs KoMaHga «su» (MM sudo) AN
paclMpeHns npas 415 BbINO/HEHNS aAMUHUCTPATUBHbIX 3a4au.
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OnepaymoHHas
cucrtema

Peanuzauusa

Linux n HP-UX Ybeantecb, UTO /etc/securetty CyLLECTBYET U COAEPXKUT
TONIbKO «console».

Solaris Y6eputecb, 4To /etc/default/login COAEPXKUT CTPOKY
«CONSOLE=/dev/console»,

Mac OS X OTa DyHKUMS HE NMoaaepXMBaeTCs.

YnpaeneHue pa3peweHusiMu

accounts_bad_home_permissions

MUcnonb3oBaHue

<item>

name: "accounts bad home permissions"

description: "This check reports user accounts that have home directories
with incorrect user or group ownerships."

</item>

OTa BCTpoeHHas dyHKUMSA No3BoNSET y6eaAnTbCs, YTO HayasibHbIA KaTanor Kaxaoro He
obnagarmoLwero npuBMUAErnaMn Nosib30BaTENS NMPUHAANEXUT 3TOMY MNONIb30BaTENIO U TPETLMU
nvua (Bxoasilwme B Ty Xe rpynny uam rpynny «everyone») He MOryT OCYLLEeCTBAATb 3anucb B
Hee. O6blYHO PEKOMEHAYETCA, UTO6bl HaYaNbHbIE KATasOrM1 MoJsib30BaTENEN UMENHN peXxunm
0755 vnun 6onee xectkuii (Hanpumep, 0700). DTa NpoBepKa 3aBepLUIAETCA YCMEWHO, ecnn
KaXXAbl HaYyanbHbIA KaTanor npaBu/ibHO HAaCTPOEH, U BO3BpaLlaeT OWnbKY B MPOTUBHOM
cnyyae. [lng ykasaHus XeaeMoro ypoBHS paspelleHnin B OTHOLEHWM HavyanbHOro KaTtanora
MOX>HO MCMOSIb30BaTb K/lOYEBbIE CNOBAa mode MM mask. KntoueBoe CNOBO mode AOMYyCKaeT
HayanbHble KaTaJorn, TOYHO COOTBETCTBYIOLWME YKa3aHHOMY YPOBHIO, @ KJIOYEBOE CNIOBO
mask AONYCKAa€ET Ha4a/lbHblE KaTa/l0r'm yKkasaHHOro ypoBH4a uUin 6onee 6e3onacHble.

Ecnn nocTtopoHHue nuua 6yayT MMeTb BO3MOXHOCTb 3anncbiBaTb B Ha4yasibHOM KaTanore
NONb30BaTENA, TO OHU MOTYT BbIHYAUTb NOSb30BATENSA UCMONHUTb NMPOU3BOSIbHbIE KOMaHAbI,
nogaenas dannbl ~/.profile, ~/.cshre, ~/ .bashrec.

Ecnv nonb3oBaTtenem ogHoM rpynnbl HEO6XOANMO COBMECTHO UCMNOAb30BaTb (anbl, TO
06bI4YHO pekoMeHAyeTCs UCMofIb30BaTh CheuuanbHO BblAeNIeHHbIW KaTanor, B KOTOpoM 6yayT
MMeTb NMpaBo 3arnucy YseHbl Fpynnbl, @ He UCMOb30BaTb HavyasabHbIN KaTanor Kakoro-nn6o
nonb3oBaTens.

Ons nobbiX HENPaBUIbHO HACTPOEHHbIX HadalbHbIX KaTanoroB CneAyeT BbIMOJHUTb KOMaHay
«chmod 0755 <user directory>» M CMEHUTb NPaBO CO6GCTBEHHOCTN COOTBETCTBYIOLLMM
obpas3om.

accounts_without_home_dir
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Ucnonb3oBaHue

<item>

name: "accounts without home dir"

description: "This check reports user accounts that do not have home
directories."
</item>

OTa BCTpoeHHas MyHKLMS NPOBEPSET HANMUME Y KaXA0ro Nnofb3oBaTens HavyasiabHOro
kaTtanora. lNpoBepka NpoXoAuT yCreLlHO, eCIN KaXA0My Mo/Ib30BaTes0 MPUCBOEH
AOMYCTUMbIWA KaTanor, U He NpPOXoAWUT B MHOM ciydae. O6paTuTe BHMMaHue, YTo BRajeHune u
paspeLLeHns NMpu BbINONHEHMN 3TOW NMPOBEPKU HE MPOBEPSAIOTCS.

O6bIYHO pekoMeHAYyeTCs BCEM MOb30BaTENSAM CUCTEMbI UMETL onpeAeneHHbIN HayanbHbIM
Katanor, MOTOMY YTO HEKOTOPbIM CPeACTBaM MOXeT H6biTb HE06X0AUMMO UYTO-TO CYUTbLIBATbL M3
Hero wan 3anucelBaTb B Hero (HanpuMmep, NporpaMMa sendmail nNpoBepseT dann

~/ .forward). ECnn KakoOMy-TO N0OMb30BaTENO HE HYXHO BbINOJIHATL BXOA, TO BMECTO 3TOro
cnepyeT onpeaenuTb HecylwecTByowyto obonouky shell (Hanpumep, /bin/false). Ha
MHOIMMX CUCTeMax nosb3oBatenn 6e3 HadanbHOro Katasora BCe paBHO NOJyyatoT NpuUBMAErnu
BXOJa B CUCTEMY, HO X DaKTUYECKUN HadasbHbIN KaTanor — /.

invalid_login_shells

Ucnonb3oBaHue

<item>

name: "invalid login shells"

description: "This check reports user accounts with shells which do not
exist or is not listed in /etc/shells."

</item>

OTa BCTpoeHHas PyHKUUSA no3BonseT ybeamTbcs, UTO Kaxabli NOMb30BaTelb UMeeT
aencremtenbHyto obonouky shell, onpeaeneHHyto B /etc/shells.

C nomowbto panna /etc/shells Takme npunoxeHus, kak Sendmail n cepsepsbl FTP,
onpenensoT, aBNSeTca nm onpeneneHHas obonouka (shell) gencreutenbHOM ans sTon
cuctembl. Ecnn 3ToT hakin He ncnonb3yeTcs NporpaMMon BXoaa, aAMMHUCTPAToOpbl MOTyT C
€ro noMoLLblo onpenenaTtb, Kakne obonouku shell geictButensbHbl B 3TON cucteme. lNMpoBepka
invalid login_shells [MO03BOJIS€T YCTAHOBUTb, BCE JIN MOSIb30BATE/N, MEPEUNCIEHHbIE B
danne /etc/passwd, NMeIOT gencremntenbHble 06ono04kKn shell, onpegeneHHble B anne
/etc/shells.

D70 no3BonsieT nsbexaTb NCNOSb30BaHNA HEpa3peLUeHHbIX METOA0B, HAaNPMUMEP NMPUMEHEHUS
/sbin/passwd B KaudectBe 060n04ku shell, ytobbl NpegocTaBUTb NOAb30BATENSAM
BO3MOXHOCTb MeHSTb Naposin. Ecnuv Bbl He XOTUTE, YTO6bLI NO/Ib30BaTE/lb MOl BOUTU B
CUCTEMY, CO34aNTe HeAeNCTBUTENbHYO 060n04kKky shell B daline /etc/shells (Hanpumep,
«/nonexistent») M YCTaHOBUTE ee ANA COOTBETCTBYIOWMX MoNb30oBaTenen.

Ecnu y Bac ectb nonb3osatenu 6e3 gencremtenbHon obonoukun shell, onpegenute onsa HMX
Kakyr-n1nbo aencrTemnTenbHyto o6ono4uky shell.
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login_shells_with_suid

Ucnonb3oBaHue

<item>

name: "login shells with suid"

description: "This check reports user accounts with login shells that have
setuid or setgid privileges."
</item>

OTa BCTpoeHHas pyHKUMSA NMpoBepseT, HET n Kakon-To ob6onoukn shell ¢ npaBamMun «set-uid».
O6onouka shell c npaBamu setuid o3Ha4aeT, YTO NpU KaxxaAoM 3arnycke 3Ton obonouku shell
caM npouecc byaeT MMeTb NMpaBo yCTaHaBNMBaTb CBOM pa3peweHns (HanpuMep, obonoyka
setuid «root» shell npegocrasnset noboMy nonb3oBaTento Npaea Cynepnosb3oBaTens).

Hannumne obonouku shell c npaBamum setuid NnpoTnBOpEUYUT LEN HANNUNS MAEHTUDUKATOPOB
UID v GID n genaet ynpaBrieHne 4OCTYNOM HaMHOro 6o5ee CNoXHbIM.

Ypanute 6ut SUID 13 kaxaon obonouku shell, obecneumsatowen npasa setuid.

login_shells_writeable

MUcnonb3oBaHue

<item>

name: "login shells writeable"

description: "This check reports user accounts with login shells that have
group or world write permissions."

</item>

DTa BCTpoeHHas (pyHKLUMA npoBepsieT, HET In Kakon-To o6onoukn shell, nozsonsiowen
BbINMOMHATb 3aNUCb BCEM MOJSIb30BATENSM WX Fpynne.

Ecnn obonouka shell paspelwaeT 3anmMcb BCeM nosib3oBaTensam (Unm Bcen rpynne
nosib3oBaTenien), To Nosb3oBaTenn 6e3 NpuBUIErMn MOryT 3aMeHUTb ee Ntobon NporpaMmmon.
3TO NO3BONSAET 3N0YMbIWEHHUKAM BbIHYAUTb APYrMX nonb3oBatenen ston ob6onouku shell
BbIMNO/IHATb NOC/E BbINOJHEHMS BXOAa NPOU3BOJSIbHbIE KOMAHAbI.

YbeaunTecb, 4TO paspelleHnsa ansa Kaxagon obonouku shell ycraHoBneHbl Hagnexawmm
obpaszom.

login_shells_bad_owner

Ucnonb3oBaHue

<item>

name: "login shells bad owner"

description: "This check reports user accounts with login shells that are
not owned by root or bin."

</item>
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OTa BCTpoeHHas pyHKUMsa rno3sBonseT ybeantbcs, 4To Bce obonouku shell npuHagnexar
nonb3oBaTtensm root m bin.

YTto kacaeTcst obonouyek shell c HegonyCcTMMbIMK pa3peLleHns MU, TO eCnr Nosib30BaTesNto
npuHaanexut obonouka shell, ncnonbsyemas gpyrumMmn rnonb3oBaTensiMm, OHU MOryT
N3MEHUTb €e, YTOObl BbIHYAMUTb CTOPOHHMX MOSIb30BaTENEN NCNOSTHATL NMPOU3BOJIbHbIE
KOMaHAbl, KOr4da OHU BXOAST B CUCTEMY.

Tonbko nonb3oBaTtenu root n bin AoMKHbI NMeTb BO3MOXHOCTb U3MEHSATbL ABOUYHbIE dalbl,
KacawlLlmecs BCEN CUCTEMbI.

YnpaeneHue ¢hausiom naponeu

passwd_file _consistency

MUcnonb3oBaHue

<item>

name: "passwd file consistency"

description: "This check makes sure /etc/passwd is valid."
</item>

DTa BCTpoeHHas (pyHKUMA NMpoBepsieT, YTo Kaxxaas CTpoka danna /etc/passwd nmeert
Aonyctumbli popmaT (HanpuMmep, CeMb pasfefieHHbIX ABoeTouneM nonen). Ecnu kakaa-to
CTpOKa MMeET HenpaBW/ibHbIN (bopMaT, TO BblAAETCA COOTBETCTBYOLLEE COObLEHNE U
npoBepKa CYMTAETCS He NPONAEHHON.

Hannune danna /etc/passwd HenpaBuibHOro bopMaTa MOXET HapyWwuTb paboTy
HECKOJIbKMX CpeacTB yrnpaBieHUs Noab30oBaTeNssMN. DTO TaKXe MOXeT CBUAETENbCTBOBATh O
B3/I0Me nnu owmnbke B NOSb30BATEbCKOM NporpaMMe ynpasieHns nonb3osatensmu. Kpome
TOro, 3TO MOXEeT 03Ha4aTb, YTO KTO-TO MNbiTancs Ao6aBuTb Nonb3oBaTens C HeAOMYCTUMbIM
nMeHeM (B MPOLUIOM 4acTo co34aBasncs nosb3oBaTtesb C uMeHeM «toor:0:0» ans nony4veHus
npas nosb3oBaTens root).

Ecnu TecT nokasbiBaeT HecooTBeTCTBME TpeboBaHUAM, TO aAMMHUCTPAToOp 0653aH yaanuTb
cogepykallime HapyLleHus CTpokn us danna /etc/passwd MM UCMIPABUTD UX.

passwd_zero_uid

Mcnonb3oBaHue

<item>

name: "passwd zero uid"

description: "This check makes sure that only ONE account has a uid of 0."
</item>

OTa BCTpoeHHas gyHKkuus obecneumBaeT Hanmume naeHTudunkatopa UID «0» B danne
/etc/passwd TONIbKO Y O4HOWM YUYETHOM 3anmcu. DTOT MAEHTU(UNKATOP 3ape3epBMpoBaH ans
Y4YeTHOM 3anmcum root, HO CyLeCcTBYET BO3MOXHOCTb A06aBUTb AONOSIHUTENbHbIE YYETHbIE
3anucu ¢ naeHtudmkatopom UID «0», KkoTopblie 6yAyT MMETb TaKoW Xe NpuBMAErMpoBaHHbIN
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AOCTyn. DTa NpoBepKa BbINOHAETCS YCMEeLWHOo, ec/in TONIbKO O4Ha y4YeTHas 3anmcb UMeeT
naeHtudmkatop UID «0», nHade BblgaeTcs coobueHne o6 owmnbke.

NaeHTndunkaTop UID «0» npenoctaBnseT yyeTHOM 3anucuK root ocobble npaBa B cucreme.
Monb3oBaTenb root MOXET BbINMOAHATL B CUCTEME BCe, YTO 3axo4eT, B TOM yucne, obbivHo,
npocMaTpuBaTb NaMaATb APYrux npoueccos (MK sapa), CY4UTbIBATb U 3anucbiBaTb Ntobble
dannbl cuctemnbl U T. 4. OCKONbKY 3Ta y4yeTHasl 3anMcb HageneHa TaKMMU MOLLHbIMU
BO3MOXHOCTSIMU, €€ UCNOoJsib30BaHne Heob6XoaAnMo orpaHMYnBaTh 40 MMHMMYMa M XOPOLUO
3almwaTh.

AAMUHUCTpPATOpaM HaCcToATENbHO peKoMeHAyeTcs obecneuymBaTb YHMKANbHOCTb KaXXa0ro
naeHtndmkaTtopa UID (6bykBa U B abbpesunatype UID o3HauaeT: «yHUKaNbHbIA» (@HI.
Unique)). Hannune gByx (1 6onee) yyeTHbIX 3anncen ¢ npaBaMm YYETHOW 3anmcn root
CBOAMT Ha HET KOHTPOSIMPYEMOCTb CUCTEMbI aAMUHUCTPATOPOM. KpoMme Toro, MHorme cucteMmbl
OrpaHM4YMBalOT BO3MOXHOCTb HEMOCPEACTBEHHOrO BX0Aa NOA MMEHEM root TONbKO KOHCOJbIO,
4yT06bl aAMUHUCTPATUBHOE NCMOSIb30BaAHME MOXHO 6bl10 oTcnexumBaTb. OB6bIYHO CUMCTEMHbIE
aAMUHNCTPATOPbl AO/KHbI CHayana BOMTU B CUCTEMY C MOMOLLBLIK CBOEWN JIMYHOMN YUYETHOMN
3anmcum, a 3aTeM C NOMOLLbIO KOMaHAbl su CTaTb Nosb3oBatenem root. Hanunuune
OONONMHUTENLHOM YYEeTHOM 3anucu ¢ naeHtundumkatopom UID «0» no3sonseTr 060inTm aTo
orpaHu4eHme.

Ecnn poctyn ¢ npaBamu root TpebyeTcsi HECKONbKMM MONb30BaTeNsaM, TO BMECTO 3TOro
cneayeT NpUMEHsTb Takoe CpeacTBo, Kak sudo unn calife (n1Mb6o RBAC B OC Solaris).
Naoentudukatop UID «0» gomkeH 6biTb TONIbKO Y OAHOW YYETHOW 3anucu.

passwd_duplicate_uid

MUcnonb3oBaHue

<item>

name: "passwd duplicate uid"

description: "This check makes sure that every UID in /etc/passwd is
unique."

</item>

OTa BCTpoeHHas (yHKLUMS NO3BONSET NPOBEPUTL HallMUME Y KaXA0M NepedyncrieHHON B
danne /etc/passwd Yy4YeTHOW 3annCKU YHUKaANbHOro naeHtudukartopa UID. 3TOT Tect
NPOXOANT YCMNELWHO, eCnu Kaxabln naeHtndukatop UID yHMKaneH, nHaye BblgaeTcs
coobuieHune o6 owmnbke.

Kaxabln nonb3oBaTesnb B cucteMme Unix naeHtuduympyeTcsa no naeHtudukaTopy
nonb3oatens (UID) — uucny ot 0 go 65535. Ecnu aBa nonb3oBaTens nNonb3yoTcs
OANHAKOBbIM uaeHTudmnkatTopom UID, TO OHM He TOAbKO NOosy4varT OANMHAKOBbLIE NMpaBa, Ho
cUcTeMa TakXe cymTaeT UX O4HUM NNLOM. DTO CBOAUT HA HEeT KaKyto-1Mbo OTBETCTBEHHOCTb,
NOCKOJIbKY CTAaHOBUTCS HEBO3MOXHO ONpeaenuTb, Kakme AelCTBUS H6binn BbINOAHEHDI
KaxAabIiM nonb3oBaTtenem (06bI4MHO cucTeMa BbinonHAeT obpaTHbIr npocMoTp UID m
NCMONb3yeT Npu 0TOBparKeHNM XypHasoB NepBoe MM yYETHbIX 3anncen, nMerwmx obwni
UID).

CraHpgapThl 6e3onacHoCTH, Hanpumep ctaHgapT CIS, 3anpewatoT UCNOb30BaHUE OAHOIO
VILI,EHTMCbVIKaTOpa UID HeckonbknMmu nonb3oBatensmMn. Ecnm nonb3oBaTtensam HeobxoaMMo
COBMECTHO MCNOJIb30BaThb d)aVIﬂbl, TO BMECTO 3TOro cnefyeT BOCNnoJsib30BaTbCA rpynnamMu.
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anCBaMBaVITe Ka>XA0My MNoJ1b30BaTE/TIO CUCTEMDbI YHMKa}'IbeIﬁ M,D,eHTVICbMKaTOD.

passwd_duplicate_gid

MUcnonb3oBaHue

<item>

name: "passwd duplicate gid"

description: "This check makes sure that every GID in /etc/passwd is
unique."
</item>

OTa BCTpoOeHHas yHKLUMSA NO3BONSET NPOBEPUTL YHUKANIbHOCTb OCHOBHOIO MAeHTUdUKaTopa
rpynnbl (GID) kaxaoro nosb3oBaTtens. TeCT NpoxXoAMT YCNELWHO, eC/IN KaXXabli
Nonb30BaTeNlb UMeeT YHUKaNbHbIA naeHTudukaTop GID, nHadve BblaaeTcs coobuieHne 06
owmnbke.

CornacHo ctaHgapTam 6€30MacHOCTU peKOMEeHAYETCS co34aBaTh OA4HY rPynny 4SS KaXAoro
nonb3oBaTens (06bIYHO C TaKMM XE UMEHEM, YTO U UMS Nonb3oBaTens). B aTom cnyuae
CO34aHHble NoJ1b30BaTe/IEM Q)aﬁnbl 06bIYHO aBNAOTCA «3aWnWEHHbIMN NO YMOJTHAHUIO»>, TaK
KaK npuHagnexart ero OCHOBHOM rpynne u, cnegosaTtesibHO, MOryT U3MEHATbLCA TOJIbKO UM
cammmM. Ecnm nonb3oBaTenb xoueT, yTobbl halin NpuHagaexan ApyruM 4yneHam rpynmnbl, TO
OH A0/MKEH siIBHbIM 06pa3oM MCMob30BaTh KOMaHAY chgrp AN UBMEHEHUSA NpaBa BNaAeHus.

Ewe ogHUM npenMyLLecTBOM 3TOro Noaxoaa SABAsSieTcs obbegMHEHNE YNpaBNeHUs YIEHCTBOM
B rpynnax B oauH ¢ain (/ete/group), @a HEe OAHOBPEMEHHO B alinbl /etc/passwd U
/etc/group.

[ns Kaxaoro nosb3oBaTeNs co3AaBaiiTe rpynny C TakMM Xe MMeHeM. YNpaBnsainTe npaBamu
B/IaAeHUs rpynnaMu ToNbKO NocpeacTBoM daina /etc/group.

passwd_duplicate_username

Ucnonb3oBaHue

<item>

name: "passwd duplicate username"

description: "This check makes sure that every username in /etc/passwd is
unique."
</item>

3Ta BCTPOEHHAs (hYHKLUMUS NMO3BONSET NPOBEPUTb YHUKANIBHOCTb KaX/a0oro MMeHu
nonb3oBaTens B ¢aine /etc/passwd. [poBepka NpoxoauT YCMNELIHO, €C/IN 3TO TaK, MHaYe
BblgaeTcsa cooblieHne o6 owmnbke.

MoBTopsatowMecs nMeHa nonb3oBaTesnen B dhaine /etc/passwd co34atoT Nnpobnembl, Tak Kak
HEesICHO, NMpaBa KaKol y4YeTHOM 3anucuK cnefyeTt Mcnoib3oBaThb.

KomaHaa adduser He MO3BOJIET CO34aBaTh NMOBTOPSOLMECH UMEHa Mofib3oBaTtene. Takas
HacTpoiKka 06bIYHO O3HAYAET, UTO CO3JaHa KakKas-To yrpo3a CUCTEME, UCMOSb3yeMble AJls
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ynpaBieHus Nonb30oBaTeNsaMn CpeacTBa coaepxaT owmnbkn nnm dann /etc/passwd
peaakTUpPOBasCsa BPYYHYHO.

YaanuTe noBTOpSAKOLIMECS UMEHA MNOJIb30BaTeNEeN UM U3MEHUTE UX Ha ApYrue.

passwd_duplicate_home

Ucnonb3oBaHue

<item>

name: "passwd duplicate home"
description: " (arbitrary user comment)"
</item>

OTa BCTpoOeHHas PyHKUUSA NO3BOJISET NPOBEPUTb YHUKANIbHOCTb Ha4YanbHOro Katanora
KaXA0ro HeECMCTEMHOro nosb3oBaTens (T. €. Nosb3oBaTenen ¢ naeHtTndunkatopamm UID
6onbwe 100) B dbanne /etc/passwd.

Kaxpaoe nma nonb3osaTensd B panne /etc/passwd AOKHO MMETb YHUKANbHbIN HaYasbHbIN
kaTtanor. Ecnu nonb3oBatenu nonb3yTcs 06WMM HavyanbHbIM KaTasoroM, To OAWH U3 HUX
MOXET BbIHYAUTb APYrOro BbiNO/HUTb MPOWU3BOJIbHbIE KOMaHAbl, U3MEHUB (pannbl 3anycka
(.profile N T. 4.) WX NOMECTUB MOLUEHHUYECKME ABONYHbIE alifibl B CaM Ha4dasbHbIN
kaTtanor. Kpome Toro, o6wmin Ha4yasabHbIA KaTanor CBOAUT Ha HeT OTBETCTBEHHOCTb
nonb3oBaTens.

Onsa obecneyeHns cooTBETCTBUS TpeboBaHUSAM Heob6x0AMMO, YTOObI Ka)ablin NMoJsib30BaTeNb
MMen YHUKanbHbI Ha4vasbHbIA KaTanor.

passwd_shadowed

Ucnonb3oBaHue

<item>

name: "passwd shadowed"

description: " (arbitrary user comment)"
</item>

OTa BCTpOEeHHas npoBepka no3BosiseT ybeamnTbCs, YTO BCE Napoan, XpaHsawmecs B anne
/etc/passwd, SBASAIOTCA «TE€HEBbIMU» (T. €. HaKTUUYECKN XPaHATCS B ApYyroM dainne).

Tak kak dann /etc/passwd ABNsSeTCa 06WEAOCTYNMHbIM AN YTEHUS, XPAaHEHNE B HEM XeLl-
KOAOB Maponen no3BosseT KaXxaoMy, KTO MMEET K HEMY AOCTYN, 3anyCTUTb NporpamMmy Ans
B3/10Ma naposnen. MonbITKK yragaTe Naposib Nonb30BaTeNs MeToA0oM npsiMoro nepebopa
(MHOrokpaTHble NOMbITKM BX0A4A NYTEM BBOAA Pa3/iMYHbIX Naposen) obbl4HO
obHapyxuBatoTcs B pannax XKypHanos cuctembl. Ecnu dann /etc/passwd COAEPXUT XeLl-
KOAbl Maponemn, To 3ToT han MOXHO CKOMMPOBATb U B @aBTOHOMHOM peXMMe UCMOoNb30BaThb B
KayecTBe MCXOL4HOrO MaTepuana Ans nporpaMMbl B3siOMa napoJsen. 3To no3sonasiet
coBepLlaolleMy aTaky fnLy Noay4YnTb Naposaun nosb3oBaTenen n He 6biTb 06HapyXXEHHbIM.
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BoNbLWKWMHCTBO coBpeMeHHbIX cucTeM Unix MCNoAb3yoT TeHeBble (annbl naponen. YTobbl
y3HaTb, KaK BK/IIOYNTb XpaHEHME naposien B TeHeBOM dansie B CBOEN cucTeme, obpaliantecb
K AOKYMEHTaLUWuu K cucTteme.

passwd_invalid_gid

MUcnonb3oBaHue

<item>

name: "passwd invalid gid"

description: "This check makes sure that every GID defined in /etc/passwd
exists in /etc/group."
</item>

OTa BCTpoeHHas PyHKUUSA npoBepseT, BCe NN naeHtudukaTopsl rpynn (GID), BKAOUYEHHbIE B
dann /etc/passwd, CyLLeCTBYIOT B pansnie /etc/group. Ecnu kaxabii naeHtuoukatop GID
HagnexalwmMm obpa3om onpeaeneH, To NpoBepka NPOXOAUT yCMNeELWHOo, MHaYe BblaaeTcs
coobuieHne o6 owmnbke.

Mpu Kaxagom onpeaeneHnn ngeHtTndukaTopa rpynnel B danne /etc/passwd OH OOJIXKEH
HeMeANeHHO BHOCUTLCA B dalin /ete/group. VIHaue cuctema byaet HaxoanTbCS B
HenocneaoBatesibHOM COCTOAHMU U BO3MOXXHO BO3HUKHOBEHUE r|p06neM.

MpeactaBbTe CnenyloWmMin cueHapuii: nonb3oBaTtesnb bob nmeet nageHtudmkatop UID 1000 m
naeHtudmkatop GID 4000. UaeHTndukaTtop GID He onpepeneH B panne /ete/group, YTO
O3Ha4yaeT, YTO OCHOBHAs rpynna nosib3oBaTeNnsa He NpeaoCTaBnseT eMy Kakmx-nnbo npas
cerogHs. Yepes HECKONbKO MecsiueB CUCTEMHbIV aAMUHUCTpaTOp peaakTupyet damnn
/etc/group n gobasnsiet rpynny admin, BbibpaB AN HEE «HEUCMO1b3YEMbIN»
naeHtudmkaTop GID 4000. Tenepb nonb3oBaTenb bob Nno ymonuanuio BXxoanT B rpynny
admin, x0T 3TO 1 He 6blN0 NPeaAyCMOTPEHO.

OTpepnaktnpynte dann /ete/group, 4Tobbl 40O6ABUTL B HEr0 HegoCcTatoWwme
naeHtudukaTopbl GID.

YnpaeneHue ¢ghaunamu epynn

group_file_consistency

Ucnonb3oBaHue

<item>

name: "group file consistency"

description: "This check makes sure /etc/group is valid."
</item>

OTa BCTpoeHHas yHKUMSA NpoBeEpPSET, YTO Kaxaas cTpoka danna /etc/group umeer
AonycTuMmblii popmaT (Hanpumep, TpU pasaesieHHbIX ABOETOYMEM 3/IEMEHTa U CNUCOK
nonb3oBatenen). Ecin kakas-To CTpoka MMeeT HenpaBuibHbIN dopMaT, TO BblaaeTcs
COOTBETCTBYIOLWEee coobLieHMe U NpoBepka CUNTAETCA HE NPOMAEHHON.

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

Hanunuune danna /ete/group HenpaBuiibHOro bopMaTa MOXET HapyLWKUTb paboTy HECKOIbKUX
CpeAcCTB ynpaB/eHNs NoNb30BaTENAMM. DTO TaKXKe MOXET CBUAETENbLCTBOBATb O B3/IOME MU
owmnbke B NOMb30BaTENbCKOM NporpaMMme yrnpassieHMs nonb3oBatensiMm. Kpome 1oro, ato
MOXEeT yKa3blBaTb Ha MOMbITKY A406aBUTb MoAb30BaTeNs C HEAOMYCTUMbIM MMEHEM FpyMmbl.

OTpepaktnpynte dann /ete/group, YTO6bl MCNpaBUTb HENpPaBUIbLHO CHOPMMPOBAHHLIE
CTPOKM.

group_zero_gid

Ucnonb3oBaHue

<item>

name: "group zero gid"

description: "This check makes sure that only ONE group has a gid of 0."
</item>

OTa BCTpoeHHas dyHKUMSA No3BONSET y6eanTbCs, YTO TONbKO OAHA rpynna nmeet
naeHtudmkartop rpynnel (GID) «0». Ecnmn Tonbko ogHa rpynna uMeet naeHtudunkatop GID
«0», TO NpoBepKa NpoXoAuT yCnewHo, nHave BblaaeTcs coobuweHne o6 owmnbke.

NaoeHTudunkatop GID «0» o3Ha4vaeT, YToO NOAb30OBaTeNM, BXOASLWME B 3Ty rpynny, Takxe
ABNSAKTCSA YNeHaMu OCHOBHOM rpynnbl rnosib3oBatensa root. 1o obecne4ynBaeT MM Npasa
nosb3oBatens root B oTHoweHuKn Nobbix Gannos, 418 KOTOPbIX YCTAaHOBIEHDbI pa3peLlleHns
Ansa rpynnbl root.

Mpw xenaHuu onpenennTb rpynny aagMMHUCTPATOPOB CO34aiNTe BMECTO 3Toro rpynny admin.

group_duplicate_name

Ucnonb3oBaHue

<item>

name: "group duplicate name"

description: "This check makes sure that every group name in /etc/group is
unique."
</item>

STa BCTPOEHHas NpoBepKa NO3BOJISIET NPOBEPUTb YHUKANbHOCTb KaXXA0ro MMeHW rpynnbl.
lMpoBepka NpOXOAUT YCMeLwHo, ecain 3To Tak, nHave BblaaeTcs coobuweHune o6 owmnbke.

MoBTOpAOWMECS MMeHa rpynn B panne /etc/group CO34at0T NPobaeMbl, Tak Kak HESICHO,
npaBa Kakol rpynnbl CNeayeT UCnosib30BaTh. DTO O3HAYAET, YTO HaIMUYME NOBTOPSIOLLErocs
UMEHW rpynnbl MOXET NMPUBECTM B NEPBYI0 ovepeab K HaJIMUUIO YIEHOB UKW NPUBUIIETNIA Y
Y/IeHOB, KOTOPbIX Y HUX HEe A0/IXHO 6b110 6bIThb.

Yaoanute unum nepeMMeHyl‘/’lTe noBTopdrouwmneca MMeHa rpynn.

group_duplicate_gid

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZO>STENABLE Network Security®

Ucnonb3oBaHue

<item>

name: "group duplicate gid"
description: " (arbitrary user comment)"
</item>

Kaxpas rpynna B cucteMme Unix naeHtuduuympyetcsa no naeHtmdukartopy rpynnel (GID) —
umncny ot 0 go 65535. Ecnu gBe rpynnbl NOAb3YOTCS 04NHAKOBbIM uaeHTudumnkatopom GID,
TO OHM He TOJIbKO MOJy4YaloT OAMHAKOBbIE MpaBa, HO CUCTEMA TaKXXe CYMTaeT UX OOHOM
rpynnoi. OTO CBOAUT Ha HET LUesib UCMOJIb30BaHMS rpynn, 3aK/o4atowyocs B pa3aeneHnm
npas MoJib30BaTeNen.

CTaHaapTbl 6€30MacHOCTM 3anpeLatT UCNOob30BaHWE OAHOMO MaeHTUdMKaTopa GID
HEeCKONbKMMM rpynnamu. Ecnu aBy™ rpynnam TpebyloTca oaMHaKoBble MpaBa, To B HUX
[OJIXKHbI BXOAWUTb OAWUHAKOBbIE MOMb30BATENM.

YpanuTte noBTOPSOWMECS FPYNMbl AN Ha3HaYbTe OAHOM U3 HUX HOBbIN YHUKaNbHbIN
naeHtudmkaTtop GID.

group_duplicate_members

MUcnonb3oBaHue

<item>

name: "group duplicate members"

description: "This check makes sure that every member of a group is listed
once."
</item>

OTa BCTPOEHHas (pyHKUMS No3BonseT yb6eamuTbCs, YTO Kaxablih YNeH rpynnbl BKOUYEH B Hee
TONbKO OAMH pa3. Ecnu Kaxabli Nonb3oBaTeNb YHUKANEH, TO NPOBEpPKa NPOXoAUT yCreLwHo,
MHaye BblaaeTcsa coobuweHmne o6 ownbke.

Kaxabin 4yneH rpynnbl AoKeH 6biTb BKOYEH B CMNCOK TONbKO OAMH pa3. XOTa BKAOUYEHNE B
CMMCOK HECKO/bKO pa3 He co3gaeT npobnem Ansa nexawen B OCHOBE onepaLoHHON
CUCTEMbI, 3TO YC/TIOXHSAET XM3Hb CUCTEMHOI0 aAMMHUCTPATOPA, TaK KakK oTMeHa
npeaoCTaBNEHHbIX NMpasB cTaHoBUTCA 6onee cnoxHon. Hanpumep, ecnun B rpynny admin
BXoAsT uneHbl alice, bob, charles, daniel, bob, To Nnpn oTMeHe NpeaocTaBAEHHbIX NpaBs
nonb3oBaTens bob ero HeobxoaMMO yaanaTe ABaXKAbl.

Y6ep,v|Ter, UTO KaXkablh YneH rpynnbl BKJKOYEH B HEE TOJZIBKO OAMH pa3.

group_nonexistant_users

Ucnonb3oBaHue

<item>
name: "group nonexistant users"
description: "This check makes sure that every member of a group actually
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exists."
</item>

STa npoBepKa No3BonseT y6eanTbCs, YTO KaXKabll YaeH rpynnbl pakTUYecKn CyLecTByeT B
danne /etc/passwd.

Hanunume HecywecTByOLWKMX Nofib3oBaTtesnien B daine /ete/group Npegnosaraer
HECOBEPLUEHHYIO METOAUKY aAMUHUCTPUPOBaHuS. Monb3oBaTens He CyLeCcTBYeT, MOTOMY 4TO
ero ums 6b1710 BBEAEHO C OWMNOKON MM NOTOMY YTO OH He 6biN yaaneH u3 rpynnbl Npu
yAaneHun n3 CUCTeMbI.

He pekoMeHAyeTCcs MMETb nosib3oBaTenen-npmeeaeHnin B damne /etc/group. Ecin
nosaHee 6yaet nobaBsieH NoNb30BaTENb C TAKMM XXE MMEHEM, OH MOXET NOMYYMTb NpaBa
rpynmnbl, KOTOPbIE EMY HE AO/IXHbI 6bIIN NpeaoCTaBNATLCS.

YpanuTte HecyLwecTBYOLWMX Nonb3oBaTenen us damna /etc/group.

CpeOda nonb3oeamersi root

dot_in_root_path_variable

MUcnonb3oBaHue

<item>

name: "dot in root path variable"

description: "This check makes sure that root's $PATH variable does not
contain any relative path."

</item>

OTa npoBepka no3sonseT ybeanTbcs B TOM, UTO TeKyLwwmnii pabounnt katanor («.») He
BK/IIOYEH B NYTU AN UcnofnHaeMbix dannos nonb3osatens root. 31o no3BonuT nsbexaTb
NOBbIWEHMS NpaB 3/10yMbILWNEHHUKA A0 CYyNep-noab30BaTens nyTeM BbIHYXAEHUS
aAMUHUCTpaTopa, paboTatoLwero Noa y4eTHOM 3anncbto root, 3anycTuTb NporpaMMy-TposiH,
KoTopast MOXeT 6bITb YCTaHOB/IeHa B TekylweM paboyeM kaTanore.

writeable_dirs_in_root_path_variable

Ucnonb3oBaHue

<item>

name: "writeable dirs in root path variable"

description: "This check makes sure that root's $PATH variable does not
contain any writeable directory."
</item>

OTa npoBepka coobliaeT BCe KaTtanoru, paspellatolle 3anmcb BCeEM Nonb3oBaTensaM Uan Bcem
rpynne, B nepeMeHHon PATH nonb3oBaTtenen root. Bce Katanoru, BKAKYEHHbIE B CANCOK
3TOM NMPOBEpPKON, cneayeT BHMMATENbHO NPOBEPUTb M YAanuUTb Te NpaBa 3anumcu ansa Bcex
nosib3oBaTeNnien Uan BCex Nosib3oBaTeNen rpynnbl B OTHOLWEHUM KaTanoros, B KOTOPbIX HET
HeobxoaMMOCTHK, cneayowmm obpasom:
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# chmod go-w path/to/directory

Pa3peweHusi 8 omHoweHuu ¢hatinos

find_orphan_files

Ucnonb3oBaHue

<item>

name: "find orphan files"

description: "This check finds all the files which are 'orphaned' (ie:
whose owner is an invalid UID or GID) ."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

OTa npoBepka coobwaeT 060 Bcex dannax B CMCTEME, KOTOPble HE MMELKDT BragenbLa.

Mo yMOMUYaHMIO MOUCK BbIMOIHAETCS PEKYPCMBHO M3 KaTasora «/». 9TO MOXET NPMBECTU K
TOMY, 4YTO npoBepka 6yAeT BbIMOAHATLCA KpalHe MeAsleHHO B 3aBMCMMOCTU OT KOMIM4YeCcTBa
dannoB Ha yganeHHoh cucteme. OgHako nNpm Heo6X0AMMOCTM YCTAaHOBNEHHbIM MO
yMO4aHUIo HayanbHbIM KaTanor NOMCKa MOXET bblTb U3MEHEH C MOMOLLbIO HeobsA3aTeNbHOro
KJIIOYEBOr0 C/I0Ba basedir. TakXXe MOXHO MpU NOMCKe NponyckaTb onpeaeneHHblie dalibl B
6a30BOM KaTanore C NOMOLLbIO elle 0AHOro Heoba3aTebHOro K/IKDYEBOIro C10Ba ignore. pu
BbIMOSIHEHUM MOUCKA NO (HaiIoBOM CMCTEME MO YMOMYAHUIO NMPOMYCKAOTCs BCe KaTanoru,
CMOHTUpOBaHHble B cncteMe NFS, ecnm ToNbKO OHM HE BblIM OTMEUEHbLI C MOMOLLbIO
Heobs3aTenbHOro KA4YeBoro csiosa dir.

OTa NpoBepKa, Kak npaBuio, ANTCS HECKOJIbKO YacoB B 3aBUCMMOCTU OT TUMa CKaHMpyeMoWn
cuctembl. 1o yMonyaHUo 3HadeHmMe TaliMayTa, MO UCTEYEHMMN KOTOPOro ckaHep Nessus
nepectaHeT obpabaTbiBaTb pe3y/sibTaTbl 3TOM NMPOBEPKU, YCTAHOBNEHO paBHbIM MSATU YacaMm, U
N3MEHWUTb 3TO 3HaYeHMe HEBO3MOXHO.

Mpumep:

<item>

name: "find orphan files"

description: "This check finds all the files which are 'orphaned' (ie:

whose owner is an invalid UID or GID)."

# Globs allowed (? and *)

basedir: "/tmp"

ignore: "/tmp/foo"

ignore: "/tmp/b*"
</item>

find_world_writeable_files
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Ucnonb3oBaHue

<item>

name: "find world writeable files"

description: "This check finds all the files which are world writeable and
whose sticky bit is not set."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

OTa npoBepka coobulaeT 060 Bcex dannax Ha yaaneHHON CUCTEME, 3aNnUCb B KOTOpble
paspelleHa BCeM Mnosib3oBaTensaM. B ngeane, Ha yaaneHHON cMctemMe He A0XKHO 6biThb
¢dannos, 3anNncb B KOTOpble pa3peLleHa BCEM MOSb30BaTeNsAM, U 3Ta NPOBEpKa AOMKHA
AaBaTb NycTon pesynbtat. OAHAKO B HEKOTOPbLIX Cy4Yasx MoryT notpebosaTbcs dannbl,
3anncb B KOTOPble pa3pelleHa BCEM Nonb3oBaTensaMm. Bce nonyvyaemble B pe3ysbTaTe 3TOM
npoBepku dannbl HEO6X0ANMMO BHUMATENbHO NPOBEPUTL, U Te U3 HUX, KOTOPbIE He TpebyioT
HanM4una aTtpubyTOB BO3MOXHOCTU 3anncu A5 BCEX MONb30BaTeNel, yAanuTbh CNeayowmm
obpaszom:

# chmod o-w world writeable file

Mo yMOn4aHMIo NOMCK BbIMOAHAETCS PEKYPCUBHO U3 KaTanora «/». 3TO MOXET NpuUBeCcTn K
TOMY, 4YTO npoBepka 6yaeT BbINONHATLCA KpalHe MeANeHHO B 3aBMCUMOCTU OT KONM4YecTBa
dannos Ha yaaneHHon cucteme. OgHaKo Npy HEO6XOAMMOCTU 3aZlaHHbIN MO YMOAYaHUIO
HayanbHbIA KaTanor NoMcka MoxXeT 6bITb U3BMEHEH C MOMOLLbID HeobA3aTeNbHOr0 KK0YEBOro
cnoBa basedir. TakXe MOXHO Npu NOUCKe NponyckaTb onpeaesneHHbie dannbl B 6a30BOM
KaTanore ¢ NOMOLLbIO ewe oa4HOro Heobsa3aTeIbHOro KKOYEBOro C/10Ba ignore. lNpu
BbINOIHEHUM NoucKa no ¢daraoBOM CUCTEME MO YMOSTHYAHMIO MPOMYCKAKTCA BCE KaTanoru,
CMOHTUpOBaHHbIe B cucteMe NFS, ecnu TONbKO OHU He 6bliM OTMEeYeHbl C MOMOLLbIO
Heobs3aTeNbHOro KNK4YeBOro csiosa dir.

DTa NpoBepKa, Kak NpaBuio, AJIUTCA HECKOIbKO YacoB B 3aBUCUMOCTM OT TUMNA CKaHUPYEMOIA
cucTembl. 1o YMON4YaHMIoO 3HAUYeHWe TaliMayTa, No UCTEYEHUN KOTOPOro ckaHep Nessus
nepectaHeT o6pabaTbiBaTh pe3ynbTaTbl 3TOW NMPOBEPKM, YCTAHOBMNEHO paBHbIM NSATM YacaM, U
N3MEHUTb 3TO 3HAUYEHME HEBO3MOXKHO.

Mpumep:
<item>
name: "find world writeable files"
description: "Search for world-writable files"

# Globs allowed (? and *)
basedir: "/tmp"

ignore: "/tmp/foo"
ignore: "/tmp/bar"
</item>
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find_world_writeable_directories

Ucnonb3oBaHue

<item>

name: "find world writeable directories"

description: "This check finds all the directories which are world
writeable and whose sticky bit is not set."”

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

OTa npoBepKa coobllaeT BCe KaTanorm yaaneHHOW CUCTEMbI, 3aNnCb B KOTOPble pa3peLleHa
BCEM MoJib30BaTeNAM, N BUT 3aKpeneHns KoTopbliX He yCTaHoBMeH. [TpoBepka Toro, 4to 6mT
3aKpernJJieHUs yCTaHOBMNEH AJ1S BCEX KaTasioros, Mo3BOJISIOWMX 3aNMCb BCEM MOIb30BaTENSAM,
obecneynBaeT BO3MOXHOCTb yaaneHusa daiaioB TONbKO MX BragenbuaM. 3TO No3BonsieT
nsbexaTb CNy4anHOro UM HaMEepeHHOro yaaneHus Kakoro-tTo ganna apyrum
rMosib30BaTeNEM.

Mo yMOAYaHMIO MOUCK BbINOJIHAETCH PEKYPCUBHO U3 KaTasora «/». 2TO MOXET NpUBECTU K
TOMY, 4YTO npoBepka 6yaeT BbINONHATLCA KpaHe MeAsleHHO B 3aBMCUMOCTU OT KONM4YecTBa
dannosB Ha yaaneHHon cucteme. OAHAKO Npy HEO6XOAMMOCTU 3aA4aHHbIN NO YMOAYAHMUIO
HayanbHbIA KaTanor NnomMcka MoxXeT 6bITb U3BMEHEH C MOMOLLbIO HeO6A3aTEeNbLHOro K/IH0YEBOro
CNnoBa basedir. TakXxe MOXHO NpW NOUCKE NpPOMNycKaTb onpeaeneHHble dannbl B 6a30BOM
KaTanore c NOMOLbIO eLe 04HOro HeobsA3aTeNbHOro KYEBOro C0Ba ignore. lpu
BbINOIHEHUM NoUCKa Mo ¢$harsoBOM CUCTEME MO YMOSTHYAHMIO MPOMYCKAKTCA BCE KaTanoru,
CMOHTUpOBaHHbIe B cucteme NFS, ecnm TONbKO OHU HE 6bIIM OTMEeYeHbl C MOMOLLbIO
Heobs3aTeNbHOro KN4YeBOro csiosa dir.

DTa NpoBepKa, Kak npaBuio, AJIMTCA HECKONIbKO YacoB B 3aBMCMMOCTU OT TUMa CKaHMpyeMoi
cucTembl. 1o yMONYaHUIO 3HaUYeHWe TaliMayTa, No UCTeYeHNU KoToporo ckaHep Nessus
nepectaHeT o6pabaTbiBaTh pe3ynbTaTbl 3TOW NMPOBEPKM, YCTAHOBMNEHO paBHbIM NSATM YacaM, U
N3MEHUTb 3TO 3HaYE€HMEe HEBO3MOXHO.

Mpumep:

<item>

name: "find world writeable directories"

description: "This check finds all the directories which are world

writeable and whose sticky bit is not set."

# Globs allowed (? and *)

basedir: "/tmp"

ignore: "/tmp/foo"

ignore: "/tmp/b*"
</item>
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find_suid_sgid_files

Ucnonb3oBaHue

<item>

name: "find suid sgid files"

description: "This check finds all the files which have their SUID or SGID
bit set."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

OTa npoBepka coobwaeT 060 Bcex dannax, y KoTopbix yctaHoBneH 6ut SUID/SGID. Bce
BKJIIOUYEHHbIE 3TON NPOBEPKOM B OoTUeT hannbl cnefyeT BHMMaTebHO NpoBepuUTb, 0CO6EHHOo
CKpUMTbI KOMaHAHOro npoueccopa U ncnonHsaembie dansnbl CO6CTBEHHOM pa3paboTky,
HanpuMmep UcnonaHseMble dalsbl, KOTOPbIE HE MOCTaBAANUCL C CUCTEMON. Dannbl C
yCTaHoBNeHHbIM 6uToM SUID/SGID co3aatoT yrpo3y NoBbileHMs npaB 06bl4HOro
nonb3oBaTens A0 Npas BAagensua storo daina nam cooTeseTcTByoWwel rpynnel. Ecnun B
CyLLEeCTBOBaHUM Taknux panaioB nUan CKpUMNTOB eCTb HEO6XOAUMOCTb, TO UX CneayeT
cneunanbHo obcnenoBaTb, He MNO3BOMSAIOT SN OHU co3aasBaTb dalia C NOBbIWEHHbIMU
npasamu.

Mo yMOn4aHMIoO MOUCK BbIMOAHAETCA PEKYPCUBHO M3 KaTasora «/». 3TO MOXET NpUBECTU K
TOMY, 4YTO NpoBepka 6yaeT BbINOAHATLCS KpainHe MeANleHHO B 3aBMCMMOCTM OT KOJIMYecCTBa
dannos Ha yaaneHHon cucteme. OgHaKo Npu HEO6XOAMMOCTU 3aZlaHHbIM MO YMOAYaHUIO
HayaNbHbIA KaTanor noMcka MoxXeT 6bITb UBMEHEH C MOMOLLbIO He06A3aTEeNbHOro K/IH0YEBOro
cnoBa basedir. TakXe MOXHO Npu NoOUCKe nponyckaTb onpeaeneHHblie dannbl B 6a30BOM
KaTanore ¢ NOMOLLbIO elwe oaHOro Heobsa3aTeIbHOro KOYEBOro C/10Ba ignore. lNpu
BbINOIHEHUW NoucKa no ¢daraoBOM CUCTEME MO YMOSYAHMIO MPOMYCKAKTCA BCE KaTanoru,
CMOHTUpOBaHHbIe B cucteMe NFS, ecnm TONbKO OHU He 6blI OTMEeYeHbl C MOMOLLbIO
Heobs3aTeNnbHOro KN4YeBOro csiosa dir.

DTa NpoBepKa, Kak NpaBuio, AJIUTCA HECKOIbKO YacoB B 3aBUCUMMOCTM OT TUMNA CKaHUPYEMOI
cuctembl. 1o YMONYaHUIO 3HaUYeHUe TaliMayTa, No UCTeYEeHUU KOToporo ckaHep Nessus
nepectaHeT o6pabaTbiBaTh pe3ynbTaTbl 3TOW NMPOBEPKM, YCTAHOBMEHO PaBHbIM NSATM YacaM, U
N3MEHUTb 3TO 3HaYeHMe HEBO3MOXHO.

Mpumep:

<item>

name: "find suid sgid files"

description: "Search for SUID/SGID files"
# Globs allowed (? and *)

basedir: "/"
ignore: "/usr/sbin/ping"
</item>
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lModo3pumernbHoe codepxumoe ¢haliszios

admin_accounts_in_ftpusers

MUcnonb3oBaHue

<item>

name: "admin accounts_ in ftpusers"

description: "This check makes sure every account whose UID is below 500 is
present in /etc/ftpusers."

</item>

OTa npoBepKa Mo3BoNseT YCTaHOBUTL, BCE M aAMUHUCTPATUBHbIE YUYETHbIE 3arnncu, T. e.
nonb3oBaTenun c naeHtngunkatopamm UID meHbwe 500, BkIOYEHbl B /etc/ftpusers,
/etc/ftpd/ftpusers UNN /etc/vsftpd. ftpusers.

Heob6sizamenbHbie ¢halinbi

find_pre-CIS files

Ucnonb3oBaHue

<item>

name: "find preCIS files"

description: "Find and list all files created by CIS backup script."”
# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"
</item>

OTa npoBepkKa cneuunasnbHO npegHasHadeHa ana obecneyveHus cobnoaeHns onpeaeneHHoro
TpeboBaHMsA LeHTpa UHTepHeT-6e3onacHocTn (CIS) ans npoxoxaeHus ceptudukaumnm
cooTBeTCcTBUA cTaHgapTy Red Hat CIS. 3Ta npoBepka, B 4YaCTHOCTU, NOMI€3Ha ANSg TeX, KTo
HaCTpoOMA W MOBbICM 3aLMLEHHOCTb cncTeMbl Red Hat B cooTBETCTBMW CO CTaHAapTOM
ueHTpa CIS kopnopaunn Red Hat. Cpeacrteso ctaHaapTusaummn ueHTpa CIS BkIOYaeT ckpunT
pe3epBHOro KOMMPOBaHMS, KOTOPbIA BbIMOSIHAET pe3epBHOE KONMMpOBaHME BCEX CUCTEMHbIX
¢dannos, KOTopble MOryT 6bITb M3MEHEHbI B NpoL.ecce MOBbIWEHMS 3aLMLWLEHHOCTN CUCTEMBI,
n 3tnm dannam gobasnserca cybddPpukc «-preCIsS». [locne ycnewHoro npuMeHeHms Bcex
peKoMeHaaumMn cTaHgapTa M BOCCTaHOBeHNA pabodero CoCToSsHUSA CUCTEMbI 3TN annbl
cnepyeTt yaanuTb. DTa npoBepka No3BonsieT ybeanTbCs, YTO Ha yAa/leHHON CUCTEME He
ocTanocb hannoB «preCIS».

Mo YMOT4HaHUIO NOUCK BbINOJTHAETCA PEKYPCUBHO M3 KaTaJsiora <</>>. OTO MOXeT NPUBECTU K
TOMY, 4YTO npoBepka byaeT BbINONHATLCA KpaHe MeANeHHO B 3aBMCUMOCTWN OT KONMYeCcTBa
dannoB Ha yganeHHon cucteme. OgHaKo Npm HEO6X0AMMOCTM 3a4aHHbLIA NO YMOSTYaHUIO
HauYaNbHbIA KaTasor NoMcka MoXeT 6bITb U3MEHEH C MOMOLLbIO HEO6A3aTENbHOI0 K/IH0YEBOro
CnoBa basedir. TakXXxe MOXHO Mpu NOUCKe NponyckaTb onpeaeneHHble ganbl B 6a30B0M
KaTanore c NOMOLWbIO elle 0AHOro Heobs3aTeNbLHOro KIt4YeBoro C/10Ba ignore.
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DTa npoBepKa, Kak NpaBuio, AJINTCA HECKO/IbKO YacoB B 3aBUCMMOCTM OT TUMa CKaHMpyeMOoW
cucTeMsbl. o yMonyaHuio 3HauyeHne TariMayTa, Mo UCTEYEHUM KOTOPOro ckaHep Nessus
nepectaHeT o6pabaTbiBaTb pe3ynbTaTbl 3TOW NMPOBEPKM, YCTAHOBMEHO paBHbIM NSTM YacaM, U
N3MEHUTb 3TO 3HAUYEHME HEBO3MOXHO.

ycnoBus

CyliecTByeT BO3MOXHOCTb OnNpeaenuTb fornky if/then/else B nonutmke ans OC Unix. 370
NO3BOJISIET KOHEYHOMY MOJSIb30BATEN0 MCMNOJSIb30BaTb OAMH dann, NO3BONSOLWMUN
obpabaTbiBaTb pa3inyHbie KOHPUrypaummn. Hanpumep, ogmH dann noanTMKmM MoxeTt
npoBepsaTb HAaCcTponkn nporpamMm Postfix n Sendmail 6narogaps Hagnexawemy CMHTaKcucy
Nnornkn if/then/else.

CUHTaKCUC BbINOSIHEHUS YCHOBMﬁ CHGAYKHuMﬁ:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
</1f>

Mpumep:

<if>
<condition type: "or">
<custom item>
type: FILE CHECK
description: "Make sure /etc/passwd contains root"
file: "/etc/passwd"
owner: "root"
</custom item>
</condition>

<then>

<custom item>
type: FILE CONTENT CHECK
description: "Make sure /etc/passwd contains root (then)"
file: "/etc/passwd"

regex: "“root"
expect: "“root"
</custom item>
</then>
<else>

<custom item>

type: FILE CONTENT CHECK

description: "Make sure /etc/passwd contains root (else)"
file: "/etc/passwd"

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.




ZOSTENABLE Network Security®

regex: "“root"
expect: "“root"
</custom item>
</else>
</if>

BbINOSIHEHO YCNOBME UK HET, B 3TOM OTYEeTEe HUKOrA4a He 0T06pa>|<aeTC$|, MOTOMY 4YTO 3TO
«TUXada>» npoBepka.

Ycnosust MOryT 6biTb TMNA and (M) NMb60 or (Mnn).

AONMNOJNIHUTENIbHAA MHOOPMALLUA

KomnaHusa Tenable noarotoBuna pasnuuHbie AOKYMEHTbI, coAepx)aline noapobHble cBeaeHUS
06 ycTaHOBKe, pa3BepTbiBaHMU, HAaCTPOMKe, MOJSIb30BaTENIbCKOM 3KCrayaTaunm n obwem
TecTupoBaHunun ckaHepa Nessus:

PykoBOoACTBO No ycTaHoBKe Nessus — nowaroBoe pyKoBOACTBO MO YCTaHOBKE.

PykoBoacTBo nonb3oBartena Nessus — HacTtponka n pabota ¢ nHrepdencom
nosnb3oBaTtend Nessus.

MpoBepku Nessus ¢ MCNOJsIb30OBaHUEM y4YeTHbIX AaHHbiX ana Unix n Windows —
CBeAeHMs 0 NopsiaKe BbIMOSIHEHUS CKAHMPOBAHUS CETEN C NPOBEPKO NOASIMHHOCTM MpU
NOMOLLKN CKaHepa ya3BumocTen Nessus.

MpoBepkun coorBeTcTBUSA Nessus — pyKOBOACTBO BbICOKOIO YPOBHS ANS1 MOHUMaHUS U
BbIMOJSIHEHUSA NPOBEPOK COOTBETCTBMS C MOMOLLbIO CKaHepa Nessus 1 KOHConu
SecurityCenter.

dopmart dainoB Nessus v2 — coaepxuT onncaHue cTpykTypbl opMaTta dainnos
.nessus KOTOpbIl 6b151 BBeaeH ¢ BepcusaMmn Nessus 3.2 n NessusClient 3.2.

Cneuundukauuna nportokosia Nessus XML-RPC — coaepXxuT onncaHme npoTokona
XML-RPC u nHtepdeica B Nessus.

KOHTpPO/Ib COOTBETCTBUSA B PE)XXMMe peasibHOro BpeMeHU — COAEPXUT 0630p TOro,
Kak pelleHns komnaHumn Tenable MoryT ncnonb3oBaTtbest Anst obecnevyeHms BbINONHEHUS
pasHbIX TUMOB roCcyAapCTBEHHbIX U (DUHAHCOBbLIX HOPM.

Be3 konebaHuin NnMwWKUTe HaM No agpecam 3/1eKTPOHHON NOYThbl support@tenable.com,
sales@tenable.com WM NOCETUTE Halw Beb-calT No agpecy http://www.tenable.com/.
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O KOMIMNAHUU TENABLE NETWORK SECURITY

KomnaHusa Tenable Network Security, Beaywass koMmnaHuss B 061aCTM KOMMJIEKCHOrO
MOHUTOpMHra 6e3onacHocTu, sABnseTcs pa3paboTynmkoM ckaHepa ys3BuMocTen Nessus, a
TakxXe co3gaTeneM peleHus KoprnopaTMBHOIO Kracca, He Tpebyrwero areHtos, AN
HenpepbIBHOrO MOHUTOPUHIA YS3BMMOCTEN, CnabblXx MecCT KOHMUrypauui, yTedyek AaHHbIX,
ynpasJieHMs XypHanamMmm u obHapyXeHust B3/IOMOB C uenbio obecneyeHuss 6e30MacHOCTU
ceten n cooreetcTBus Tpebosanmsam FDCC, FISMA, SANS CAG wn PCI. MNMpoayKTbl KOMOAHUK
Tenable, 3acnyxwuBwune pasnnyHble Harpagbl, WCNOJSb3YHTCS OpraHusaumMsMmM M3 Cnucka
Global 2000 w»n rocyaapCTBEHHbIMW Y4YPEXAEHUSMU ANS  YNPeXAalLwero MOoHUXEeHUs
CBSA3a@HHbIX C CEeTAMW PUCKOB A0 MMHMMyMa. [ONOnHWUTENbHblE CBeAeHUS CM. Ha Beb-calite
http://www.tenable.com/.

Tenable Network Security, Inc.
7063 Columbia Gateway Drive
Suite 100

Columbia, MD 21046
410.872.0555

www.tenable.com
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MPUNIOXXEHMUE A. MPUMEP ®AUJIA NPOBEPKMU
COOTBETCTBMA ANA OC UNIX

Mpumevanume. Cneayowmin ¢ann (tenable unix_compliance_template.audit) MOXHO
nony4ymTb Yepes nopTtan noaaepxkm Tenable Support Portal, pacnono)eHHbIn No agpecy
https://support.tenable.com/support-center/. B aToM cdanne nepeyncieHol NpoBepKu
cooTBeTcTBUSA Ansa OC Unix pa3nnyHOro tmuna, KOTopble MOryT 6biTb BbINOSIHEHLI C MOMOLLbHO
Moayns npoeepku cootBeTcTBUsa ansg OC Unix komnaHum Tenable. B dakTnuecknii damnn
MOryT 6bITb BHECEHbI UIBMEHEHMUS, HE OTPaXXEHHbIE B 3TOM LOKYMEHTE.

#

# (C) 2008-2010 Tenable Network Security, Inc.

#

# This script is released under the Tenable Subscription License and
# may not be used from within scripts released under another license
# without authorization from Tenable Network Security, Inc.

#

# See the following licenses for details:

#

# http://cgi.tenablesecurity.com/Nessus 3 SLA and Subscription Agreement.pdf
# http://cgi.tenablesecurity.com/Subscription Agreement.pdf

#

# @PROFESSIONALFEEDQ

#

# SRevision: 1.11 $

# S$Date: 2010/11/04 15:54:36 $

#

# NAME : Cert UNIX Security Checklist v2.0

#

#

# Description : This file is used to demonstrate the wide range of
# checks that can be performed using Tenable's Unix

# compliance module. It consists of all the currently

# implemented built-in checks along with examples of all
# the other Customizable checks. See:

# https://plugins-customers.nessus.org/support-
center/nessus_compliance checks.pdf

# For more information.

#

#

FHAFHEH A A A A EHH A S

# #

# File permission related checks #

# #

FHEHH AR

<check type:"Unix">

Example 1.

File check example with owner and group
fields set and mode field set in Numeric
format

ER

<custom item>
#system : "Linux"
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type
description
info
and is mode
file
owner
group
mode
</custom_item>

16001"

# Example 2.
# File check example with
# and mode set.

<custom item>

rk Security®

FILE CHECK
"Permission and ownership

"/etc/inetd.conf"
"root"

"root"

" 600"

just owner field set

check /etc/inetd.conf"

"Checking that /etc/inetd.conf has owner/group of root

#system "Linux"

type FILE CHECK

description : "Permission and ownership check /etc/hosts.equiv"

info "Checking that /etc/hosts.equiv is owned by root and mode
ISOOIH

file "/etc/hosts.equiv"

owner "root"

mode ¢ "-r-x----—- "

</custom item>

# Example 3.
# File check example with just file field set
# starting with "~". This check will search
# and audit the file ".rhosts" in home directories
# of all accounts listed in /etc/passwd.
<custom item>
#system "Linux"
type FILE CHECK
description "Permission and ownership check ~/.rhosts"
info "Checking that .rhosts in home directories have the
specified ownership/mode"
file "~/.rhosts"
owner "root"
mode "600"

</custom item>

Example 4.

File check example with mode field having
sticky bit set. Notice the first integer in
the mode field 1 indicates that sticky bit is

#

#

#

#

# set. The first integer can be modified to check
# for SUID and SGUID fields. Use the table below
# to determine the first integer field.

#

# 0 000 setuid, setgid, sticky bits are cleared
#1 001 sticky bit is set

# 2 010 setgid bit is set

# 3 011 setgid and sticky bits are set

# 4 100 setuid bit is set
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# 5 101 setuid and sticky bits are set
# 6 110 setuid and setgid bits are set
# 7 111 setuid, setgid, sticky bits are set

<custom item>

#system : "Linux"

type : FILE CHECK

description : "Permission and ownership check /var/tmp"

info : "Checking that /var/tmp is owned by root and mode '1777'"
file : "/var/tmp"

owner : "root"

mode : "1T7T7I"

</custom_item>
# Example 5.
# File check example with mode field having

# sticky bit set in textual form and is owned by root.

<custom item>

#system : "Linux"

type : FILE CHECK

description : "Permission and ownership check /tmp"

info : "Checking that the /tmp mode has the sticky bit set in
textual form and is owned by root"

file : "/tmp"

owner : "root"

mode : "-rwxrwxrwt"

</custom_item>

FHEFHHE AR A A AR RS

# #
# Service/Process related checks #
# #

HHAH AR A
# Example 6.
# Process check to audit if fingerd is turned

# OFF on a given host.

<custom item>

#system : "Linux"

type : PROCESS CHECK

description : "Check fingerd process status"

info : "This check looks for the finger daemon to be 'OFF'"
name : "fingerd"

status : OFF

</custom_ item>
# Example 7.
# Process check to audit if sshd is turned

# ON on a given host.

<custom item>

#system : "Linux"

type : PROCESS CHECK

description : "Check sshd process status"

info : "This check looks for the ssh daemon to be 'ON'"
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name : "sshd"
status : ON
</custom_item>

FHEFHFEE R A A A AR RS AR A

# #
# File Content related checks #
# #

HHAFAFA A A A

# Example 8
# File content check to audit if file /etc/host.conf
# contains the string described in the regex field.

#
<custom item>

#System : "Linux"

type : FILE CONTENT CHECK

description : "This check reports a problem if the order is not 'order
hosts,bind' in /etc/host.conf"

file : "/etc/host.conf"

search locations : "/etc"

regex : "order hosts,bind"

expect : "order hosts,bind"

</custom item>

# Example 9
# This is a better example of a file content check. It first looks
# for the string ".*LogLevel=.*" and if it matches it checks whether
# it matches .*LoglLevel=9. For example, if the file was to have LogLevel=8
# this check will fail since the expected value is set to 9.
#
<custom item>
#System : "Linux"
type : FILE CONTENT CHECK
description : "This check reports a problem when the log

level setting in the sendmail.cf file is less than the value set in your
security policy."

file : "sendmail.cf"
search locations : "/etc:/etc/mail:/usr/local/etc/mail"
regex : ".*LogLevel=.*"

expect : ".*LogLevel=9"

</custom_item>

# Example 10
# With compliance checks you can cause the shell to execute a command
# and parse the result to determine compliance. The check below determines
# whether the version of FreeBSD on the remote system is compliant with
# corporate standards. Note that since we determine the system type using
# the "system" tag, the check will skip if the remote OS doesn't match
# the one specified.
<custom item>
system : "FreeBSD"
type : CMD EXEC
description : "Make sure that we are running FreeBSD 4.9 or higher"
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cmd : "uname -a"
expect : "FreeBSD (4\.(9][1-91[0-91) | [5-91\.)"
</custom_item>

FHAEHHS A AR HH S

# #

# Builtin Checks #

# #

#HAH A

# Checks that are not customizable are built

# into the Unix compliance check module. Given below
# are the list of all the checks are the performed
# using the builtin functions. Please refer to the
# the Unix compliance checks documentation for more
# details about each check.

#

<item>

name: "minimum password length"

description : "Minimum password length"

value : "14..MAX"

</item>

<item>

name: "max password age"

description : "Maximum password age"

value: "1..90"

</item>

<item>

name: "min password age"

description : "Minimum password age"

value: "6..21"

</item>

<item>

name: "accounts bad home permissions”

description : "Account with bad home permissions"
</item>

<item>

name: "accounts without home dir"

description : "Accounts without home directory"
</item>

<item>

name: "invalid login shells"

description: "Accounts with invalid login shells"
</item>

<item>

name: "login shells with suid"

description : "Accounts with suid login shells"
</item>
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<item>

name: "login shells writeable"

description
</item>

<item>

"Accounts with writeable shells"

name: "login shells bad owner"

description
</item>

<item>

"Shells with bad owner"

name: "passwd file consistency"

description "Check passwd file consistency"

</item>

<item>

name: "passwd zero uid"

description "Check zero UID account in /etc/passwd"
</item>

<item>

name : "passwd duplicate uid"

description "Check duplicate accounts in /etc/passwd"
</item>

<item>

name : "passwd duplicate gid"

description "Check duplicate gid in /etc/passwd"
</item>

<item>

name : "passwd duplicate username"

description "Check duplicate username in /etc/passwd"
</item>

<item>

name : "passwd duplicate home"

description "Check duplicate home in /etc/passwd"
</item>

<item>

name : "passwd shadowed"

description "Check every passwd is shadowed in /etc/passwd"
</item>

<item>

name: "passwd invalid gid"

description
</item>

<item>

"Check every GID in /etc/passwd resides in /etc/group"

name : "group file consistency"

description
</item>

<item>

"Check /etc/group file consistency"
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name: "group zero_ gid"

description : "Check zero GUID in /etc/group"

</item>

<item>

name: "group duplicate name"

description : "Check duplicate group names in /etc/group"
</item>

<item>

name: "group duplicate gid"

description : "Check duplicate gid in /etc/group"

</item>

<item>

name : "group duplicate members"

description : "Check duplicate members in /etc/group"
</item>

<item>

name: "group nonexistant users"

description : "Check for nonexistent users in /etc/group"
</item>

</check_ type>
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MPUNIOXXEHMUE A. MPUMEP ®AUJIA NPOBEPKMU
COOTBETCTBMA AJiA OC WINDOWS

MpuMmeuanume. Cnegywwmnn dann MOXHO NONyYUTb Yepes nopTan nogaepxku Tenable
Support Portal, pacnonoxeHHbIl No aapecy https://support.tenable.com/support-center/. B
dakTnyeckmin pann MoryT 6bITb BHECEHbI UBMEHEHMUS, HE OTPaXEHHbIe B 3TOM AOKYMEHTE.
OTOT KOHKPETHbI CKPUNT Ha3blBaeTCH

financial microsoft windows_user audit guideline v2.audit M OCHOBbIBA€TCs Ha
obLieM pyKoBOACTBE MO MOBbIWEHMIO 3aUNLEHHOCTM NMPU aAMUHNCTPUPOBAHUM
nonb3oBaTesnien. OTa NOINTMKA pacCiMTaHa Ha pasyMHyo NOIMTUKY B OTHOLUEHWM Naposien,
NONUTMKY 6NOKMPOBKK yYeTHbIX 3anucein n obecneumBaeT permcrpaunto cobbiTnii Bxoda B
cuctemy B XypHane cobbitnii OC Windows.

(C) 2008 Tenable Network Security

This script is released under the Tenable Subscription License and
may not be used from within scripts released under another license
without authorization from Tenable Network Security Inc.

See the following licenses for details:

http://cgi.tenablesecurity.com/Nessus 3 SLA and Subscription Agreement.pdf
http://cgi.tenablesecurity.com/Subscription Agreement.pdf

@PROFESSIONALFEED@

SRevision: 1.2 $
$Date: 2008/10/07 15:48:17 $

Synopsis: This file will be read by compliance check.nbin
to check compliance of a Windows host to
typical financial institution audit policy
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<check type:"Windows" version:"2">
<group policy:"User audit guideline">

<item>

name: "Enforce password history"
value: 24

</item>

<item>

name: "Maximum password age"
value: 90

</item>

<item>

name: "Minimum password age"
value: 1

</item>

<item>
name: "Minimum password length"
value: [12..14]
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</item>

<item>

name: "Account lockout duration"
value: [15..30]

</item>

<item>

name: "Account lockout threshold"
value: [3..5]

</item>

<item>
name: "Reset lockout account counter after"
value: [15..30]

</item>

<item>
name: "Audit account logon events"
value: "Success, Failure"

</item>

<item>

name: "Audit logon events"
value: "Success, Failure"

</item>

</group_ policy>
</check_ type>
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